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Aim: Corporate Compliance
Plan for Information Security

Response Model
Risk Aligned with
Analysis > Business
Threat Model Goals &
Obligations



There Are Threats

¢ Hackers & Crackers
¢ Hacktavists
¢ Industrial/Corporate
Spies
¢ Trusted Insiders
¢ Employees
¢ Consultants
¢ Organized Crime
¢ Terrorists




Hypothetical for Analysis

< University of Washington facts
24,000 complete records hacked

<Hacker: I did it just to show you how bad
your security is - a warning

< Suppose a hacker attacks your facility
and posts 4,000 records to the Internet
< What’s the liability?
< How could you have limited exposure?
<How do you defend?
< How do you mitigate?
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What Will Plaintiffs Argue?

é Virus ex machina = res ipsa loquitur
é (2003 Stan Tech. L. Rev. 1, 2003)
é Strict liability
é “Ensure”
é “Protect against any” threat, hazard, unauthorized use or
disclosure
é “Exceptionally high goal” for security
é “Best of its ability”

¢ “ Must adjust its information security program in light of
changes in technology, the sensitivity of customer
information, the licensee’s own changing business
arrangements, outsourcing arrangements, and external
threats.”

é Sarbanes-Oxley (or common-law equivalent): they
didn’t disclose their vulnerabilities!
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What Does the Lawyer
Want to Tell Judge and Jury?

< The hospital had a comprehensive, coherent security
plan
< Plan complies with federal and state law
< We were serious about it — we really followed it

< What we planned, and what we did, created a feasible level of
security considering

< The threats we face

< The services we furnish

< Our financial and budgetary situation

< The technology available in the real world

< Our plan, and how we carried it out, meets the standard
required by federal and state law D
w



“Effective program to prevent and
detect violations of law”

v" Establish compliance standards

v" High-level personnel must have been assigned overall
responsibility

v Due care not to delegate substantial discretionary authority to
those with propensity for illegal activity

v' Effective communication of standards

v Reasonable steps to achieve compliance with standards

v" Standards consistently enforced through appropriate
disciplinary mechanisms

v" All reasonable steps to respond once an offense is detected
(including preventing further similar offenses)

£ Same principles as Business Judgment Rule (insulating

corporate officers and directors from personal liability) D t
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What Are the Keys in Court?

B There is documentation of board participation

B This is not a resolution saying, “we will comply with the
law.”

B It is a record of board involvement in oversight of
B Creating the “effective program”
B Monitoring the “effective program” through its iterations
B NIST 800 Series as the model for, or a major input to,
design of the effective program

B Integration of risk analysis and effective risk
management in the System Development Life Cycle
(SDLC) of all systems that incorporate technology (not
just computer systems — business processes too)

B Incident response — and all that it implicates (acid test])jt
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“Effective program to prevent and
detect violations of law”

OThe “applicable industry practice or the
standards called for by any applicable
government regulation” guide an organization
in implementing an effective compliance
program.

OQuestion: What are the industry’s statutory or
regulatory mandates?
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HIPAA - Statutory Standard

“Each [covered entity] ... who maintains or transmits health
information shalllmaintain reasonable and appropriate

administrative, technical, and physical safeguards --

(A) to ensure the integrity and confidentiality of the
information; and
(B) to protect against any reasonably anticipated

(i) threats or hazards to the security or integrity of the
information; and

(ii) unauthorized uses or disclosures of the information;
and

(C) otherwise to ensure compliance with this part by the

officers and employees of such person.”

(42 USC §1320d-2(d)(2); in effect now - does not require final
security or privacy rules to become effective)
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HIPAA Security Standards

»> “Ensure” — Congress’ intent “was to set an
exceptionally high goal for the security of
electronic health information.”

» “No such thing as a totally secure system that
carries no risks to security.”

» Some trade-offs necessary — “ensuring” does not
mean providing protection, no matter how
expensive.

» CE takes steps “to the best of its ability”

» Balance: “identifiable risks and vulnerabilities”
versus cost of various protective measures (also
depends on CE’s size, complexity, & capabilities)
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A Litigator’s View of “Best” Practices

B In security field, “best practices” are at
NSA, CIA, etc.

B In commercial security field, “best”
practices are at banks and other financial
institutions, or in defense industry

B Health care prevailing industry practices

B Not “best”
B Superseded by HIPAA statute and regs

B Consider “appropriate” or
“recommended” practices

B Don’t make your expert vulnerable
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OHCA Security Issues

+Provider OHCASs — implicit or explicit “holding
out” to the public
+ Security Responsibilities
+ Comprehensive and coherent security

+Shared/ interfaced systems
+SDLC both real & documented?
+ Security controls?

4+ Where are the vulnerabilities? Backdoors?
+ Where are the responsibilities/ liabilities?

+ Allocation under a HIPAA compliance agreement?
+Treatment in vendor contracts?
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Security Breaches
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Wireless Devices

~wExtremely useful for
~Patient care
~aTranscription
~20rder entry
~+Remote consults
~HIPAA administrative issues

ZaSecurity issues
~Intercepts - encryption helps a great deal
~aLost (or stolen) on the [subway] - physical access
~Authenticating access

~2DOD/ NIST: Restrictions on wireless LANS

~Intercepts (1,000 feet minimum)
22No true access port authentication (IEEE 802.11/802.11b) Dt
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Security Management Process

B More than technology; integrated with technology

B Initial and on-going risk analysis — threat
assessment (outside experts?)

B Enterprise security management process
B Computer security (includes monitoring)
B Communications security (includes monitoring)

B Physical security: access to premises, equipment, people,
data

B Personnel security
B Procedural (business process) security
B A pervasive security culture — awareness & surveillance
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