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Presentation SegmentsPresentation Segments

• Introduction to Gap and Risk Analysis:
– Regulation overview

– Compliance

– Beginning the Process

– Gap analysis

– Risk assessment

– Maintaining Compliance

• Q&A



Security Regulation OverviewSecurity Regulation Overview



(a) General requirements.  Covered entities must do the 

following: 

(1)  EnsureEnsure the confidentiality, integrity, and availabilityconfidentiality, integrity, and availability of 

all electronic protected health information the covered 

entity creates, receives, maintains, or transmits. 

(2)  Protect against any reasonably anticipated threatsreasonably anticipated threats or 

hazards to the security or integrity of such information. 

§ 164.306 Security standards: General rules§ 164.306 Security standards: General rules



(3)  Protect against any reasonably anticipated uses or reasonably anticipated uses or 

disclosuresdisclosures of such information that are not permitted or 

required under subpart E of this part. 

(4)  EnsureEnsure compliance with this subpart by its workforce.

§ 164.306 Security standards: General rules§ 164.306 Security standards: General rules



Title I Portability Title II Administrative 
Simplification

Titles III, IV, and 
V

SecurityUnique Health 
Identifiers

Standard 
Code Sets

Transaction 
Standards Privacy

AdministrativeAdministrative
SafeguardsSafeguards

TechnicalTechnical
SafeguardsSafeguards

OrganizationalOrganizational
RequirementsRequirements

PhysicalPhysical
SafeguardsSafeguards

HIPAA

DocumentationDocumentation
RequirementsRequirements



Security RegulationSecurity Regulation
• Administrative Safeguards

– 12 Required Specifications
– 11 Addressable Specification

• Physical Safeguards
– 4 Required, 6 Addressable

• Technical Safeguards
– 4 Required, 5 Addressable

• Organizational Requirements
– 6 Required, 0 Addressable

• Policies & Procedures Documentation 
Requirements
– 6 Required, 0 Addressable



SpecificationsSpecifications

• Required
– Must be implemented

• Addressable
– Implement one or more specifications
– Implement one or more alternative measures
– Implement a combination of both
– Not implement specification
– BUT, rationale must be documented



Compliance & EnforcementCompliance & Enforcement



Business RisksBusiness Risks

• Loose security implementation may open the door 
to litigation for privacy violations

• Not adjusting as scope and complexity of current 
environment / technology changes

• Unquestioning reliance on vendors and “HIPAA 
Compliant” solutions

• Not completing a thorough analysis / compliance 
effort and is found negligent



Impact of Not ComplyingImpact of Not Complying

Possible litigationPossible litigation

Loss of public confidenceLoss of public confidence

PenaltiesPenalties
−− Civil monetary for violations of each Civil monetary for violations of each 

standardstandard
−− Criminal for wrongful disclosure of Criminal for wrongful disclosure of 

protected health informationprotected health information
−− No private right of actionNo private right of action



Alleged Holly Springs Hacker Wanted To Show Flaws In Security
Clayton Dillard Accused Of Unlawfully Accessing Hospital Computer System
POSTED: 11:06 a.m. EDT September 9, 2003
RALEIGH, N.C. -- A Holly Springs man is in trouble after being accused of hacking into a medical office's 
wireless computer network. 

Clayton Dillard is accused of 
hacking into a hospital computer 

system and accessing 
information of hundreds of 

patients.

Raleigh police said Clayton Taylor Dillard, a 29-year-old information security consultant, is charged with 
one felony count of computer trespass, one felony count of unlawful computer access and one 
misdemeanor count of computer trespass.  They said the charges against Dillard resulted from an 
intrusion that occurred to a wireless computer network at Wake Internal Medicine Consultants Inc.  After 
Dillard accessed the information, he contacted patients and insurance companies. He also wrote WRAL a 
letter, stating, "These guys are a bunch of bozos." He also mailed WRAL copies of checks and insurance 
forms with patient names and procedures. 

http://www.wral.com/news
Copyright WRAL News 2003

Medical Security CaseMedical Security Case



Medical Security CaseMedical Security Case



HIPAA EnforcementHIPAA Enforcement

•• Office of Civil Rights Office of Civil Rights (Privacy)(Privacy)

•• CMS CMS (Transactions, Code Sets, Identifiers, (Transactions, Code Sets, Identifiers, SecuritySecurity))

• Justice Department
• FBI
• OIG (Re: lessons learned from fraud & abuse)

• Accreditation reviews

• Plaintiff’s bar & courts

• Business Continuity



HIPAA EnforcementHIPAA Enforcement at CMSat CMS

New office established in CMS:
»Establish and operate enforcement processes

»Develop regulations

»Obtaining voluntary compliance through 
technical assistance

»Process will be complaint driven



Beginning the ProcessBeginning the Process



Beginning the ProcessBeginning the Process

• Determine scope of project (incl. other regulations)

• Obtain top management approval

• Engage key players from each affected area

• Build assessment team

• Train assessment team to “standard” of assessment

• Do the assessments

• Craft a Compliance Plan

For a large organization:



Beginning the ProcessBeginning the Process

• Determine scope of project

• Bring in outside trusted advisor / consultant

• Do the assessment(s)

• Craft a Compliance Plan

• Select vendors

• Work toward compliance 

For a small organization (practice):



Gap AnalysisGap Analysis



Gap AnalysisGap Analysis

• What is your current state?
• What do the regulations say?

– Required Standards
– Addressable Standards

• Where is the mismatch (gap)?
• What is reasonable and appropriatereasonable and appropriate to do 

within a tolerable risk?



Planning for Your Gap AnalysisPlanning for Your Gap Analysis

• Utilize information already in hand:
– Inventories of hardware and applications

– Existing policies and procedures

• Methodically review each of the Security Standards 
and Specifications to determine their applicability 
to your organization.

• Consider HIPAA’s interaction with other laws, 
regulations and standards that apply to you.



During & After Information GatheringDuring & After Information Gathering

• Document Findings
– Key areas of concern
– Trends

• Construct alternative paths to compliance
– Business impacts / risks
– Clinical impacts of alternatives

• Formalize risk assessment
• Make choices and proceed with an implementation 

plan leading to compliance



Security Management ProcessSecurity Management Process

•• Process to prevent, detect, contain, and Process to prevent, detect, contain, and 
correct threats, vulnerabilities and correct threats, vulnerabilities and 
exposuresexposures
–– Risk AnalysisRisk Analysis

–– Risk ManagementRisk Management

–– Sanction PolicySanction Policy

–– Information System Activity Review Information System Activity Review 



Risk AssessmentRisk Assessment



Risk AssessmentRisk Assessment

• § 164.308 Administrative Safeguards
– Implementation specifications

• (A) Risk Analysis (Required) Conduct an accurate 
and thorough assessment of the potential risks and 
vulnerabilities to the confidentiality, integrity, and 
availability of electronic protected health information 
by the covered entity.

• (B) Risk Management (Required) Implement security 
measures sufficient to reduce risks and vulnerabilities 
to a reasonable and appropriate level to comply with
§ 164.306(a)



DefinitionsDefinitions

RISKRISK
PotentialPotential for harm 

or loss

RISK MANAGEMENTRISK MANAGEMENT

ProcessProcess that includes that includes 
risk assessment/ risk assessment/ 
analysis/ analysis/ 
budgeting/prioritizationbudgeting/prioritization
/implementation of /implementation of 
appropriate appropriate 
countermeasurescountermeasures

RISK ANALYSISRISK ANALYSIS RISK ASSESSMENTRISK ASSESSMENT

AnalyzingAnalyzing an environment an environment 
and theand the relationshipsrelationships of its of its 

risk related risk related attributesattributes

AssignmentAssignment of values to of values to 
assets, threat frequencies, assets, threat frequencies, 

consequences etcconsequences etc



THREATSTHREATS exploitexploit VULNERABILITIESVULNERABILITIES

SECURITY SECURITY 
CONTROLSCONTROLS

SECURITY SECURITY 
RISKSRISKS

SECURITY SECURITY 
REQUIREMENTSREQUIREMENTS

ASSET VALUE & ASSET VALUE & 
POTENTIAL IMPACTSPOTENTIAL IMPACTS

ASSETSASSETS

Protect againstProtect against increaseincrease

Risk Components RelationshipRisk Components Relationship

exposeexposeincreaseincrease

met bymet by determinedetermine havehaveincreaseincrease

reduce have



Benefits of Risk AssessmentBenefits of Risk Assessment

• Some of the specific benefits include:
– Understand what is at risk
– The value at risk – i.e. information assets and 

with confidentiality, integrity and availability of 
assets

– Kinds of threats and their financial 
consequences

– Mitigation analysis:  what can be done to 
reduce risk to an acceptable level



Two types of Risk AssessmentTwo types of Risk Assessment

• Quantitative – dollar values / metrics / real 
numbers
– More complex / accurate / tedious
– Cost benefit analysis provided
– Independent objective methods
– clear

• Qualitative – ranking - high med low
– Allows for owners / users / expert input as to value
– Faster / easier 
– Less accurate



Security Management ProcessSecurity Management Process

•• Process to prevent, detect, contain, and Process to prevent, detect, contain, and 

correct threats, vulnerabilities and correct threats, vulnerabilities and 

exposuresexposures

–– Risk AnalysisRisk Analysis

–– Risk ManagementRisk Management

–– Sanction PolicySanction Policy

–– Information System Activity Review Information System Activity Review 



Now that you are through…Now that you are through…



Updating and Maintaining ComplianceUpdating and Maintaining Compliance

• Consider updates after implementing:
– New processes
– Changes in: 

• Workflows
• Responsibilities
• Laws
• Standards/practices
• Technology – hard and soft

– Every 3 years as a minimum under HIPAA
• Constant process for most



Examples of Tools and Other Examples of Tools and Other 
Resources That Can Facilitate Resources That Can Facilitate 
Your Gap Analysis and Risk Your Gap Analysis and Risk 

AssessmentAssessment





Help in your own community ?Help in your own community ?



About NCHICAAbout NCHICA
• 501(c)(3) nonprofit research & education
• Established in 1994
• ~250 organization members including:

– Providers
– Health Plans 
– Clearinghouses
– State & Federal Government Agencies
– Professional Associations and Societies
– Research Organizations
– Vendors

• Mission:  Improve healthcare in NC by accelerating 
the adoption of information technology



NCHICA’s HIPAA EffortsNCHICA’s HIPAA Efforts

• Task Force and 5 Work Groups 
– 450+ individuals participating from members
– Leverage efforts among organizations
– Build consensus and best practices
– Developed documents, training, and tools

• Gap analysis tools designed to provide an early cut 
at self-assessment

• Education has been pleasant by-product
• Consultants use tools to provide consistency and 

thoroughness in approach for smaller organizations









Self-assessment / Gap Analysis 
Tools



Goals of EarlyViewGoals of EarlyView™™ ToolsTools
• Develop a clear understanding of the rule and the 

impact on the organization
– Management reports highlight action items and 

document due diligence
• Closed-end gap questions true to the regulation

– No “extra” questions
– No room for “Maybe” – only “Yes” “No” or “N/A”

• “Things to think about” provided to expand 
considerations of how one might approach a 
particular standard
– Potential alternatives to compliance



The Tool’s StructureThe Tool’s Structure
• Built around the assessment process
• Every requirement / specification covered
• Questions keyed to the regulation standards
• Space for free-text documentation of due diligence
• Presented in same order as regulation
• Links to the regulation text
• Documentation of progress available for 

management purposes
• Can be updated and new management reports 

printed as compliance progresses





Links to the Regulation TextLinks to the Regulation Text



Management ReportsManagement Reports



Using Management ReportsUsing Management Reports

• Advising upper management
• Getting management support
• System admin buy in
• User buy in
• Create metrics
• Justify ROI
• Create support for implementation



Risk Assessment Tools

www.raytheon.com

www.riskwatch.com.com



Automated ProcessAutomated Process

Access Control (22.0%)

Contingency Plan (14.0%)

Audit Trails (8.0%)
Accountability (8.0%) Labeling (8.0%)

Policy (8.0%)

Evaluation (6.0%)

Reliability (6.0%)

82 Others (20.0%)

Vulnerability Vulnerability 
Distribution ReportDistribution Report

Phase IV: ReportsPhase IV: Reports



Automated ProcessAutomated Process
Phase IV: Reports

Dollars

1 2 3 4 5 6 7 8 9 10 (x 10,000)

30,000
Security Plan

40,000
Passwords/Authenticaion

50,000
Acceptable Use Policy

50,000
Insurance/Bond

50,000
Access Control

50,000
Security Survey

50,000
Application Controls

70,000
Security Policy

100,000
Data Segregation

100,000
Disaster Recovery Plan

Dollars
1 2 3 4 5 6 7 8 9 10 (x 10,000)

10,000
Security Plan

10,000
Security Survey

20,000
Passwords/Authenticaion

20,000
Access Control

20,000
Disaster Recovery Plan

25,000
Acceptable Use Policy

40,000
Security Policy

50,000
Data Segregation

50,000
Application Controls

100,000
Insurance/Bond

Implementation  
Costs

Maintenance  
Costs



Automated ProcessAutomated Process

Dollars

25 50 75 100 125 150 (x 1,000)

30,000
Data Discl

41,667
Errors

62,500
Misuse/Com

154,167
Theft Data

Example Report: Annual Loss ExpectancyExample Report: Annual Loss Expectancy



Security Compliance RegistrationSecurity Compliance Registration

www.urac.org



Coordinate with Other Laws, Coordinate with Other Laws, 
Regulations and StandardsRegulations and Standards



Other Standards to ConsiderOther Standards to Consider
• NIST Special Pub 800-30

– “Risk Management Guide for Information Technology 
Systems” 

• NIST Special Pub 800-37 
– “Guidelines for the Security Certification and 

Accreditation of Federal Information Technology 
Systems”

• NIST Special Pub 800-53
– “Minimum Security Controls for Federal Information 

Technology Systems”
• NIST Special Pub 800-53A

– “Guidelines for the Selection and Specifications of 
Security Controls for Federal Information Systems”



Other Standards to Consider Other Standards to Consider (cont.)(cont.)

• NIST Special Pub 800-14
– “Generally Accepted Principles and Practices for 

Securing Information Technology Systems”
• NIST Special Pub 800-16

– “Information Technology Security Training 
Requirements: A Role- and Performance-based model”

• NIST Special Pub 800-18
– “Security System”

• NIST Special Pub 800-34
– “Business Contingency”

http://csrc.nist.gov/publications/nistpubs/



Other Standards to Consider Other Standards to Consider (cont.)(cont.)

• ISO/IEC 17799
• CMS Contractor Assessment Security Tool (CAST)
• Federal Information Processing Standards (FIPS)

– Pub 199; Final Publication in December 2003
• Federal Information Security Management Act 

(FISMA)
• Department of Defense Information Technology 

Security Certification and Accreditation Process 
(DITSCAP)

• Operationally Critical Threat, Asset, and 
Vulnerability Evaluation (OctaveSM) CMU



Additional ResourcesAdditional Resources

• www.nchica.org
– Sample documents, tools, links

• www.wedi.org/snip
– White papers, listserves, regional directory

• www.urac.org
– Self-certification for privacy and security
– Mapping of security standards

• www.cms.hhs.gov/hipaa/hipaa2/default.asp
– Comprehensive site with FAQs and other tools



HIPAA EarlyViewHIPAA EarlyView™™ Tools Tools ExtendersExtenders

www.raytheon.com

www.parentenet.com

www.paramoreconsulting.com

www.jasi.com



www.nchica.orgwww.nchica.org
Holt Anderson, Executive DirectorHolt Anderson, Executive Director

holt@nchica.orgholt@nchica.org
P.O. Box 13048, Research Triangle Park, NC  27709-3048

Voice:  919.558.9258 or 800.241.4486
Fax:  919.558.2198



Thank you!Thank you!


