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Security Regulation Overview
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§ 164.306 Security standards: General rules

(a) General requirements. Covered entities must do the

following:

(1) Ensure the confidentiality, integrity, and availability of
all electronic protected health information the covered
entity creates, receives, maintains, or transmits.

(2) Protect against any reasonably anticipated threats or

hazards to the security or integrity of such information.

AL



§ 164.306 Security standards: General rules

(3) Protect against any reasonably anticipated uses or
disclosures of such information that are not permitted or
required under subpart E of this part.

(4) Ensure compliance with this subpart by its workforce.



Title | Portability Titles Ill, IV, and
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Security Regulation

Administrative Safeguards
— 12 Required Specifications
— 11 Addressable Specification

Physical Safeguards
— 4 Required, 6 Addressable

Technical Safeguards
— 4 Required, 5 Addressable

Organizational Requirements

— 6 Required, 0 Addressable

Policies & Procedures Documentation
Requirements

— 6 Required, 0 Addressable



Specifications

* Required
— Must be implemented

 Addressable

— Implement one or more specifications

— Implement one or more alternative measures

— Implement a combination of both
— Not implement specification

— BUT, rationale must be documented
NCHICH



Compliance & Enforcement
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Business Risks

Loose security implementation may open the door
to litigation for privacy violations

Not adjusting as scope and complexity of current
environment / technology changes

Unquestioning reliance on vendors and “HIPAA
Compliant” solutions

Not completing a thorough analysis / compliance
effort and is found negligent

AL



Impact of Not Complying

Possible litigation
Loss of public confidence

Penalties

— Civil monetary for violations of each
standard

— Criminal for wrongful disclosure of
protected health information

— No private right of action

NCHICH



Medical Security Case

Alleged Holly Springs Hacker Wanted To Show Flaws In Security

Clayton Dillard Accused Of Unlawfully Accessing Hospital Computer System
POSTED: 11:06 a.m. EDT September 9, 2003

RALEIGH, N.C. -- A Holly Springs man is in trouble after being accused of hacking into a medical office's
wireless computer network.

Clayton Dillard is accused of
hacking into a hospital computer

system and accessing
information of hundreds of
patients.

Raleigh police said Clayton Taylor Dillard, a 29-year-old information security consultant, is charged with
one felony count of computer trespass, one felony count of unlawful computer access and one
misdemeanor count of computer trespass. They said the charges against Dillard resulted from an
intrusion that occurred to a wireless computer network at Wake Internal Medicine Consultants Inc. After
Dillard accessed the information, he contacted patients and insurance companies. He also wrote WRAL a
letter, stating, "These guys are a bunch of bozos." He also mailed WRAL copies of checks and insurance
forms with patient names and procedures.

http://www.wral.com/news
Copyright WRAL News 2003 NEH|EH



Medical Security Case

newsobserver.com

Friday, Januarny 30, 2004 7:33AM EST

Man sentenced for ID thett

By ANDREA WEIGL, Staft Writer

RALEIGH -- Mtoto-Mayala Jewce Myowwa likely will be deported to the Congo after sering an almost two-year sentence for stealing
people's financial identities out of trash hins outside several Raleigh health clinics.

Myuwa, 36, pleaded quilty Thursday to nine counts of financial identity fraud for credit cards he received based on information he
retrieved from trash hins, a prosecutor said.

Wake Superior Court Judge Stafford Bullock sentenced Myuwa to 23 to 28 months in prison.

Myuwa charged about $2 000 for diapers, automotive repairs and dinners at a Chinese restaurant, among other things, said YWake
Assistant District Attarney Jennifer Knox.

Myuwa faces departation after

But Myuwa randomly picked the wrong victim -- Rick Poplin, an investigator with the Wake District Attarney's Office. The former Raleigh . .
serving his term.

police detective helped Wake County sheriff's investigators build a case against Myuwa after a postal carrier discovered that someone
had taken a credit card out in Poplin's name.

Foplin was a patient at one of the health clinics MNyuwa targeted. The clinics, including a dentist office, the Raleigh Hand Center and Raleigh Orthopaedic Center, were not
throwing away sensitive medical records but were discarding the daily list of patients seen by doctors, Knox said. Those records contained names, birth dates and Social
Security numbers of patients.

"All he had was your name, date of hirth and Social Security number?” the judge asked.
“Yes," Poplin replied.
"That's all you need?"

"Afraid s0."



HIPAA Enforcement

Office of Civil Rights (Privacy)
CMS (Transactions, Code Sets, Identifiers, Security)

Justice Department
FBI

OIG (Re: lessons learned from fraud & abuse)

Accreditation reviews
Plaintiff's bar & courts

Business Continuity



HIPAA Enforcement at CMS

New office established in CMS:

» Establish and operate enforcement processes
» Develop regulations

» Obtaining voluntary compliance through

technical assistance

» Process will be complaint driven




Beginning the Process
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Beginning the Process

For a large organization:

Determine scope of project (incl. other regulations)
Obtain top management approval

Engage key players from each affected area

Build assessment team

Train assessment team to “standard” of assessment
Do the assessments

Craft a Compliance Plan R



Beginning the Process

For a small organization (practice):

« Determine scope of project

* Bring in outside trusted advisor / consultant
* Do the assessment(s)

« Craft a Compliance Plan

« Select vendors

 Work toward compliance



Gap Analysis
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Gap Analysis

What is your current state?

What do the regulations say?

— Required Standards
— Addressable Standards

Where is the mismatch (gap)?

What is reasonable and appropriate to do
within a tolerable risk?

AL



Planning for Your Gap Analysis

 Utilize information already in hand:
— Inventories of hardware and applications

— Existing policies and procedures
« Methodically review each of the Security Standards

and Specifications to determine their applicability
to your organization.

 Consider HIPAA’s interaction with other laws,
regulations and standards that apply to you.



During & After Information Gathering

Document Findings

— Key areas of concern

— Trends

Construct alternative paths to compliance

— Business impacts / risks

— Clinical impacts of alternatives
Formalize risk assessment

Make choices and proceed with an implementation
plan leading to compliance

AL



Security Management Process

* Process to prevent, detect, contain, and
correct threats, vulnerabilities and
exposures
— Risk Analysis
— Risk Management
— Sanction Policy

— Information System Activity Review



Risk Assessment
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Risk Assessment

* § 164.308 Administrative Safeguards

— Implementation specifications

* (A) Risk Analysis (Required) Conduct an accurate
and thorough assessment of the potential risks and
vulnerabilities to the confidentiality, integrity, and
availability of electronic protected health information
by the covered entity.

 (B) Risk Management (Required) Implement security
measures sufficient to reduce risks and vulnerabilities
to a reasonable and appropriate level to comply with
§ 164.306(a)

AL



Definitions

/Process that includes\

risk assessment/ Potential for harm
analysis/ ‘ RISK ‘ i or loss
budgeting/prioritization

/implementation of
appropriate

Qountermeasu res \ 4
—— | RISK MANAGEMENT |

.

‘ RISK ANALYSIS | ........................... ’l RISK ASSESSMENT

and the relationships of its assets, threat frequencies,
risk related attributes consequences etc

Analyzing an environment| Assignment of values to

MTHE UNIVERSITY OF W

ALABAMA AT BIRMINGHAM



Risk Components Relationship

THREATS VULNERABILITIES |
 Protect agai@ 1ncreas increas @
L

SECURITY SECURITY —| ASSETS
conrovs [_reduce D> RISKS
SECURITY ASSET VALUE &

REQUIREMENTS POTENTIAL IMPACTS

m‘l’HE UNIVERSITY OF N[:Hl[:H

ALABAMA AT BIRMINGHAM



Benefits of Risk Assessment

 Some of the specific benefits include:
— Understand what is aft risk

— The value at risk — 1.e. information assets and
with confidentiality, integrity and availability of
assets

— Kinds of threats and their financial
consequences

— Mitigation analysis. what can be done to

reduce risk to an acceptable level W



Two types of Risk Assessment

e Quantitative — dollar values / metrics / real
numbers

— More complex / accurate / tedious
— Cost benefit analysis provided
— Independent objective methods
— clear
 Qualitative — ranking - high med low
— Allows for owners / users / expert input as to value

— Faster / easier
— Less accurate NCHICA



Security Management Process

* Process to prevent, detect, contain, and
correct threats, vulnerabilities and
eXposures
— Risk Analysis
— Risk Management
— Sanction Policy

— Information System Activity Review



Now that you are through...

NCHICH



Updating and Maintaining Compliance

« Consider updates after implementing:
— New processes

— Changes in:
* Workflows
* Responsibilities
 Laws
« Standards/practices
* Technology — hard and soft

— Every 3 years as a minimum under HIPAA
« Constant process for most

AL



Examples of Tools and Other
Resources That Can Facilitate
Your Gap Analysis and Risk
Assessment

NCHICH
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WHAT'S NEN

CALENDRR OF
EVENTS

WORHGROUPS &
LISTSERYS

REGIONAL SNIP
EFFORTS

alIP WORH
PRODUCTS

OTHER HIPAR
RESOURCES

DISCUSSI0N
FORUH

WRATIS
HIPRE?

Security and Privacy White Papers an«d PowerPoint Presentations

WEDISHIE White Paper disclaimer staterment
Security and Privacy Wiorkgroup Introduction
Privacy White Paper Overviewy, January 2004
Security White Paper Overview, January 2004

Rules:

02/20/2003 HIPAA Security Final Bule
0272002003 Combined HIPAS Security and Privacy Regulations

White Papers Being Revised:

0211172004 SECURITY: MISTIURACMED| Healthcare Security Work Group White Paper, 21152004
020372004 SECLURITY ARD PRMACY: Enforcement White Faper, Mersion 1.0, 111452003
020272004 SECURITY: Audit Trail Clarification White Faper, Yersion 5.0 11072003

02012004 SECURITY: Evaluation, Wersion 1.0, 50152003

013172004 SECURITY: MIST SF 800 Series White Paper, Wersion 2.0, 21152004

013002004 SECURITY. Small Practice Implementation White Paper, VMersion 1.0, 10/022003

White Papers Under Development:

02/105/2004 SECURITY AMD PEIMACY: White Papers Under Devalopment

White Papers Completed:

02042004 SECURITY: Introduction to Security, Final Version
021032004 SECURITY: Introduction to Security Final Rule, Final Mersion
DEII]EJEI]IM SEI:Z:LJHIT‘rr Eecurlhr Falicies and F'rnn:edures fF'&F"; Whlte F'aper Final Yersion




Help in your own community ?

Sl Tf;‘ﬁt
SNIP;

Strategic National Implementation Process!

f'ﬁ".'-_.'/&.
REOUT SKIF
WHAT'S NEW

.| Affiliate Listings

g ) 1

CALENDAR OF

EVENTS Area Covered RS5A Name Weh site Primary Contact :I?If;i At

WORHGROUPS & Albany & Upstate New  |UNYPHIED Froject: |uaw unyphied.org Gina Fedele 716-847-2651 RSA

LISTSERVS Yark Upstate Mew York gina.fedele@freedmaxick. com Application
Professional

REGIONAL SHIP Giora o

EFFORTS Infarmation and
Education

SNIP WORH Demaonstration

PHI““ETE Pruject

OTHER HIPAA Colorado CoSMIP, Colorado WY, COSNIP. COm Dan Morrissey RSA

RESOURLES SHIP (7201489-1630 ext. 28 Application

dri@healthcarestrategies. net
DISCUSSION Greater New York GMYSC: Greater Mat At This Time Ellen Lukens(212) 506-5418 RSA
FORUM Mewe Yark SMIP lukens@anyha. oo Application
. Consartiurm

WHAT IS - - " :

TH Hawaii HHRLC: Haws!n iy hihic. arg Brenda Kumal.:ue (B0s1534-1281 RSA_ _
HIPAA Readiness bkumabe@hhic. org Application
Collaborative

|daho [daho HIPAL wanew state. id. usSdhwe'hi Ron Hodge (208) 344-7558 BSA,
Coordinating Council |paafcc/council_home. htm hipaacci@idhw. state.id.us Application
Indiana Indiana HIPAA, wnawy' indianahipaa. org Dan Kelsey (317)1261-2060 BEA

Workgroup dkelseviEismanet. org Application




About NCHICA

501(c)(3) nonprofit research & education
Established in 1994

~250 organization members including:
— Providers
— Health Plans
— Clearinghouses
— State & Federal Government Agencies
— Professional Associations and Societies
— Research Organizations
— Vendors

Mission: Improve healthcare in NC by accelerating
the adoption of information technology NCHICA




NCHICA’s HIPAA Efforts

Task Force and 5 Work Groups

— 450+ individuals participating from members
— Leverage efforts among organizations

— Build consensus and best practices

— Developed documents, training, and tools

Gap analysis tools designed to provide an early cut
at self-assessment

Education has been pleasant by-product

Consultants use tools to provide consistency and
thoroughness in approach for smaller organizations

NCHICR



a MCHICA Homepage - Microsoft Internet Explorer

Fle Edit \View Fawvorites Tools  Help

FElE |ClEEE) s

dmBack ~ = - ) i | Qisearch [EFavorites hMedia L4 | By S b

=18] x|

Address I:é:l hkpsf v mchica, orgy

j 6o | Links **| &i5naglt

North Carolina Haalthnara Infomaﬁnn

Activities

About HCHICA |

| Membership

The Horth Carolina Healthcare Information and Co
Alliance, Inc. (NCHICA) is a nonprafit consortium of ove
dedicated to improving healthcare through information ted

What's New

Annual secure cammunications. MCHICA members include:
Conference ® hospitals and clinics

® medical and dental practices
Exhibitors: ® professional societies and nonprofit associations

Early hird rate
of $800 available

® national, state and local health agencies
® health plans

to NCHICA ® [aw firms

members until ® healthcare and IT consulting firmsfvendors
Feb. 15! ® health education and training providers
Click here for ® pharmaceutical and research organizations
more

Speakers Bureau »

HIPAA Calendar

HIPAA

HIPAA EarlyWiew ™

» Overview
Tools

— W HIPAA EarlyView™
Sample Documents Privacy

(Reviewed)

(Hot Reviewed)

Regulations

EVprivacy FAQs

Workgroups

Presentations

Links

e sy NIEAR EarlyWiew ™
Sample Documents Security

Purchase HIPAA
EarlyWiew ™ Tools

EVsecurity FAQs

information.

Click here for
sponsorship
opportunities.

MCHICA is a good example of how the many sectars of the healthcare
industry can work together to make a difference. MCHICA activities include:
® HIPAA Workgroups

@ Morth Caroling Emergency Department Database

® Provider Access to Immunization Records Securely (PAIRS) Project

Search | Contact Ls | Links

Copyright 2004 North Caroling Healthzare [nformation and Communications Alliance, Ine. Updatad 0406044,

E:l [HIP&AREsources Y default, asp

I_ I_ I_ | Inkernet



Morth Carolina Haaﬂhc&m lnfnnnatiun

Membership Resources

HIPAA Sample Documents

Flease keep in mind, there is no warranty, written or implied as to HIPAA compliance of these
sample documents. The documents found here and elsewhere on the NCHICA Web site are for
your own use and not for resale. Consult with your own legal and human resources departments
for additional gquidance. Special thanks to everyone who contributed sample documents.
(Click here to review full disclaimer.)

Mote: If you are looking for the documents referenced in the
HIPAA EarlyView™ Privacy tool, click here.

Documents Approved by NCHICA for Public Distribution

Privacy
Security

Transactions




e [Suidance for [dentifying Designated Hecord Sets under HIFAA (FPDF format, 14 pp.)
2/3/03

o —afe Harbor De-ldentification Chart (FDF format, 3 pages)
111301

s MNCHICA Privacy Lessons
8/2/02
Mote: These are based on the Privacy Rule priorto the August 14, 2002 modifications

Research Topics:

Data Llse Agreement for Limited Data =et (FOF, 4 pages)

SR G

Sample and Implementation Instructions for a Stand-alone Autharization for Use and
Dizclosure of Health Information for Besearch Purposes (FOF, 4 pages)

33

Guidelines for Using HIPAA Autharization Text as An Addendum ta Informed Consent
Forms (FOF, 3 pages)

SR G

Confidentiality and Use and Disclosure of Health Infarmation for Hesearch Purposes (FOF,
3 pages)

33

sing Protected Health Information (PHI) for Research Purposes (FOF format, 4 pages)
1113/01

Training Clinical Hesearch Professionals (FOF format, 3 pages)

111301




Self-assessment / Gap Analysis
Tools

HIPAA EariyView" Security

Foclis on your compliance plan with this powerful software tool

RIPAA EariyView™ Privacy

Loeeds on your compliance plan with this powerful software tool




Goals of EarlyView™ Tools

« Develop a clear understanding of the rule and the
Impact on the organization

— Management reports highlight action items and
document due diligence

* Closed-end gap questions true to the regulation

— No “extra” questions
— No room for “Maybe” — only “Yes” “No” or “N/A”

* “Things to think about” provided to expand
considerations of how one might approach a
particular standard

— Potential alternatives to compliance

NCHICR



The Tool’s Structure

Built around the assessment process

Every requirement / specification covered
Questions keyed to the regulation standards
Space for free-text documentation of due diligence
Presented in same order as regulation

Links to the regulation text

Documentation of progress available for
management purposes

Can be updated and new management reports
printed as compliance progresses WE]



HIPAA Early¥iew{TM) Security ¥ersion 2.0 - | |

JEiIEe Edit Wiew Insert Format Records

|- B ESRAY| s ERS

o [@ 20 &1 Y0 v [# e %

Main Menu

HIPAA EarlyView™ Security Version 2.0

“our Dept or Role: Cuurdinatur w

Coordinator Functions

Edit Departmental Information

Glossary of Terms B Security 2elf Assessment

Security Self Assessment B HIPAA Security Self Assessment b

Browse the Security Reqgula

on d p C cumentation recuirements

/
EEEENER

Choose Report to View or P |
Standard

. = } Implementstion
Copyright© 2000-2003 HCHICA www.nchica.org

- anytime ther ajor o je in the

=

All Rights Reserved

www.nchica.org

Copyright© 2000-2003 HCHICA

Record: 14 4 || 165 _» | r1]r+] of 165




Links to the Regulation Text

Subpart C - Compliance and Enforcement
§ 160.300 Applicability.

This subpart applies to actions by the Secretary, covered entities, and others with respect to ascertaining the compliance by covered entities with and the enforcement of
the applicable requirements of this part 160 and the applicable standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter.

§ 160.302 Definitions.
Az used in this subpart, terms defined in § of this subchapter have the same meanings given to them in that section.
§ 160.304 Principles for achieving compliance.

(&) Cooperation. The Secretary will, to the extent practicable, seek the cooperation of covered entities in obtaining compliance with the applicable requirements of this part
160 and the applicable standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter.

ib) Assistance. The Secretary may provide technical assistance to covered entities to help them comply valuntarily with the applicable requirements of this part 160 or the
applicable standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter.

§ 160.306 Complaints to the Secretary.

ia) Right to file a complaint. A person who believes a covered entity is not complying with the applicable requirements of this part 160 or the applicable standards,
requirements, and implementation specifications of subpart E of part 164 of this subchapter may file a complaint with the Secretary.

ib) Requirements for filing complaints. Complaints under this section must meet the following requirements:

(17 A complaint must be filed in writing, either on paper or electronically.




Management Reports

ﬁ_ep:u Tt Restrcted to Coordmator

List Questions by Regulation Section

Section: Administrative Safequards

Standard: Security Management Process

Implementation Specification:  Risk Analysis (REQUIRED)
Question

Has your organization implemented policies and proceduresto prevent, detect, contain and correct security violations?

Has vour arganization identified vulnerabilities to the confidentiality, integrity and availability of electronic protected health information?
Has vour arganization evaluated the probability of each vulnerability to occur?

Has your organization assessed the relevant losses due to risk exposure?

Has your organization prioritized the risks and vulnerabilities that have heen identified?

Dioes your risk analysis address both intentional and unintentional risk s?

Dioes your organization periodically re-assess your vulnerabilities?

Dioes your organization re-evaluate your security procedures if there are security incidents?

Has vour organization consistentl applied the risk methodology when evaluating all implementation specifications?

Implementation Specification:  Risk Management (RECUIRED]
Question

o~ | [ L] D | —

[i=]

10 Does your organization have a systematic approach to risk mitination based on your risk analrsis?
11 Does your organization periodicall reviesyour risk management program’?
Implementation Specification:  Sanction Policy (REQUIRED)
Question

12 Does your organization have weritten sanction policies far security incidents?
13 15 there documented evidence that all personnel potentially affected ty these sanctions are aware of the sanction policies?

Implementation Specification: [nformation System Activity R eview (REQUIRED




Using Management Reports

Advising upper management
Getting management support
System admin buy In

User buy in

Create metrics

Justify ROI

Create support for implementation



Risk Assessment Tools

www.raytheon.com

HIPAA-Watch for Security ™
Risk Assessment for the Healthcare inadusty

www.riskwatch.com.com

NCHICH



Automated Process

Evaluation Reports Tools Help

i Vulnerability
i "-.-"l.lIr'i:r-at-ilit_l,l Dishibution Report D i st ri b u ti o n R e p o rt

guard Report

[~ Safeguard - Threat Report
[ Summary by I~ Audit Trail - Question Repc
[~ Full Threat Report [ Audit Trail - Be

[ Summary by Threat Tl Access Control (22.0%) — 82 Others (20.0%)

—— Reliability (6.0%)

P h a S e I V . Re p O rtS Contingency Plan (14.0%) — — Evaluation (6.0%)

Policy (8.0%)

Audit Trails (8.0%) Labeling (8.0%)
abeling (8.0%

Accountability (8.0%)

NCHICH



Automated Process

Phase |V: Reports

Evaluation Reparts Toaols Help

File Scope Selection Data Questions

Disaster Recovery Plan
Data Segregation

Security Policy

0| =

Application Controls

Security Survey

E_I ﬂ Overview |

Access Control

Reoorts S

Phase IV - Reports

Insurance/Bond

Acceptable Use Policy

i Fleport Inztructions

» Passwords/Authenticaion
[~ Full Yulnerability Fepart

[ Introduction

[~ Esxecutive Summany
[~ Recommendations
[~ Full&sset Report
[ Summary by Asset
[~ Full Threat Report

[ Summary by Threat

Security Plan
[ Wulnerability Distribution Jepart
I~ Full Safeguard Rep
[~ Cost Benefit Re
[~ Safeguard - Threat Report
Insurance/Bond

[~ Audit Trail - Question Neport

Application Controls

[ Audit Tral - Respondents Data Segregation
Security Policy

[~ Final Report )
Acceptable Use Policy

Disaster Recovery Plan

Access Control
Passwords/Authenticaion
Security Survey

Maintenance

Security Plan

Costs

Implementation
Costs

100,000
100,000
70,000
50,000
50,000
50,000
50,000
50,000
= 40,000
- 30,000

=

\ \ \ \ \ \ \ \ \ \
10 (x 10,000)

Dollars

100,000
— 50,000
— ‘ L 50,000
40,000
25,000
[ 20,000
— 20,000
[ 20,000
[ 10,000
— 10,000

[ [ [ [ [ [ [ [ [ [
10 (x 10,000)

Dollars



Automated Process

Example Report: Annual Loss Expectancy




Security Compliance Registration

URAC —

FROMOTING HEALTH QUALITY TH ACCREDITATHDIN

URAC Small Provider/Plan HIPAA Registry

egistry! The companies listed in the registry
. ed program for .Eliljir'lg HIF'.u..u. compliance
prl:l-.-'iljed h'g,-' one of th strar: -|qru=-r1 I|=-’r’r|=-r'-‘ of attestation as to their successful

implementation of a HIF'. ; ecurity compliance program, and meet

About v

Programs and Services

Accraditation . - .. _
Pragrams HIFAA's definitions for small provider or ':-rrl-:||| [_ll-:lrl.
Certificatian

Hote - g le mricion of an erdry i the TEAC HIP &8 Small PII T, ".lliEl.' Ee "'L‘II‘r T "'L‘LEI.' il III":|I|J...:|T_1| elf-declared staternent of HTP 880 cormpliste
Comrmendation only, . etnaed ac an i of 41y o athuorized werdor of this cervrice s a third
party H":|1I1:|IIII copsttart |, o i arge other capacity

Consultants

Y L
P& ctory Originating Registrars

www.urac.org



Coordinate with Other Laws,
Regulations and Standards

NCHICH



Other Standards to Consider

NIST Special Pub 800-30

— "Risk Management Guide for Information Technology
Systems”

NIST Special Pub 800-37

— “Guidelines for the Security Certification and
Accreditation of Federal Information Technology
Systems”

NIST Special Pub 800-53

— “Minimum Security Controls for Federal Information
Technology Systems”

NIST Special Pub 800-53A

— “Guidelines for the Selection and Specifications of
Security Controls for Federal Information Systems” R



Other Standards to Consider (ont)

NIST Special Pub 800-14

— “Generally Accepted Principles and Practices for
Securing Information Technology Systems”

NIST Special Pub 800-16

— “Information Technology Security Training
Requirements: A Role- and Performance-based model”

NIST Special Pub 800-18

— “Security System”

NIST Special Pub 800-34

— “Business Contingency”
http://csrc.nist.gov/publications/nistpubs/



Other Standards to Consider (ont)

ISO/IEC 17799
CMS Contractor Assessment Security Tool (CAST)

Federal Information Processing Standards (FIPS)
— Pub 199; Final Publication in December 2003

Federal Information Security Management Act
(FISMA)

Department of Defense Information Technology
Security Certification and Accreditation Process
(DITSCAP)

Operationally Critical Threat, Asset, and
Vulnerability Evaluation (Octaves) CMU



Additional Resources

www.nchica.org
— Sample documents, tools, links

www.wedi.org/snip
— White papers, listserves, regional directory

www.urac.org

— Self-certification for privacy and security

— Mapping of security standards
www.cms.hhs.gov/hipaa/hipaa2/default.asp
— Comprehensive site with FAQs and other tools

NCHICH



HIPAA EarlyView™ Tools Extenders

-=JaCﬂb & WWwWw.jasi.com

semSundstrom

17
\ Paramore_onsultinalne. www.paramoreconsulting.com

PARENTERANDOI PH www.parentenet.com

Accountaonts & Consplltonts

nawhen“ www.raytheon.com
NCHICH




NCHICH

vNorth Carr ||||1}| thcare Infor ||1||||
r|.{_||r||| 1|| ns Alliance

www.nchica.org

Holt Anderson, Executive Director
holt@nchica.org
P.O. Box 13048, Research Triangle Park, NC 27709-3048
Voice: 919.558.9258 or 800.241.4486
Fax: 919.558.2198



Thank you!

NCHICH



