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& The Obligatory HIPAA Review

¢ Defining Covered Entities
. ¢ The Privacy Rule and Security Rule

— 164.530(c)(1) and (2) a.k.a. “Mini-Security Rule

— Security Rule, Technical Specifications 164.312
(a)(2)(iv) (Addressable)

— Security Rule, Technical Specifications 164.312
(e)(2)(ii) (Addressable)

¢ April 14, 2003 and April 21, 2005
¢ Reasonable Effort
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E-mail Security Vulnerabillities

Alice,
Sender Here is John

Smith’s lab
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 Malware install
* |[ntranet sniff

* DNS spoofing
« Mail router hack

Potential Attacks

¢ |ntranet sniff
=t Unencrypted E-mail
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« DNS spoofing
« Mail router .
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Mom’s
Secret
Apple
Pie
Recipe

The same key is used to encrypt
and decrypt the data.
DES is one example, RC4 is another.
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s Cryptography Concepts:
% Symmetric Cryptography

¢ Advantages

¢ Disadvantages

— Secure
. —Widely Used — Complex Administration
A encrypted Requires Secret Key
text is compact ~ ©haring
_ Fast — Large Number of Keys

(# Keys = N*(N-1)
— No non-repudiation
— Subject to interception




< Asymmetric Cryptography

Recipient’s Recipient’s
Public Private
Key

Mom’s
Secret

Apple
Pie
Recipe

What is encrypted with one key,

can only be decrypted with the other key.

RSA is
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one example, Elliptic Curve is another.
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“| officially notarize the
association between this
particular User, and this

particular Public Key”
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Cryptography Concepts:

®_ Asymmetric Cryptography

¢ Advantages
— Secure
— No secret sharing
— No prior relationship
— Easier Admin
— Many fewer keys
— Supports non-

| z repudiation
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¢ Disadvantages

— Slower than
symmetric key

— The encrypted
text is larger than
a symmetric
version
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“Digital Envelope”
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“¢ Cryptography Concepts:
< The Combination

¢ You get the best of both worlds

— The benefits of Symmetric Key
» Speed
« Compact Encrypted Text

— The benefits of Public Key

« Simpler Key management
» Digital Signature
* Non-Repudiation
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“Hash Function”
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e Cryptography Concepts:
.= The Secure E-mail Problem

¢ What would the steps be to do send a
. message with the following properties:

— It cannot be read by anyone but the
Intended recipient

— The recipient can assure it was not
modified in transit

— The recipient can verify who authored the
message

— The recipient cannot later claim that they

@ didn’t send it

Texoma HEALTHCARE SYSTEM
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= The THCS Experience

¢ Our decision-making team
— CIO and CFO
— HIPAA Compliance Officer, CPO
— Operations
— Decision Support
— Network Manager
— IS Support Services
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The THCS Experience

¢ Requirements Analysis
— Ease of use

— Zero client footprint (senders and
recipients)

— Key distribution and management
— Proven encryption technology
— Control of message store

Texoma HEAITHCARE SYSTEM
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The Three Challenges of
__ Secure E-mail

d THCS users can’t use encryption—it’s too
difficult!

L O How do we send secure messages to
recipients with no digital certificate?

 Manual certificate exchange is impossible to
manage with our business partners.
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... The THCS Experience

¢ Minimum system requirements for

SecureMessenger message retrieval

— Message retrieval is intuitive

— Message links are common industry practice (airlines,
banks, greeting cards)

— Works with AOL, Yahoo!, Hotmail

¢ Can’t assume recipients will be able or
willing to download, install, or use a plug-

In or separate secure E-mail application

— Individual recipients
— Physicians

@ — Business Associates
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= |he THCS Experience

¢ Product Review and Selection

— Concentrated on secure messaging
vendors

— Avoided complicated PKI vendors
— Understood HIPAA regulations

— Demos

— In-house trials

Texoma HEAITHCARE SYSTEM
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= The THCS Experience

¢ Implementation and Integration

— Well-documented install preparation and
process

— Drop it in and go
— Excellent training
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Secure E-mail Gateway

E-mail security appliance component provides seamless E-mail encryption and
decryption services to THCS employees, clinicians, other enterprise users, and remote
recipients.

2. Content filtering system
filters messages, forces

Corporate encryption where required Outer
Firewall

1. Internal E-mail
communications
as usual

Firewall

Mail Server

Secure E-mail

Gateway Internet

3. Secure E-mail Gateway

encrypts all messages
that have been flagged
. for encryption either by
Mobile user, policies, or content
Device User filtering system

4. Secure E-mail gateway
sends mail OR forwards
encrypted mail to MTA
for Internet delivery
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Unified Secure Messaging Platform

Product

Description

Secure E-mail Gateway

* Plug-and-play E-mail security appliance
Automatic certificate lookup and harvesting
Automatic encryption and decryption
Digital signatures

Secure Web Server

Secure E-mail Gatewayuniversal secure
messaging feature

Enables secure E-mail to any recipient,
requiring only:

— Web browser (SSL-capable)

— E-mail address and application

Global
artificate

Scalable backbone network
Connects Secure E-mail Gateway appliances

Management and distribution of standard
X.509 digital certificates (public keys)

Automatic certificate lookup on every message
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= The THCS Experience

¢ Authentication of Non-S/MIME
Recipients

— Establishing a pass phrase
— Communicating the pass phrase
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Sending Secure E-mail:
Manual Message Flag

¢ ™ [secure] HIPAA Summit Secure E-mail Presentation - Message {Plain Text)

. JEiIe Edit Wiew Insert Format Tools Actions Help
== @S| 3 =@ 0 | Be| ]y o, Y|

J @ Update Contact

From. .. ||

Ta... | Ikerber@gahoo.com
[
= e | I ' “
’;-:1.. Bec... | I

Subject: I[secure] HIFAA Summit Secure E-mail Presentation

Jeff Kerber

Director, HIP%A i . B : il -
Corparare Ferveer g Initiated via E-mai
Texoma Healthcare 3 I
903-416-552Z0

903-867-1671 (pager] no plug—ins needed

Simply type “secure” in
front of the recipient
address or in the
Subject line, and
security is assured.

signature...
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Manual Message Fla

™ [SecureMessenger]: HIPAA Summit Secure E-mail Presentation - Message {Plain Text})

JEiIe Edit Wiew Imserk Format Tools Actions Help
| @oReply | Boreplytonl | $BForuwd | G | ¥ DT X |4 -w - 4 @),

From; KEREER, JEFF [JKERBER@THCS ORG] Sent: Tue 2302004 12:23 PM
JKERBER@THCS. ORG

Cc
Subject:  [SecureMessenger]: HIPAA Summit Secure E-mail Presentation

We reguire additional information to send your Secure message to KerberfByshoo.com.
Plea=ze follow this link to finish sending the message.

https://teasin.thes.org/send/ ceasldif/ 52dedda?

More information is
required to send a
secure message to the
recipient —a link is
provided.

Untitled
Atkachme. ..
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B Frrfal

M Welcome to SecureMessenger™!

1 the rE®ent for a limited time. Please choose how log

message be sent to yous

sword or passphrase, clue, and message lifetime) be used every

TexoMA HEALTHCARE SYSTEM

/3 Welcome to SecureMessenger™ - Microsoft Internet Explorer provided by Texoma HealthCare System

L © /) Texowa Heavrcare Sysedl

Preparing to Encrypt

g% want the message to be accessible,

the recipient unlocks and views your message for the first time,

ToLl send a secure message

|—r|—§ ' Inkernat

¢ 1. Enter clue (challenge)

. Enter password

(response)

. Establish message

lifetime

. Request real-time

message
tracking/delivery
receipt

. Click button to always

use this
clue/password and
other settings for this
recipient
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Sending Secure E

5 \ Sk

1 i

Recipient Notificat

fa Yahoo! Mail - kerber@yahoo.com - Microsoft Internet Explorer provided by Texoma HealthCare System

2)Send

|| clagsmates.com-
Friends from Hi

Date:
My Folders Subject:

Q.E. Check Your
L Credit For Free

‘& | Done

TexoMA HEALTHCARE SYSTEM

il - Mail Ontions ﬂ

Link will
Invoke web
browser and
establish the
secure SSL
connection
for the
recipient.
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= Sending Secure E-mail:
Preparing to Decrypt

T 3%
ool ﬁ:,'-{'\.
i

S

You Have Secure Maill

, ¥0OU must enter

Please enter your last name in all lowercase followed immediately by the last fou gits of your social security number.

The passphrase: I Submit

TexoMA HEALTHCARE SYSTEM

Recipient
authenticates
him/herself to
receive
secure
message:

 Password

 Account
number

* Provider
number

 Shared
secret 33



Sendmg Secure E-mail.
Message Pickup

Recipient
sends a
secure reply
with
attachments

File  Edit i Tools  Help

View security
ey z level and
digital
signature

Tovaris user
views
message reply

in her inbox,
TeExoMA HEALTHCARE SYSTEM securely 34




Sending Secure E-mail:
Message Verification/Non-repudiation

“J SecureM - HIPAA it Secure E-mail Pre:
File  Edit

Recipient
EIER
encryption,
signature
Integrity,
originator
identity, and
certificate
validity

‘&) Done

TexoMA HEALTHCARE SYSTEM
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Sending Secure E-mail:
Replies by the Recipient

* Recipient can reply securely back to sender, with
unlimited file attachments. Original sender receives
secure message in his own inbox when message has
been replied to by recipient.

Sending Secure E-mail:
Message Tracking

« Sender receives instant, secure notification by E-mail
E when Secure Messenger message has been retrieved

by recipient.
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J File Edit View Favarites Tools Help

Simple Web Administration

2)5end |

Version 3.0.9

Users
* Create
* List
+ Options

List Users

Email Addresses:

Full Name:
Status:

Refresh |

SecureMail Gateway Administration - Microsoft Internet Explorer

3 SecureMail Gateway Administration - Microsoft Internet Explorer

2)5end |

Max Users Per Pagelao—J File Edit View Favorites Tools Help

i2)Send |

Version 2.0.9

Users

* Create

* List

* Options

* Download User Information

Certificate Management

* User Trust

* CA Trust

* Automatic User Reissuing

* Download SSL/TLS CSR

* Upload SSIL/TLS Certificate

Canaral

Network
Configuration

Inbound Host Name
fmail.demo cor

Inbound IP Address
|65.242.119.38 *

Outbound IP Address
|55.242.119.40 *

Host Netmask
|oxfffFFO *

Default Gateway
|55.242.119.33 *
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Wersion 3.0.9

Users

* Create

* List

* Options

* Download User Information

Certificate Management

* User Trust

® CA Trust

* Automatic User Reissuing

* Download SSL/TLS CSR

® Upload SSL/TLS Certificate

Canaral

d

Madify

Modify

User Options

Account Creation Mode
« Automatic
# Manual

In automatic creation mode, an
account is created for any user
sending mail through the SMG from
the trusted mail server.

In manual creation mode, account
creation requires administrator
action.




== The THCS Experience

¢ Usage and Maintenance
— What maintenance?
— Measuring usage
— Assuring usage

T
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Addressing User Compliance

®: Testing Robert's Application - Message {(HTML})

JEiIe Edit Wiew Insert Format Tools Actions Help
J end|ﬂ§|éﬂﬁ|%@|§« !lr|?|0§tions...£|@.

; JNormaI - drial > |||[10 v|£|B ¥ g|§ = =

From... ||

To... ||kerber@xahoo.com

Subject: ITesting Robert's Application

. Secure / Encrypt email EI

Jeff Kerber _ The e-mail you are atternpting to send containg a recipient outzside of Tesoma Healtheare
Director, HIFPAA Compliance  Systerm. THES policy requires e-mail containing Protected Healtheare Infarmation [PHI)
Texormna Healthcare System jntended faor outside recipients be encivpted. Please select the Secured / Encrypt check box

903-416-5520 below if this e-mail cantaing any PHI. Otherwize select Unsecured and Click OF.
903-867-1671 (pager)

THCS IS and the Privacy Officer reserve the right to monitar compliance ko thizs policy.

For more information regarding the THCS E-mail policy, Click Here.

* Secured / Encropt

" UnSecured
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Addressing Three Secure
<. E-mail Challenges

THCS users can’t use encryption—it’s too difficult!

v" No client application or plug-in—Secure E-mail Gateway is
a fully integrated E-mail security device

=4[X] How do we send secure messages to recipients with
s no digital certificate?

v' Secure Messenger Web delivery to all recipients with no
remote storage of keys or messages

Manual certificate exchange is impossible to manage
with our business partners.

v’ Certificate harvesting and Secure Network automates

@ certificate distribution, retrieval and management activities
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Key “Take-aways”

“‘Reasonable effort” toward HIPAA compliance
Turn-key E-mail security with little user overhead
Able to send secure E-mail to any recipient

Little to no ongoing management burden

Able to find and retrieve recipients’ certificates by
default on every message sent

¢ Able to integrate secure E-mail with mail system,
anti-spam/virus and content filtering systems

¢ Plug into existing data sources for seamless web
delivery and authentication

® & & o o

Texoma HEALTHCARE SYSTEM
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