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Putting knowledge into practice

HIPAA  HIPAA  
developmentdevelopment

s to dates to date

ABy April 14, 2003, all physicians are required 
to be fully compliant with HIPAA’s Privacy 
policies … they weren’t

ABy October 16, 2003, all physicians and 
payors were required to be compliant with
HIPAA’s new national Transactions standards 
… they weren’t

AFinal Security regulations take effect in 2005 
(though there are implicit Security 
requirements in the Privacy regulations) .. they 
won’t be

ASOOOO … private enforcement of the law is 
starting to happen

• Medical Societies and AMA getting angry 
and confused

• Claim bounce-back is going WAY UP
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Putting knowledge into practice

It’s partly a It’s partly a 
technology technology 

problemproblem

Technology to:Technology to:

Aview all privacy-related information about a 
patient via a “privacy dashboard”

Asee and edit a patient privacy summary that 
accompanies each patient throughout care

A track and report out on all disclosures
Amanage/store/print compliance forms 
Auser access controls and audits all user 

behavior (strong passwords, T.O.D. 
restrictions, auto logoff, etc.)

ACreate/manage new fields to keep track of 
changing business rules at payors

APerhaps even technology to reshape 
transaction formats
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Putting knowledge into practice

It’s partly a It’s partly a 
knowledge knowledge 

problemproblem

Knowledge is Knowledge is 
needed to:needed to:

AUnderstand the “core regulation” carefully
• Payors often get them wrong

AKey track of changes in “companion guide” 
content 

• Payors (and even Uncle Sam) change them
AUnderstand (this is the hardest one) what 

claim intermediaries actually can and can’t do 
and know what to do about “droppage”
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Putting knowledge into practice

It’s partly a It’s partly a 
work problemwork problem

APush the knowledge where is needs to be to 
make a difference (all day long)

APolice the technology to make sure it is used 
correctly

APractice with intermediaries and other covered 
entity until all the glitches are our

APersist with laggarts (payors, intermediaries, 
providers, administrators) 

• Incomplete referring provider tables
• Incorrect transaction guides
• Incontinent transaction processors
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Putting knowledge into practice

It’s all three!It’s all three! AEach can be had separately… if you like “you 
people” syndrome

AEach can be put off … if you like rolling dice
AALL could be done internally … but

• be sure you are CHOOSING such a non-care-
related strategic focus on purpose

• be sure you are big enough to specialized 
enough to be effective without being really really 
really expensive
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Putting knowledge into practice

Otherwise Otherwise 
“CO“CO--SOURCE”:SOURCE”:

Outsource the Outsource the 
nonnon--patient care patient care 

stuff & stuff & 
invest in the invest in the 

patient patient 
experience experience 

INSURANCE 
KNOWLEDGE BASE    

REGISTRATION

SCHEDULING

PRE-
VISIT

CHECK-OUTCHECK IN
CODIN
G

APPT FOLLOW-UP

REVENUE 
ACCTG

REPORTIN
G

WEB-NATIVE 
SOFTWARE

PAYOR CONNECTIVITY

INSURANCE CLAIM 
TRACKING

PRACTICE ENROLLMENT

ELIGIBILITY VERIFICATION

CLAIM, PATIENT STMT, COLLECTION FILE SUBMISSION

INSURANCE PACKAGE MGMT

REMITTANCE SCANNING AND POSTING

DENIAL MANAGEMENT

RULES DEVELOPMENT AND MGM
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..
22
..
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Putting knowledge into practice

OK, so how do OK, so how do 
we pay for it?we pay for it?

AHuge amounts of research
AHuge amounts of software features
AHuge amounts of follow-up/check-up work
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Putting knowledge into practice

Answer:Answer:
a financially a financially 

aligned, “public aligned, “public 
good” good” 

business business 
modelmodel

AEach investment in knowledge, technology 
and work automation is shareable by a much 
wider, financially and operationally aligned 
audience than would ever be possible at any 
one group

AUse of web-native infrastructure dramatically 
reduces both cost of entry and cost of 
currency

AFocus on “cleaning claim blockages” garners 
more supply chain cooperation than we ever 
imagined
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Putting knowledge into practice

What your What your 
PMIS vendor PMIS vendor 

should be should be 
doing for you doing for you 

on on 
TransactionsTransactions

• Building out the new HIPAA transaction set

• Transaction compliance testing:  7 types of testing 
independent of each other and designed to verify ability to 
generate new transactions

• Certification:  Formal certification of HIPAA Transactions 
compliance by an independent 3rd party (not legally required 
by HIPAA, but a “best practice” nonetheless).  (athena’s 3rd

party certifier:  Claredi).  True best practice is “line-of-
service”-specific certification

• Business-to-business testing:  testing ANSI claims on a 
payor by payor basis to make sure that the vendor addresses 
any issues that are specific to a given payor’s interpretation 
of the ANSI standard
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Putting knowledge into practice

• Integration of new claim data capture requirements 
seamlessly in the workflow:  i.e.,  allow practices to 
enter all information situationally required to submit 
claims using the new ANSI standard format. PMIS 
should be configured to show only those fields 
necessary to submit claims for the Lines of Service for 
which they bill

What your What your 
PMIS vendor PMIS vendor 

should be should be 
doing for you doing for you 

on on 
Transactions Transactions 

(continued)(continued)
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Putting knowledge into practice

Example:  Example:  
patient patient 
privacy privacy 

summarysummary
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Putting knowledge into practice

Example: Example: 
privacy alerts privacy alerts 

in the in the 
workflowworkflow
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Putting knowledge into practice

Example:  Example:  
time of day time of day 
restrictions restrictions 

by user, by user, 
autoauto--logoff logoff 

featuresfeatures
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Putting knowledge into practice

• PMIS vendors should be helping you with the points 
described today

• Ask your vendor if they are doing these things – and ask to 
see the details (don’t accept the standard vendor “brush-off”
answer:  “Oh, we’re HIPAA-compliant, definitely,” or, worse 
yet, “HIPAA schmipaa”)

• Legacy vendors are almost certainly going to charge you to 
do some or all of the things I’ve mentioned (or make you do 
them yourselves via a consultant or custom programmers)

• FYI:  athenahealth has invested over $2 million to implement  
the best practices I’ve mentioned in this presentation in our 
athenaNet system.  Charge to clients:  $0.

Final words of Final words of 
advice advice 


