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What keeps Privacy and
Security Officials
Awake at Night ?



What keeps Privacy and Security Officials
Awake at Night ?

Who is judging our effort?
— Enforcement

What don’t | know?

— “Reasonably anticipated threats”

How do we prove it?

— Documentation

What other Laws and Regulations apply?

— Crosswalks

Where do | get help?

— Resources

Why was | chosen?
— 27227



Compliance &
Enforcement



HIPAA Enforcement

Office of Civil Rights (Privacy)
CMS (Transactions, Code Sets, Identifiers, Security)

Justice Department
FBI

OIG (Re: lessons learned from fraud & abuse)

Accreditation reviews
Plaintiff's bar & courts

Business Continuity



HIPAA Enforcement at CMS

CMS Office of HIPAA Standards:

» Establish and operate enforcement processes
» Develop regulations

» Obtaining voluntary compliance through

technical assistance

» Process will be complaint driven




Summary of HIPAA Privacy Rule
Compliance Activities

d Received by HHS Office of Civil Rights (OCR)
d 7,577 complaints as of July 31, 2004.

d 57% have been closed, because either
- Office for Civil Rights (OCR) lacks jurisdiction
- There was no violation of the Privacy Rule

- Complaint resolved through voluntary compliance



Summary of HIPAA Privacy Rule
Compliance Activities (cont.)

ad Most frequent complaints

d

= U 0O 0O O

Impermissible use or disclosure

Lack of adequate safeguards

Refusal or failure to provide right of access

Disclosures not limited to “minimum necessary” standard

Failure to obtain individual’s authorization, when required

08 referrals to the Department of Justice (DOJ)

OCR refers to the DOJ complaints involving the knowing disclosure

or obtaining of protected health information in violation of the

Privacy Rule.



Business Risks

Loose implementation may open the door to
litigation for privacy violations

Not adjusting as scope and complexity of current
environment / technology changes

Unquestioning reliance on vendors and “HIPAA
Compliant” solutions

Not completing a thorough analysis / compliance
effort and is found negligent



Impact of Not Complying

Possible litigation
Loss of public confidence

Penalties

— Civil monetary for violations of each
standard

— Criminal for wrongful disclosure of
protected health information

— No private right of action




“Reasonably Anticipated
Threats”™



§ 164.306 Security standards: General rules

(a) General requirements. Covered entities must
do the following:

(1) Ensure the confidentiality, integrity, and
availability of all electronic protected health
information the covered entity creates, receives,
maintains, or transmits.

(2) Protect against any reasonably anticipated
threats or hazards to the security or integrity of
such information.



§ 164.306 Security standards: General rules

(3) Protect against any reasonably anticipated
uses or disclosures of such information that are
not permitted or required under subpart E of this
part.

(4) Ensure compliance with this subpart by its

workforce.



Security, Case. - Wireless:

Alleged Holly Springs Hacker Wanted To Show Flaws In Security

Clayton Dillard Accused Of Unlawfully Accessing Hospital Computer System
POSTED: 11:06 a.m. EDT September 9, 2003

RALEIGH, N.C. -- A Holly Springs man is in trouble after being accused of hacking into a
medical office's wireless computer network.

Clayton Dillard is accused of hacking
into a hospital computer system and

accessing information of thousands of
patients.

Raleigh police said Clayton Taylor Dillard, a 29-year-old information security consultant, is charged with
one felony count of computer trespass, one felony count of unlawful computer access and one
misdemeanor count of computer trespass. They said the charges against Dillard resulted from an
intrusion that occurred to a wireless computer network at Wake Internal Medicine Consultants Inc.
After Dillard accessed the information, he contacted patients and insurance companies. He also wrote
WRAL a letter, stating, "These guys are a bunch of bozos." He also mailed WRAL copies of
checks and insurance forms with patient names and procedures.

http://www.wral.com/news
Copyright WRAL News 2003




Security, Case. - Wireless:

Holly Springs Man First In Nation Convicted Of Wireless Crime

Man Pleads Guilty To Hacking Into Patient Files
POSTED: 7:42 a.m. EST November 5, 2003

RALEIGH, N.C. -- Wireless Internet is becoming more and more popular, and with it
come new ways for criminals to take advantage of others.

Clayton Dillard, 29, of Holly Springs, pleaded
guilty to hacking into patient records at Wake

Internal Medicine Consultants. Dillard said it
was an experiment, but Raleigh police call it a
crime.

Dillard said he broke the law to prove a point that confidential medical records
are vulnerable to computer hackers.

Police said Dillard crossed the line by hacking into more than 2,000 patient files.

Dillard was sentenced to 18-months probation and
ordered to pay $10,000 in fines.



Security; Case. = ldentity, Theft

newsobserver.com

Friday, Januarny 30, 2004 7:33AM EST

Man sentenced for ID thett

By ANDREA WEIGL, Staft Writer

RALEIGH -- Mtoto-Mayala Jewce Myowwa likely will be deported to the Congo after sering an almost two-year sentence for stealing
people's financial identities out of trash hins outside several Raleigh health clinics.

Myuwa, 36, pleaded quilty Thursday to nine counts of financial identity fraud for credit cards he received based on information he
retrieved from trash hins, a prosecutor said.

Wake Superior Court Judge Stafford Bullock sentenced Myuwa to 23 to 28 months in prison.

Myuwa charged about $2 000 for diapers, automotive repairs and dinners at a Chinese restaurant, among other things, said YWake
Assistant District Attarney Jennifer Knox.

Myuwa faces departation after

But Myuwa randomly picked the wrong victim -- Rick Poplin, an investigator with the Wake District Attarney's Office. The former Raleigh . .
serving his term.

police detective helped Wake County sheriff's investigators build a case against Myuwa after a postal carrier discovered that someone
had taken a credit card out in Poplin's name.

Foplin was a patient at one of the health clinics MNyuwa targeted. The clinics, including a dentist office, the Raleigh Hand Center and Raleigh Orthopaedic Center, were not
throwing away sensitive medical records but were discarding the daily list of patients seen by doctors, Knox said. Those records contained names, birth dates and Social
Security numbers of patients.

"All he had was your name, date of hirth and Social Security number?” the judge asked.
“Yes," Poplin replied.
"That's all you need?"

"Afraid s0."



Security Case — Patient Safety

RESEARCH CENTERS
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SecUrity f

Fed up hospitals defy patching rules

B REELATED LIMKEZ M EREAKING MEWS
By Ellen Mfessmar

Nebhvork Wﬂ.l"j'd! 08:09:04 El SEMD @ FEINT E,"'"FEE DEACK @ REPRINT

Amid grawing warries that Windows-based medical systems will
endanger patients if Microsoft-issued security patches are not applied,
hospitals are rebelling against restrictions from device manufacturers
that have delayed or prevented such updates,




“Reasonably Anticipated Threats”™

SHRM HRTX Online Poll Results

What's your company policy on the use of camera-equipped cell phones?
146 total votes

W'e have no policy. _ e 117 votes

Employees may use camera phones outside of restricted Ia'l':.!-':':. 6 votes

Falicy does not restrict use of camera phones. I 45, b votes

Cur policy bans all use of camera phones on site. . 1929, 17 votes

Reprinted with permission from the Society of Human Resources Management



Documentation



Security Regulation

Administrative Safeguards
— 12 Required Specifications
— 11 Addressable Specification

* Physical Safeguards
— 4 Required, 6 Addressable

 Technical Safeguards
— 4 Required, 5 Addressable

Organizational kequirements

Policies & Procedures bDocumentation




Organizational Requirements

* Business Associate Contracts
— Tracking and monitoring
— Re-negotiate and include Security provisions

— ENSURE agents and subcontractors agree to
Implement reasonable and appropriate
measures

* Group Health Plans
— Creating separation with employment function

— Reporting of security incidents
* What to do about California law?



Policies and Procedures Documentation

» Cataloging all policies and procedures
» Establishing time limit for retention
* Methods for making available

* Publishing updates



Updating and Maintaining Compliance

« Consider updates after implementing:
— New processes

— Changes in:
* Workflows
* Responsibilities
 Laws
« Standards / practices
* Technology — hard and soft

— Suggest every 3 years as a minimum
« Constant process for most



Resources



Are there resources ?7??

=earched the web for hipaa security.

Hesults 1 - 10 of about 811,000.




Are there credible resources ??77?

Google Search

Hesults 1 - 10 of about 38,300




HIPAA & HIPPA

Google Search

searched the web for hippa.

Fesulis 1 - 10 of about 121,000,
|



Examples of
Organizations, Tools,
and Other Resources
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Security and Privacy White Papers an«d PowerPoint Presentations

WEDISHIE White Paper disclaimer staterment
Security and Privacy Wiorkgroup Introduction
Privacy White Paper Overviewy, January 2004
Security White Paper Overview, January 2004

Rules:

02/20/2003 HIPAA Security Final Bule
0272002003 Combined HIPAS Security and Privacy Regulations

White Papers Being Revised:

0211172004 SECURITY: MISTIURACMED| Healthcare Security Work Group White Paper, 21152004
020372004 SECLURITY ARD PRMACY: Enforcement White Faper, Mersion 1.0, 111452003
020272004 SECURITY: Audit Trail Clarification White Faper, Yersion 5.0 11072003

02012004 SECURITY: Evaluation, Wersion 1.0, 50152003

013172004 SECURITY: MIST SF 800 Series White Paper, Wersion 2.0, 21152004

013002004 SECURITY. Small Practice Implementation White Paper, VMersion 1.0, 10/022003

White Papers Under Development:

02/105/2004 SECURITY AMD PEIMACY: White Papers Under Devalopment

White Papers Completed:

02042004 SECURITY: Introduction to Security, Final Version
021032004 SECURITY: Introduction to Security Final Rule, Final Mersion
DEII]EJEI]IM SEI:Z:LJHIT‘rr Eecurlhr Falicies and F'rnn:edures fF'&F"; Whlte F'aper Final Yersion




Help in your own community ?

Sl Tf;‘ﬁt
SNIP;

Strategic National Implementation Process!

f'ﬁ".'-_.'/&.
REOUT SKIF
WHAT'S NEW

.| Affiliate Listings

g ) 1

CALENDAR OF

EVENTS Area Covered RS5A Name Weh site Primary Contact :I?If;i At

WORHGROUPS & Albany & Upstate New  |UNYPHIED Froject: |uaw unyphied.org Gina Fedele 716-847-2651 RSA

LISTSERVS Yark Upstate Mew York gina.fedele@freedmaxick. com Application
Professional

REGIONAL SHIP Giora o

EFFORTS Infarmation and
Education

SNIP WORH Demaonstration

PHI““ETE Pruject

OTHER HIPAA Colorado CoSMIP, Colorado WY, COSNIP. COm Dan Morrissey RSA

RESOURLES SHIP (7201489-1630 ext. 28 Application

dri@healthcarestrategies. net
DISCUSSION Greater New York GMYSC: Greater Mat At This Time Ellen Lukens(212) 506-5418 RSA
FORUM Mewe Yark SMIP lukens@anyha. oo Application
. Consartiurm

WHAT IS - - " :

TH Hawaii HHRLC: Haws!n iy hihic. arg Brenda Kumal.:ue (B0s1534-1281 RSA_ _
HIPAA Readiness bkumabe@hhic. org Application
Collaborative

|daho [daho HIPAL wanew state. id. usSdhwe'hi Ron Hodge (208) 344-7558 BSA,
Coordinating Council |paafcc/council_home. htm hipaacci@idhw. state.id.us Application
Indiana Indiana HIPAA, wnawy' indianahipaa. org Dan Kelsey (317)1261-2060 BEA

Workgroup dkelseviEismanet. org Application




Resources Developed by
NCHICA Members



About NCHICA

501(c)(3) nonprofit research & education
Established in 1994

~250 organization members including:
— Providers
— Health Plans
— Clearinghouses
— State & Federal Government Agencies
— Professional Associations and Societies
— Research Organizations
— Vendors

Mission: Improve healthcare in NC by accelerating
the adoption of information technology NCHICA




NCHICA’s HIPAA Efforts

Task Force and Work Groups

— 450+ individuals participating from members
— Leverage efforts among organizations

— Build consensus and best practices

— Developed documents, training, and tools

Gap analysis tools designed to provide an early cut
at self-assessment

Education has been pleasant by-product

Consultants use tools to provide consistency and
thoroughness in approach for smaller organizations

NCHICR



/] NCHICA Homepage - Microsoft Internet Explorer | fA || ]| 26| (5] | P 2 =il
Fle Edit \View Fawvorites Tools  Help |

dmBack ~ = - ) i | Qisearch [EFavorites hMedia L4 | By S b
Address I@ bkt e nchica, orgf j e | Links ® eSnagIt 4

North Carolina Haalthnara Infomaﬁnn

About HCHICA | Activities | Membership HIPAA

HIPAA EarlyWiew ™

» Overview
Tools

HIPAA EarlyWiew ™

What's New The North Carolina Healthcare Information and Co SRamp'E ngcuments Privacy
Alliance, Inc. (NCHICA] is a nonprofit consortium of -”‘"‘*Lm
dedicated to improving healthcare through information teqEEll it Sia LU LI SR
Annual secure communications. NCHICA members include: Hopheueeed) P
Conference @ hnsp_itals and clinics _ Regulations E::,;U?::m T
® medical and dental practices m_—
Exhibitors: @ professional societies and nonprofit associations s s EQPRARICY EAGES
Early hird rate ® national, state and local health agencies HIPAA Calendar EVzecurity FAQs
of $800 availahle ® health plans T
to NCHICA ® |qw firms :
members until ® healthcare and IT consulting firmsfvendors Rrescmations
Feb. 15! ® health education and training providers Links
Click here for ® pharmaceutical and research organizations
more
information. MCHICA is a good example of how the many sectars of the healthcare
industry can work together to make a difference. MCHICA activities include:
Click here for ® HIPAA Workgroups
sponsorship @ Morth Caroling Emergency Department Database
opportunities. @ Provider Access to Immunization Records Securely (PAIRS) Project

Search | Contact Ls | Links
Copyright 2004 North Caroling Healthzare [nformation and Communications Alliance, Ine. Updatad 0406044,

E:l [HIP&AREsources Y default, asp I_ I_ I_ |ﬂ Internet



North Carolina Haarthmm Infnrmmﬁan

About HCHICA | Activities

HIPAA Sample Documents

FPlease keep in mind, there is no warranty, written or implied as to HIPAA compliance of these
sample documents. The documents found here and elsewhere on the NCHICA YWeb site are for
your own use and not for resale. Consult with your own legal and human resources departments
for additional guidance. Special thanks to everyone who contributed sample documents,
(Click here to review full disclaimer.)

Note: If you are looking for the documents referenced in the
HIPAA EarlyView™ Privacy tool, click here.

Documents Approved by NCHICA for Public Distribution

Privacy

——» Security

Transactions




Sample Documents — Vendor Template

SECURITY

« NCHICA Vendor RFP Template for Meeting HIPAA Security Requirements (WWord, 5

pages)
8/8/03

Policy Matrix for HIPAA Draft Security Regulations (FOF farmat, 7 pages)
11/21/01

Mote: This is based on the proposed Security Hule published on August 12, 1955

HIFAA Standard EDI Transactions: Communications security Considerations (FOF format,
25 pages)

12/20/01

Mote: This is based on the proposed Security Rule published on August 12, 1998




NCHICA Vendor RFP Template

Standards

Does System Comply?

Where in your
response is
solution
described?

Plans for Meeting Compliance

A, Password Conirols

Syster enfored. specified mirdrmm length password

Ves:[O Mo O &ALT: O

Corrent livdrooorm:

Crurrent Ivlazaru
Systemm enforced: user passwords atomatically changed or | Ves:[O Mo OO0 ALT: O
revoked after a user defined period has passed Current Change Interval:

Syster enforced. ugers required to change their passwords
following the initial set up or resetting of the password

Ves:[O Mo O &ALT: O
Current Interval (e.g., days):

History of previously wed passwords is maintained by the
systern to prevent rense

Ves:[O Mo O &ALT: O
Current Value (e.z., years):

Uszers are provided the capability to change their own
passwords at their discretion

Ves:[O Mo O &ALT: O

Uszer id’s are dissbled after a specified murber of

Yes: [ Mo, O ALT: O

consecutive irvvalid login atternpts Current # Afterapts:
Systemn automatically logs nsers off after a specified perind | Ves:[O Mo OO0 ALT: O
of nactmity Current Auto Jogoff Time,

Passwords entered in a nondisplay field

Ves:[O Mo O ALT: O

Pasgwords encrypted when romted over a network

Vea: [ He: O ALT: [0

Passwords are encrypted in storage

Ves:[O Mo O &ALT: O

B. Security Administration

Systern logs unauthorized access atternpts ey date, tire,
user i, device and location

Ves:[O Mo O &ALT: O

Systern maintaing an andit trail of all security maintenance
performed by date, titne, user 1d, device and location.

Ves:[O Mo O &ALT: O




Sample Documents — BAA w/ Security

PRIVACY

e [Motice of Privacy Practices (WWard format, 18 pages)
31803
This revised version includes an appendix with provisions for more stringent MNC laws and
regulations.

o Husiness Associate Agreement (Cantract) incarporating provisions from the Final Security
l Fule (WWard format, b pages)

4/2/03
Mote: This wersion includes provisions for final Secunty Rule published on February 20,
2003 that are not in force until April 2005, Potential users of this document should consider
having your plan for compliance with the Secunty Rule in place before using this version of
the Agreement.

o« Business Associate Agreement (Contract) (WWord format, B pages)
10/3/02
Mote: This wersion does not include provisions for final Security Rule published on February
20,2003




BUSINESS ASSQOCIATE AGREEMENT

This Agreement is made effective the af 200, by and hetween
, hereinafter referred to as "C:n:nfered Entity", and
hereinafter referred to as "Elusmess Associate”, (ndividually, a "Party" and collectively, the "Parties".

WITMESSETH:

WHEREAS, Sections 261 through 264 of the federal Health Insurance Portability and Accountatbility Act
of 1996, Public Law 104191, known as "the Administrative Simplification provisions," direct the Department of
Health and Human Services to develop standards to protect the security, confidentiality and integrty of health
infonmation; and

WHEREAS, pursuant to the Administrative Simplification provisions, the Secretary of Health and

Human Services has issued regulations modifying 45 CFR Parts 160 and 164 {the "HIPAA Security and
Frivacy Rule™: and

WHEREAS, the Farties wish to enter into or have entered into an arrangement whereby Business
Associate will provide certain services to Covered Entity, and, pursuant to such arrangement, Business
Associate may be considered a "husiness associate” of Covered Entity a5 defined in the HIPAA Security and

Frivacy Fule {the agreement evidencing such arrangement is entitled
. dated

cand is herety referred to as the "Arrangement Agreement™; and

WHEREAS, Business Associate may have access to Protected Health Information (a5 defined helow)
in fulfilling its responsibilities under such arrangement;

THEHEFCIHE i cnnsn:leratn:urF nfthe F'artles cnntmumg nhllgahnns under the Arrangement




Sample Documents — Privacy
Compliance Check List w/ Security

North Carolina Haai‘w:are lnhrmahun
| Impmwng Healthcare by Acce.l‘nmtmg the Adoption of Information Technology

About HCHICA | Activities | Membership | HIPAA

Other Documents

(These documents may be useful but have not been reviewed or approved by NCHICA for public
distribution)

PRIVACY

* Privacy Compliance Checklist (v/ord)
July 28, 2004




Privacy Compliance Checklist

NCHICA Privacy Compliance Check List

Organization: Department Name:

Completed by: Date Completed:

Compliance Tasks () Comments
Identification of a Privacy Official
s Staff understand role of the Privacy Official m|
s Staff know how and when to contact Privacy Official ]
Motice of Privacy Practices (NPP)
¢ Posted in clinics and ancillary services
o Posted in public areas, including registration areas
s Staff members have read NFF and understand
requirements to answer questions from patients
. Yerify that staff are following new procedures for:
Froviding MFP to patients on first encounter
Lsing new General Consent for Treatment
Using new "HIFAA Compliant” Authorization Form
Following "opt outs” selected by patients




Privacy Compliance Checklist

patients
7. Physical inspection check list recommendations
o Al doors that allow access to areas with PHI can be

locked (via keys, combination locks, or proximity card

locks).

¥ Determine normal business procedure for locking
of the room (always locked, locked after hours
only, etc.)
Install or re-key locks where necessary
Keys stamped "Do Mot Duplicate”
Only staff with need to access area are provided
"Ly
Develop documentation to account for key
distribution
Develop procedures for collecting keys/changing
locks when staff is terminated
Develop procedures for monitoring external doors
during deliveries, etc.

o  Ensure windows are secure

Wiindows have locks and are locked when not in
Lse
Seal windows that should never be opened

Sacra wincdmse that are arceccihble from aron i




Compliance Checklist Spreadsheet

* Free tool developed by NC Division of Mental
Health / Developmental Disabilities / Substance
Abuse Services (MH/DD/SAS)

« Spreadsheet checklist to assist groups within
agency and others to understand and plan for
HIPAA Security compliance

* Checklist is being made available free to the
public through NCHICA and from them directly

* Will be published on NCHICA Web site shortly




I HIPAA Citation

164,208 2]

Responsibility Matrix

[HIPAA Security Rule Standard
Implementation Specification

Ensure Confidentiality, Integrity and Availability

Frivacy
OFficer

Compliance
Office

Security
OFficer

| IT Managers

Network or System

Administrator

Administrator

164 206(E]

Flexibility of Approach

164 306(c]

Standards

164 306[d]

Implementation Specifications

164306

ADMIHISTRATIVE

164 203 a) (1))

Maintenance
SAFEGUARDS
Security Management Process

Awareness

Matification

Palicy

Procedures

Procedures

Procedures

16420280 a) (1A

Rizk Analysis

Awvareness

Motification

Overzes

Azsezament

A zzezament

164 2082 )I0E]

Rizk Managemert

Awvareness

Motification

Palicy

Procedures

Meazures

164 Z0B[)I0IC]

Sanction Policy

Fecords

Palicy

Managemert

164 30800

Infarmation System Activity Revieww

Event Rept.

Event Rept.

Sy Auditing

64 05[] 2]

As=igned Security Responsibility

Athority

164 SR

Workforce Security

Palicy

Manage

1643080 a][3][iA)

Authorization andfar Supervision

Palicy

Authorize

Supervise

164 03[ [2)[1[E]

Wiarkforce Clearance Procedure

Palicy

Clearance

B4 Z0BE T

Termination Procedures

Paolicy

Manage

B4 202401

Information Access Management

Awvareness

Job Desp

Lwvareness

Ayvareness

164 202[a)(41(iA)

lzalation Health Clearinghouse Functions

164 30E[a)(41(i1[E]

Accezz Authorization

164 30E5[a)(41(iC)

Accesz Establizhment and Modification

Change Form

154 Z0E)50)

Security Awareness Training

1643080 a](5]iA)

Security Reminders

164 03[ [5)[1[E]

Pratection from Malicious Software

B4 Z0BE ST

Log-in Monitoring

B4 20SESIID)

Pazzword Management

164 Z0B[IEI

Security Incident Procedures

164 S0E[) )

Fesponze and Reporting

Incidernt Rep.

Incidert Rep.

Manitor

64 0BT

AF

> L & ! —
[Division of Mental Health, Developmental Disabilities and Substance Abuse Services

Contingency Plan

Recovery

Fecovery




ISO Crosswalk

Applicable IS0 17799
rp HIPAA Citation Standard Implementation Specification Implementation Requirement Description

Standard(s) & References
SECURITY STAHDARDS: GEHERAL RULES
164 306(a) Ensure Confidentiality, Integrity and Availability En=ure ClA and protect against thre
Reazanably consider factors in secu
compliance
16 306(c) Standards CE= must comply with standards

1 G S06CR) Flexibility of Approach

Required and Addrezsable

164 S06(d Impl ntation Specificati
e mpleme 1on spectiications Implemertation Specification reguirem

Ongoing reviewy and modification of

164 3060 Maintenance .
zecurity measures

ADMIHISTRATIVE SAFEGUARDS
1014 1B 3080001 00 Security Management Process P&F to manage security violations
7.1.5,10.3.1, 10.2.3, 11.1.2,
9.4.1, 9.4.2, 31.2, 511, 6.3.4,
8.21, 9.4.3, 9.4.3, 9.4.5, 9.4.5, 16308 (1 )(ilA) Rizk Analysis Required Conduct vulnerability assessme

9.4.7, 9.4.8, 9.4.9, 9.5.2,
10114, 10.4.3

6.3.4, 811, 41.2, 311, 3.1.2,
4.1.1, 5.1.1, §.1.4, §.2.1, §.5.1,
8.6.4, 9.4.4-9.4.9, 9.6.2, 9.7.1, 164, 308¢a) (1 iip(B) Risk Management Required
1014, 1144, 10.4.3, 12.2.2,
12.1.9

6.3.511.1.2 164 308(a )1 (iipC) Sanction Policy Required Worker sanction for PAP violatio
6.3.5,9.7.1, 9.7.2,12.21,
12.2.2,12.31,12.3.2, 6.3.4,
811, 8.2.2,10.4.3, 10.5.4, 164, 308Ca) (1 iip(D) Information System Activity Review Required
10.3.4, 10.51-10.5.5,12.2.1,
12.1.5,12.2.2

Implement security measures to
reduce risk of security breaches;

Procedures to review system
activity

Idertify security official responsikle
P&p

Implement PEP to ensure appropriste

312,413, 415411,412 164 30802002 Assigned Security Responsibility

961 164 30802103000 Workforce Security

P N
o p—

LY B

: / >,
[Division of Mental Health, Developmental Disabilities and Substance Abuse Services




ISO 17799 Crosswalk

ISO 17799 Audit Check List to Information Security & Privacy Management

Po=sible HIPAA Procedure or
Standard Section 150 Audit Question Privacy Policy Practice in Place? Control
Impact Documented ?

Security Policy
E_ Infurmatlun Security polic

| Organizaﬁona.f Security
| Information security infragtructure

AF N— A __A il
ivision of Mental Health Develupmental Disabilities and Substance Abuse Services




Administrative Safeguards

NIST Crosswalk

e

o p—

LY B

: / >,
[Division of Mental Health, Developmental Disabilities and Substance Abuse Services

|Fecurity Management Process 164 30802001 |Risk Analysis (R MIST SP S00-14 Generally Accepted Principles and Practices for Securing Ir
Rizk Management (R MIST SP S00-15 Guide for Developing Security Plans for Information Techno
Sanction Palicy (R MIST SP 500-26 Security Self-Azzessment Guide for Information Technalog:
Information System Activity Revies (R MIST SP S00-27 Engineering Principles for Infarmation Technology Security |
MIZT =P S00-30 Fizk Management Guide far Information Technology =ystem
MIST =P 800-37 Guide for the Security Cedification and Accreditation of Feac
MIST P 800-53 Recommended Security Controlz for Federal Information Sy
ST =P S00-60 Guide for Mapping Types of Information and Information Sy:
FIF= 199 Standards for Security Categorization of Federal Informatiol
MIST P 80012 chapter 5 An Introduction to Computer Security: The NIST Handbook
|A==igned Security Responsibilty (164 308050021 | hone (R MIST 5P 800-14 Generally Accepted Principles and Practices for Securing Ir
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Self-assessment / Gap Analysis
Tools Developed by NCHICA
Member Volunteers

HIPAA EariyView" Security

Foclis on your compliance plan with this powerful software tool

RIPAA EariyView™ Privacy

Loeeds on your compliance plan with this powerful software tool




Goals of EarlyView™ Tools

* Develop a clear understanding of the rule and
the impact on the organization

— Management reports highlight action items and
document due diligence

« Closed-end gap questions true to the
regulation

— No “extra” questions
— No room for “Maybe” — only “Yes” “No” or “N/A”
« “Things to think about” provided to expand

considerations of how one might approach a
particular standard

— Potential alternatives to compliance

NCHICR
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Main Menu

HIPAA EarlyView™ Security Version 2.0
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Edit Departmental Information

Glossary of Terms B Security 2elf Assessment

Security Self Assessment B HIPAA Security Self Assessment b

Browse the Security Reqgula
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Links to the Regulation Text

Subpart C - Compliance and Enforcement
§ 160.300 Applicability.

This subpart applies to actions by the Secretary, covered entities, and others with respect to ascertaining the compliance by covered entities with and the enforcement of
the applicable requirements of this part 160 and the applicable standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter.

§ 160.302 Definitions.
Az used in this subpart, terms defined in § of this subchapter have the same meanings given to them in that section.
§ 160.304 Principles for achieving compliance.

(&) Cooperation. The Secretary will, to the extent practicable, seek the cooperation of covered entities in obtaining compliance with the applicable requirements of this part
160 and the applicable standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter.

ib) Assistance. The Secretary may provide technical assistance to covered entities to help them comply valuntarily with the applicable requirements of this part 160 or the
applicable standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter.

§ 160.306 Complaints to the Secretary.

ia) Right to file a complaint. A person who believes a covered entity is not complying with the applicable requirements of this part 160 or the applicable standards,
requirements, and implementation specifications of subpart E of part 164 of this subchapter may file a complaint with the Secretary.

ib) Requirements for filing complaints. Complaints under this section must meet the following requirements:

(17 A complaint must be filed in writing, either on paper or electronically.




Management Reports

I I Tepor Reswno od 1o Coordms
List Questions Answered "No" port Restriced fo Coordinator

Standard: Information Access Management

Implementation Specification: |solating Health Care Clearinghouse Functions (Reguired)

Question Assigned Dep't
34 Has your arganization implermented policies and procedures for autharizing access to electronic protected health  Coordinator

infarmation that are consistent with the applicahle requirerments ofthe HIPAA Security Regulation? (MOTE: This

ruestion relates to the Required Standard for Information Access Management and appliesto all Covered Entities

and not just clearinghouses)

Implementation Specification: Access Authorization (Addressable)

Cuestion Assigned Dep't

A7 Ifyou choose not to implement this addressable implementation specification, have vou performed a risk and cost Coordinator
analysis and documented your decision?

Implementation Specification: Access Establishment and Modification (Addressable)

Question Assigned Dep't

38 Does your organization have a clear, documented chain of autharity for granting access to electronic protected Coordinatar
health information in accordance with access management policies and procedures?

38 Does your arganization have a mechanismto quickly determine what access rights an employee or contractor has Coardinator
heen given?

40 Are all access privileges revieswed following an external requirements change? Coordinatar




HIPAA EarlyView™ Tools Extenders

P,
\ Paramore - www.paramoreconsulting.com

PARENTE www.parentenet.com

Accountants & Consulltants

Complv. “"‘E; anr .lI www.complyassistant.com




Coordination with Other
Laws, Regulations and
Standards



Other Standards to Consider

NIST Special Pub 800-30

— "Risk Management Guide for Information Technology
Systems”

NIST Special Pub 800-37

— “Guidelines for the Security Certification and
Accreditation of Federal Information Technology
Systems”

NIST Special Pub 800-53

— “Minimum Security Controls for Federal Information
Technology Systems”

NIST Special Pub 800-53A

— “Guidelines for the Selection and Specifications of
Security Controls for Federal Information Systems”



Other Standards to Consider (ont)

NIST Special Pub 800-14

— “Generally Accepted Principles and Practices for
Securing Information Technology Systems”

NIST Special Pub 800-16

— “Information Technology Security Training
Requirements: A Role- and Performance-based model”

NIST Special Pub 800-18

— “Security System”

NIST Special Pub 800-34

— “Business Contingency”
http://csrc.nist.gov/publications/nistpubs/



Other Standards to Consider (ont)

ISO/IEC 17799
CMS Contractor Assessment Security Tool (CAST)

Federal Information Processing Standards (FIPS)
— Pub 199; Final Publication in December 2003

Federal Information Security Management Act
(FISMA)

Department of Defense Information Technology
Security Certification and Accreditation Process
(DITSCAP)

Operationally Critical Threat, Asset, and
Vulnerability Evaluation (Octavesv) CMU



Coordination w/ Other Regulations
and Standards

Numerous Crosswalks developed
Borrow and adapt

Add considerations for various state
statutes, regulations and case law

Collaborate on interpretation with peers in
your area

Potential activity within a Regional SNIP
Affiliate organization (RSA)

Integrate into your compliance plans



NIST/URAC/WEDI Health Care

Security Workgroup

URAC

FREOMOTING QUALITY HEALTH CARI

NIST /URAC /WEDI Health Care Security Workgroup

About Proposed Mission and Goals:

Programs and Services [ ATl

# Bring together key stakeholders from the public and private sectors to facilitate
Consumer Information communication and consensus on best practices for information security in

0000000000000 | healthcare.
EoiE e e Promote the implementation of a uniform approach to security practices and
Recognition assessments by developing white papers and crosswalks, and provide educational

programs, as appropriate.

Education Goals

News Room e Review MNIST Special Publications 800-37 and 800-53 for possible use in the
I — healthcare sector,
IS 21 # Review other security standards such as the HIFAA Security Rule, ISO 17799, CMS'

Workgroups

CAST requirements, Systems Security Engineering Capability Maturity Maodel {S5E-
CHMMY, CMS Internet Security Requirements, among other possible requirements or
standards,

« Develop a common set of health care security standards that will cover security
policies, procedures, controls and auditing practices.

Publications




NIST/URAC/WEDI Deliverables

URAC

PROMOTI DUALITY HEALTH CARE

NIST/URAC/WEDI Health Care Security Workgroup

Home

St Workgroup Meeting: June 9, 2004

Programs and Services

Consumer Information

Government

Recognition

Educati .
S Smith, adam Stone and Ken Yale

pesisitnonT urity Rule | rPaint)

Committees and
Workgroups

Publications

menting the Health

Store

Online Resource Center

Research and Grants

Strategic Alliances




NIST

Information Technology Laboratory -- Computer Security Division NIST
Computer Security Resource Center (CSRC) ki -

Standards and Technelogy
Focus Areas Publications Advisories

HOME

Practices & Checklists |/ Implementation Guides

Federal Agency

Computer Security Resource Center - C5D

Security Practices (FASP) Information Technology Security
Pilot BEPs 1. Federal Agency Security Practices (FASP)
EAGQ

The FASF site contains Federal agency policies, procedures and practices; the ClO pilot

Federal Computar Best Security Practices (BSFs); and, a Frequenth-Asked-Cuestions (FAQ) section.
security Pragram
Managers' Forum 2. Public ! Private Security Practices

Fublic/Private

T This site contains academia, public, and private organization's security practices.

Checklists / 3. Checklists I Implementation Guides
Implementation
Guides This site contains an ever-growing number of checklists and implementation guides for

_ _ specific computer hardware and software that is widely used within the Federal
submit Practices

; Government.

& Checklists/
[rripl tati
Gmmdeergen S 4. Workshop on Building Security Checklists for IT Products
Foints of Contacts This site contains information about the Sept. 24-25 workshop at NIST to identify current




ler Speeial Publication 800-70

Matiarnal Ingtiute of (BRAFT)

Stondords and Technology Sponsored by the Department

Tachnalegy Adminisiralion of Homelamd EE'EFIJF“:!"
U5 Departmaent of Commearce

Securnty Configuration
Checklists Program for IT

Products

Guidance for Checklist Users and Developers

Murugiah Souppaya
John P Wack
Anthony Harris
Faul M. Johnson
Karen Kent




NIST 800-70 Checklist Program

Information Technology Laboratory -- Computer Security Division NIST

Computer Security Resource Center (CSRC) B

Focus Areas Publications Site Map

CSBC Homepage

Draft Publications

Computer Security Resource Center - C5D

List of Acronyms

Projects Having trouble viewing a .pdf docurment on this page? Click link for details,

Cryptographic Standards
& Applications
- Advanced Encryption
Standard

- Cryptographic Toolkit
- Encryption Key Recovery s August 12, 2004 - DRAFT HIST Special Publication 80070, The HIST Security Configuration Checklists Program

Demo. Project

- Public Key . . . - e
Infrastructure MIST, with sponsorship from the Department of Homeland Security (DHS), has produced Draft MIST Special Publication

- Bandom Number 200-70: Security Configuration Checklists Prograrn for [T Praducts to facilitate the developrment and dissemination of
Genarator security configuration checklists ("benchmark settings.") The Cyber Security Research and Development Act of 2002
tasks MIST to "develop, and revise as necessary, a checklist setting forth settings and option selections that minimize

the security risks associated with each computer hardware or software system that is, oris likely to become widely

Secuntyr Testing
Automated System

Security Evaluation Tool used within the Federal Government." Such checklists, when combined with well-developed guidance, leveraged with
- Lryptographic Module high-quality security expertize, vendor product knowledge, operational experience, and accompanied with tools, can
¥Yalidation Program s 3 2 ; . ) T
- IPSec markedly reduce the vulnerability exposure of an organization. This publication is intended for users and developers of IT
- NIAP product security configuration checklists. This publication is intended for users and developers of IT product security
configuration checklists. For checklist users, this document gives an overview of the MIST Checklist Program, explains
Security Research & how to retrieve checklists frorm MNIST's repository, and provides general information about threat models and baseline
E'“E"g'“g Technology technical security policies for associated operational environments. For checklist developers, the publication sets forth
Authorization Management & i . g ; ; ; i
Aduancad Aicacs Tonteol Modals the policies, procedures, and general reguirerments for participation in the NIST Checklist Program. In the winter, we
- Critical Infrastructure Protection expect to launch a web site for checklist distribution.

Grants Program




NIST XP Systems Guidance

Information Technology Laboratory - Computer Security Division Wi=1p

National Insitvte of

Computer Security Resource Center - CSRC Stendards and Tachnology

Focus Areas

Publications Site Mc Search

CSRC System
Administration

& Home
® [isclairmer

® Contact

MS Windows SP

® Guidance for Securing
Microsoft Windowss XFP
Swystems for T
Professionzals: A NIST

Security Configuration
Checklist

MIST Swstems
Adrninistration
Guidance for Wwindowss
2000 Professionsl

Other Resources

® FPractices Checklists

and Implementations
Guides

Federal Ag

Guidance for Securing Microsoft
Windows XP Systems for IT Professionals

Computer Security Divisleon

Description of the Guidance for Securng Microsoft Windows P
Systerms for IT Professionals: & MIST Security Configuration
Checklist

Download the document and templates

Frequently Asked Questions - FAQD

E-mail Motification of updates

Description of the Guidance for Securing Microsoft Windows XP
Systems for IT Professionals: A NIST Security Configuration
Checklist - Special Publication 800-68 {Draft)

IIST Special Publication 800-68 has been created to assist IT professionals,
i particularly Windows XP system admimstrators and information security
personnel, in effectively securing Windows XP systems. It discusses Windows
P and various apphn::at:lc::un security settings i techrical detail The gquide

ity controls that are relevant for




Additional Resources

www.nchica.org
— Sample documents, tools, links

www.wedi.org/snip
— White papers, listserves, regional directory

www.urac.org
— Self-certification for privacy and security
— Mapping of security standards

www.cms.hhs.gov/hipaa/hipaa2/default.asp
— Comprehensive site with FAQs and other tools

csrc.nist.qov/itsec/
— NIST site with crosswalks, policies, guidelines




CMS FAQs

Centers for Medicare & Medicaid Services
CM S Home | About CMS | FAQs | Feedback [ H O |69

Professionals  Governments { Consumers {y Public Affairs Q

Programs

* Medicare

* Medicaid My Motifications

A SCHIP

HHIPAS, category € Search Text (optional) search Tips

KL iHIF‘-'"-F'- -] I— | Search |

Topics |-| Adrnin. Simplification ;I Search by Sort by

*M Topic € [Phrases -l |Default sort | Omgﬁﬁ%
Committees mministrative Simplification = |

* Coverage Hall sub-Topics _»|

A Manuals

A New Freedom 114 Answers Found Page: IE, of 3 Go | 3

*F when can covered entities disclose information on non-Medicare patients to QIOs? HIP &4

*Eit Are cquered entities qut;cteq '-.-'-.-'I"IE.I"I theu make diSl::Il.jSWES to QIOsT HIF &2
ulnitiativeg Wwhat is the HIP&A Administrative Simplification Compliance Act (ASCA)? HIPAA

*Quarterl Are small providers exempt from HIPAAT HIF AL
Frovider How should a health plan determine what receipts to use to decide whether it gualifies as a 'small HIP A
Update health plan®'

K Regulations Is HHS going to actually review & approve all ASCA compliance plans? HIP&A

K State Waivers why didn't Congress just give everyone an ASC4 extension? HIP &4
L Can you provide a definition of testing, and does it relate to all transactions? HIP &4

K Statistics &

Diata Can ICD-9-CM procedure codes be reported on hospital outpatient claims? HIP&A




AHIMA

American Health Information
Management Association®

Educational Seminars
[id ywou miss last month's issue of ARNA Resoymes?
Read it anline heare

OUR SPONSOR

-

Cuanrahim”

Cluadrabded® Cluantim® is the industry's
first fully Web-native HIM solution that
includes abstracting, coding, compliance,
correspondence managernent—and now

electranic document management—aon ane
integrated platform. Cur mission is to
develop and deliver innovative products that
improve efficiency, decrease errars, and
ernpower the healthcare professional to
mare effectively manage infarmation. Visit
whaw. quadrarned. com for more infarmation.

COMING THIS
SUMMER!

HIPAR in Practice:
The Health
Information
Manager's
Perspective.

HIPAA TIP: PERSONAL
REPRESENTATIVES

mection 164.502 (g)(1) of the Privacy Rule requires
covered entities to treat a personal representative as the
individual for the purposes of the rule. How, then, do we
define the personal representative? Paragraph () gives
us a clue in stating "If under applicable law a person has
authority to act an behalf of an individual...in making
decisions related to health care, a covered entity must
treat such person as a personal representative....” The
Privacy Rule has left it to state or other applicable law to
determine who is authorized to act on an individual's
behalf. A covered entity must still verify, using the
appropriate professional judgment, the legal autharity of
the persan presuming to be the patient's personal
representative. One example of legal authority is the
Durable Power of Attorney for Health Care.

Feturn to Table of Contents

AHIMA UNVEILS PRIVACY
RESEARCH FINDINGS

The Stale o HIFAA
Frivery sad Secanity
Campliancy

In anticipation of the first

anniversary of the implementation

of the Health Insurance Portability
] 11 I




l]h]lOiS State Medlca] SOCle : About ISM5 Contact Us

_ . ISMS online Join [SMS  Search Site
Fuhli;:latiunn..."} Seacy Aduuca':rm 'H il 9/ Links Site Map

HIPAA Help From ISMS

here ta help.

P
- & .\-\HM
-
Waorried about HIFAA compliance? You should be, but there's £ w\
na need to panic. HIPAA compliance is no small task and it's
not something that can be done at the last minute, but ISMS s T y )
b

~__HIPAP_
g

Downloadable HIPAA Materials

HIPAA Model Privacy and Security Policies and Procedures

Preliminary HIPAA Privacy
, and Security Audit

S HIPAA Electronic Transactions

—

[

ey ﬂ HIPAA Electronic Transactions

| b et

. *) HIPAA Privacy and Securty
" L Extension . | Readiness Checklist




Free Newsletters

Efl send this to a friend

HIPAA Security Tips

brought to you by ParamoreConsulfingine.

Issue #8 :: August 2004 :: Circulation 16,281
Click hete if wou missed priot 1s5ues.

255 Days Until Security
Compliance Required!

April 21, 2005 will be here

befare you know it. If you're

trying to figure out how to get - HIPAA Toolbox
started, send a few of your

tearn members to our Security  The right tools can

101 program. This one-day — make your HIPAA
course will give you a detailed  jmplermentation

understanding of the easyl

regulations, teach you how to

do your risk analysis and pull  The Clayton

together your remediation plan.  Group's HIPAA
Security
Templates provide

Termination Procedures

The Security regulations specify that
termination procedures are an "addressahble”

www.paramoreconsulting.com



About the
Company

About the

ComplyAssistant

Family of
Software

Attend an
Online
Interactive
Meeting

Contact Us
Seminars

Links

White Papers
HIPAA Monster

Justifying A
HIPAA Software
Tool

TCS Issues,
Concerns &
Enforcement

Security
Issues,
Concerns &
Enforcement

Getting Started White Paper

ComplyAssistant

Sponzor

HIPAA
ComplyAssistant

Become a General

AR

Become a

TCS
Starter Pack

Strategic

Pricing | Presentations

Program Spensor ComplyAssistant Alliances

Taming of the HIPAA Monster (Managing Your HIPAA Compliance Process)

The HIPAA Monster

HIPAA is a complex beast that encroaches on every aspect of a covered entity’s culture, its business
processes, the workforce's behavior, and every aspect of health care. Each health care entity is
reguired to establish its own process to ensure compliance with HIPAA, An organization’s size,
function, compliance strategy, and effective use of resources will determine success in taming the
hipaa monster. Effective compliance requires organization-wide implementation, and effective
communication between yvour business associates and trading partners. The key to compliance success
is to standardize vour approach, follow a logical process, and document that process.

Standardization

If a project is hard to manage there is a good chance the process is not fine-tuned and the objective
is not clearly defined. The key to efficient achievement of HIP&A compliance is standardization, Cut
the big HIPAL monster into smaller pets, and use a logical approach.

Organization

The first step in standardizing your compliance strategy is determining who will be responsible and

accountable for the compliance initiative. By now most, if not all of vou should have defined vour
HIFAL compliance organization structure, If not, it must be created as soon as possible. The structure

www.complyassistant.com



Overview White Paper

HIT Recrurting

108 [ken Circle

Goose Creek, 3C 2494445
(843 B24-8537

G GOinS GRS, Carm

Secunty ICE: PROVIDER'S PERSPECTIVE

Issues, Concems, and Enforcement of HIFPAA
Security Compliance From a Provider's
Perspective

By Barbara MoGowin, Resource Consultant, Connecting Healthcare Organizations with
Feople, Products, and Services to Achieve HIFAA Compliance




Policies & Procedures Checklist

Suite 100 « 53 Bethel Road + Glen Mills, PA 19342
(610) 558-3332 + 1-800-505-6505

The Clayton Group
HIPAA Security P&P Checklist

Trainng Program: Security Sowareness and Trairong to Safeguard
Electrorac Frotected Health Inforation




References & Resources

www.brownstone.com
« Amatayakul
« Lazarus

www.hcpro.com
 Amatayakul

https://catalog.ama-assn.org
 Amatayakul

« Lazarus

« Walsh

g |  Hartley




How good Is your security ???




Why was | chosen ?



| was on vacation that day!




Thank you!



NCHICH

vNorth Carr ||||1}| thcare Infor ||1||||
r|.{_||r||| 1|| ns Alliance

www.nchica.org

Holt Anderson, Executive Director
holt@nchica.org
P.O. Box 13048, Research Triangle Park, NC 27709-3048
Voice: 919.558.9258 or 800.241.4486
Fax: 919.558.2198



End of Session 2: Tuning up for HIPAA Compliance
— Tips of the Trade

Session 3:

Establishing a Security Compliance Program

Angel Hoffman, RN, MSN
Director of Corporate Compliance, University of
Pittsburgh Medical Center, Pittsburgh, PA



