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SRNNmprove the efficiency and effectiveness
gipliE Ealth care system
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= _;m encouragmg the development of a health
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— through the establishment of standards and
requirements for the electronic transmission of

certain health information.”



SESRequired, to Adop,t,smnﬁar.dsb
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Je ONIC tranSMISSIoN off SPECific administrative and
il rr transactlons
Unelbding data elements and code sets)

H\ ancludes claim, remittance advice, claim status, referral
.-ﬂ..-t certification, enrollment claim attachment etc.

n’ que identifiers (including allowed uses)
~ — Health care providers, plans, employers, & individuals.

o Security and electronic signatures
— Safeguards to protect health information.
® Privacy
— For individually identifiable health information. 3
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HIPAAASS Ex;eerEledJ]mg.@-:-—

IEGjsiaton written — 1994
L2y Hrj,p — 1996

J roposed regulation — 1998
=EE[E fﬂna regulation — 2000

= FH‘St implementation date — 2003

- o [ ast implementation date — 2010 +







j __-Itlentlalltv IS the obligation of another party to
SPECt privacy by

—
. -

=

— '—__rp_rotectlng personal information they receive, and

- — preventing it from being used or disclosed without the
subject’s knowledge and permission.

® Security is the means used protect the confidentiality
of personal information through

— physical, technical and administrative safeguards. 2




Philosophically Speaking ...
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flo and purpose of record-keeping systems must be known.

Ch BIce — information is:

=RGollected only with knowledge and permission of subject.

— Us *@nly N ways relevant to known purpose.

— 15 josed only with permission or overriding legal authority.

4—5' SAcCess

— "Indlwdual right to see records and assure quality of information.
— _0 accurate, complete, and timely.

e Security ->

— Reasonable safeguards for confidentiality, integrity, and availability of
information.

e Enforcement
— Violations result in reasonable penalties and mitigation. 8



BE REASONABLEI (265 times)




FA fovf entity mMUuSt:

— rmw in place appropriate administrative,
HEEI nical, and physical safeguards to protect the
acy of protected health information (PHI).

— easonably safeguard PHI from any intentional or
~  Unintentional use or disclosure that is in violation
- of the [privacy] standards, implementation

specifications or other requirements ....

— reasonably safeguard PHI to limit incidental uses
or disclosures made pursuant to an otherwise
permitted or required use or disclosure.

10
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ECLIJ:IH in Privacys" e

Sedl access reguired under minimum
r 4rule

)L e 1t|es reguesting PHI.

——

= -u-\ g fuurlty required by Privacy Rule

= am:)lles to all PHI

“in all forms, including oral and paper.

— Final Security Rule only applies to electronic information.
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E-LEARMING HEW ECONOMY FLAMEOUT 14 MULTILINGUAL SITES JAMUARY 15, 2041

WHY PACEAGED FEDS EVE INDUSTRY ROBERT RERCH ON
SOFTWARE STIMES EXCHARGES = ANGET, ALIEMATION
WHAT YOU CAN B CLOARDY SKIES AND THE
AROUT IT FOR GRNITIT MW [EOMOLY

The Magazine for information

12/05/CBC URINALIELS
12/08 comN PROFTLE
12706 12000 .'_EI.'TL.‘.:
17/06 TONIC SCREEN

tﬂﬂ:f. ClOs are working overtime to
. popseacy, T : balance security with access.
eI TEST - : Call it The Privacy Problem. race 75

Plus, Do You Need a CPO?Y race a8
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What happens on an average weekend?

Careizroup inbound Data Traffic Factoids:

after 5p on Fridays and before 8.30a on Mondays

11,592,210 internet-soutced packets aimed at specific CareGroup port tmumbers were blocked. (All these
potts were open before the Firewall Project started))

9,922,303 packets were permitted into port B0-hitp and port 443-hitps

4,127,659 lookups aganst corporate DG servers occurred

1,958,293 packets were permitted inhound to port 25-smtp emal hosts

220,538 packets were permitted inbound to various hosts supporting peAnywhere connections
114,271 packets were addressed to port-23 telnet hosts located within Care Group

01,176 ping attempts were blocked

62,270 echo-replyfiraceroute requests were blocked

61,330 packets inbound were permitted to the CareGroup pott 110-POP setver

39,463 blocked probes wete logged looking for open smip potts on hosts other than permitted ones
44 328 packets of IPSEC Triple-DES VPN tunmeling wete logged into CareGroup

30,994 packets were permitted inbound to Macintosh hosts suppotting remote Timbuldu connections

21,927 packets transferred into CareGroup hosts wia port—21 fip connections sourced inside Care Group.

15,243 DICOM packets entered Care Group for BID PACH






P SIS aSSESS| Ordanizationally’ Specific risks/threats to
SIEchronic PHI:

A\J’JJ}‘ bility

= lnte grlty
= “onfldentlahty
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== ‘éke reasonable steps to reduce risk.

= Involves policies/procedures & contracts with business
associates more than technology.

— For security technology to work, behavioral
safeguards must also be established and enforced.
- requires administration commitment and responsibility.
15
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> Dsfigllife ns and applicability harmonized with
IIVACY.

= 0rgan jzation specific risk analysis and

= 6cumentation of decisions.

,__,-. fjnly applies to electronically maintained and
- transmitted health information.

— Rules for non-electronic PHI may come later.
¢ Technology neutral.
® No electronic signature standard. 16



SEefity.standards: General rlless
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WANGOVEred entity (CE) must:

- rru,_’ the confidentiality, integrity, and
rJ\/’ ablllty of all electronic PHI it creates, receives,
| aintains, or transmits.

Protect against any reasonably anticipated threats
~ or hazards to the security or integrity of PHI.

- — Protect against any reasonably anticipated uses or
disclosures of PHI that are not permitted or
required under the privacy rules.

— Ensure compliance by its workforce. =
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SEelty-Rule Structure, ™
N wu
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SRliENcomposed of 18 standards, each of which
miel:have required and addressable
i) pl ;? ntation specifications (ISs).

— F-

_ ;must comply with all the standards with
espect to all electronic PHI.
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® Review and modify security measures as
needed to continue reasonable and
appropriate protection of electronic PHI. 18
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s Jimplement Standards & required ISs.

st assess addressable ISs to see if they
asonable and appropriate

_en analyzed as to their contribution to
protectmg electronic PHI; and

~ e jmplement them if reasonable and appropriate; and

® [f implementing one is not reasonable and appropriate:

— document why it would not be reasonable and appropriate to
implement; and

— implement an equivalent alternative measure if reasonable and
appropriate. 19
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= Size, complexity, and capabllltles of the
= covered entity.

= —The covered entity's technical infrastructure,
hardware, and software security capabilities.

— The costs of security measures.

— The probability and criticality of potential risks to
electronic PHI.

20
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BE REASONABLE! (72 times)
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Dianiave DO this for E.m___;@@ﬁ‘??;-

o i

WAGIHIRIStrative Safeguards are similar,

senipatible, and complimentary.

) J\Jeeé"' understand your information

= €n vironment to control and protect it.

-"Need top-down commitment to implement
“suiccessful data protection programs.

— Privacy was new, got attention and funding.

— Security has been around, IT shop handles that!

22
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SRIENOganization has completed an assessment of its
ZIRUSES and disclosures. The assessment
stdre;\ es the following issues:

= The types and sources of PHI received or generated by the
0 ganlzatlon

‘ NMhere and how PHI is stored;

-"7-:- j—__:l'_he internal users of such information, and the purposes
-~ of such use;
— Routine external requests for and disclosures of such
iInformation, and the purposes of such disclosures; and

— Non-routine external requests for and disclosures of such

information, and the purposes of such disclosures.
23



How do I compare thee?




IVEBYAS: SECUIHILY ;‘Similﬁl_-liiﬁég" —
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IRLENEED to be compatible

SEIImen Applicability &Admmlstratlve
Pe ]lnre AEnts.

SRBBLhprovide workforce access controls and
J)rc ectlons

z oth require BA contracts with vendors.

Both require modifications to group health plan
~ documents.

_ Both require ‘reasonable’ measures (despite
“ensure

e Similar sanction and mitigation requirements.
® Same approach to ACEs and hybrids. ™
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Adiministrative Reguirements™ ==
\r)r)l\/rc 0)0)! i'“vv anarsecur
J rJdAL)J" & scalable (i.e., reguires thought!).

2 C ow adl entities required to:
e5|gnate a responsible official (privacy/security).

-—ﬂevelop written policies and procedures
- (Including on receiving complaints).

— Provide training to its workforce.

— Develop a system of sanctions for employees who
violate the entity’s policies.

— Meet documentation requirements. 26
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Ty 8. Security. Differences: s

- B

RHVaeyAsalieguands cover PHL R all media;
— aecurJr onIy covers electronic media.
— Hejislg qc fer mon-electronic security rule in future.
\

SRPIIVacy Incltides explicit, detailed instructions.

= w rlty more flexible, more dynamic based on risk
ia yS|s/management monitoring, and periodic review.

*J*E erent enforcement agencies and penalties.
= =% Enforcement rules iIncomplete — mostly address privacy.
®_Privacy has exceptions for incidental uses and disclosures.

e Security advises audit trails (internal)

— Privacy limited to squorting patient requests for accounting of
disclosures (external).

e Security has ho OHCA — BAA may be required for security.

* Preemption — more stringent state law doesn’t apply to
security (IF it is contrary!). 27
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stumbling blocks. (URAC) <

ete or inappropriately scoped risk analysis.
the health care organization understand whether or not patient
is at risk of compromise on their systems?

tent and poorly executed risk management.

- oes the health care organization actively address the technical issues
nd employee practices that affect security?

4_-'_.,# L ’ted or faulty information system activity review.

— does the health care organization actively collect data on how its
~ systems and employees are performing?

e [neffective security incident reporting and response.

— does the health care organization even detect when patient data has
been compromised (e.g., stolen by an unauthorized person) and how
do they deal with that compromise?

29
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Si@AIalySIS IS the fundamental’ building block.

= rormql ,e_ntlflcatlon off the organization’s risk tolerance, its outstanding
skaliabilities or residual risk, and a prioritization of subsequent risk
Eeductioni activities.

o Wrig) nvest|gat|ng security complaints, the Risk Analysis will
,J_wf ‘primary piece of evidence that the government will use
G'evaluate the organizations due diligence and rationale for
I:-_‘; ~ reasonable and appropriate controls.

. Contrary to what many in the security industry have
promoted, Risk Analysis as required by the Security Rule is a
much more demanding evaluation of the organization’s
security posture than that afforded by a typical vulnerability
assessment.

30



2 Dil\/ ement . e
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J SecurJ WiRIsk Management is about allocating resources to
cJzlin) Eles |ghest level of risk reduction possible within the
goLigles Of anl organization’s risk tolerance.

— JOH ‘the health care organization have a process to actively address
e technical issues and employee practices that affect security?
aﬂlzatlons must be careful not to overly rely on
eclcmologlsts to make risk management assumptions without
"__*‘-:- clear guidance and support from the business operations

- perspective.

o All of the organizations surveyed were found to have serious
Issues with policy and procedure documentation,
management, and implementation.

._-‘
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rnrorr System A%
REY] e\/v

IriforrlsiElels System Act|V|ty ReV|ew IS an
cssential element off the security risk
msm__ gement eguation.

= Doesithe health care organization actively collect

| ﬁnd review data on how its systems and

.—""’

= ~emp|oyees are performing?

32
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SAVRBt constitutes a security incident and what
ORIl utes a sufficient level of reporting?

@Jes the health care organization even detect
"”Vvhen patient data has been compromised (e.g.,
~ stolen by an unauthorized person or entity) and
how do they deal with that compromise?

33
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Aditionall Demands for. Secliritys

e

Privacy Rule;
ssional liability insurance;
ontracting RFP/RFI requirements;
eral security requirements;

0 URAC accreditation standards; and

® Growing expectations for security by patients,
providers, and other stakeholders.

35



SEGty.is a Business Riskle ™ e
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2> OrcaigiiZElglggisnsglelille incorporate the oversight of security:
ISKSNILO their overall business risk management programs.

= HozenrJrr or efficiency, protection from liability exposures, and cost
Savings

=R Ereation of a security “due diligence” package that presents a single

g Vision ofi business risk, including security posture, to all stakeholders.

E—.: tandard of Due Care

= 1 ® gives organizations opportunity to meet their "due care” responsibilities in
- an efficient and cost effective manner.

.
g—

—

— Keeping Up with the Norm

® Health care inextricably linked to security efforts in other industries.
— Managing Internal Expectations

® 6 months to 1 year to design and implement

-—
—
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What's the Bottom Line?
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SWAGEGUate Securiby.isiessential te) sUpport adeguate
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— A3 vveJi 'as an essential business practice.

J HrJvfm- and procedures guide

Igg r) amentation of security (confidentiality).
e curlty (availability and integrity) requirements feedback
— mto privacy policies and procedures.

R A breach s likely to involve violations of both sets of
rules.

® A common organizational approach to privacy and
security (Information Protection Program) has merit.

38
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- O3S il will bright blue, 8 inch
"William" is a bright blue, 8 inch,

IS hs.gov/hipaa/hipaa?. DL AR popotamus Ioc et

— e \j\j‘_x[ |te the Metropolitan Museum of Art.

He is made of faience, a ceramic
WIS S qov/ OCH] h|paa/ matlerial and is decorated with

_u_::; Speaal Publication 800-66  Ilotus blossoms, which represent
;f::_ the hippo's creative forces in
= __WW nist.gov nature.

Securlty and Privacy White Papers &

Www.wedi.org/snip/

e Bill@Braithwaites.com



