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PurposePurpose of HIPAA Administrative of HIPAA Administrative 
Simplification SubtitleSimplification Subtitle

•• ““TTo improve o improve the the efficiency and effectivenessefficiency and effectiveness
of the health care systemof the health care system

–– by by encouragingencouraging the development of a health the development of a health 
information systeminformation system

–– through the establishment of through the establishment of standards and standards and 
requirementsrequirements for the electronic transmission of for the electronic transmission of 
certain health information.certain health information.””
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HHS Required to Adopt Standards:HHS Required to Adopt Standards:

•• Electronic transmission of specific administrative and Electronic transmission of specific administrative and 
financial transactions financial transactions 
(including data elements and code sets)(including data elements and code sets)
–– List includes claim, remittance advice, claim status, referral List includes claim, remittance advice, claim status, referral 

certification, enrollment, claim attachment, etc.certification, enrollment, claim attachment, etc.

•• Unique identifiers (including allowed uses) Unique identifiers (including allowed uses) 
–– Health care providers, plans, employers, & individuals.Health care providers, plans, employers, & individuals.

•• Security and electronic signaturesSecurity and electronic signatures
–– Safeguards to protect health information.Safeguards to protect health information.

•• PrivacyPrivacy
–– For individually identifiable health information.For individually identifiable health information.
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HIPAA ASS Extended TimelineHIPAA ASS Extended Timeline

•• Legislation written Legislation written –– 1994 1994 
•• Law Passed Law Passed –– 19961996
•• First proposed regulation First proposed regulation –– 19981998
•• First final regulation First final regulation –– 20002000
•• First implementation date First implementation date –– 20032003
•• Last implementation date Last implementation date –– 2010 +2010 +
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What’s privacy?What’s privacy?
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Definitions for Privacy & SecurityDefinitions for Privacy & Security

•• PrivacyPrivacy is the right of an individual to is the right of an individual to 
–– control your own personal information, and control your own personal information, and 
–– not have it disclosed or used by others without permission.not have it disclosed or used by others without permission.

•• ConfidentialityConfidentiality is the obligation of another party to is the obligation of another party to 
respect privacy by respect privacy by 
–– protecting personal information they receive, and protecting personal information they receive, and 
–– preventing it from being used or disclosed without the preventing it from being used or disclosed without the 

subjectsubject’’s knowledge and permission.s knowledge and permission.

•• SecuritySecurity is the means used protect the confidentiality is the means used protect the confidentiality 
of personal information throughof personal information through
–– physical, technical and administrative safeguards.physical, technical and administrative safeguards.
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Philosophically Speaking …Philosophically Speaking …
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Principles of Fair Info PracticesPrinciples of Fair Info Practices

•• NoticeNotice
–– Existence and purpose of recordExistence and purpose of record--keeping systems must be known.keeping systems must be known.

•• Choice Choice –– information is:information is:
–– Collected only with knowledge and permission of subject.Collected only with knowledge and permission of subject.
–– Used only in ways relevant to known purpose.Used only in ways relevant to known purpose.
–– Disclosed only with permission or overriding legal authority.Disclosed only with permission or overriding legal authority.

•• AccessAccess
–– Individual right to see records and assure quality of informatioIndividual right to see records and assure quality of information.n.

•• accurate, complete, and timely.accurate, complete, and timely.

•• Security Security -->>
–– Reasonable safeguards for confidentiality, integrity, and availaReasonable safeguards for confidentiality, integrity, and availability of bility of 

information.information.

•• EnforcementEnforcement
–– Violations result in reasonable penalties and mitigation.Violations result in reasonable penalties and mitigation.
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BE  REASONABLE!  (265 times)BE  REASONABLE!  (265 times)
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Safeguards in Privacy RuleSafeguards in Privacy Rule

•• A covered entity must:A covered entity must:
–– have in place appropriate administrative, have in place appropriate administrative, 

technical, and physical safeguards to protect the technical, and physical safeguards to protect the 
privacy of protected health information (PHI).privacy of protected health information (PHI).

–– reasonably safeguard PHI from any intentional or reasonably safeguard PHI from any intentional or 
unintentional use or disclosure that is in violation unintentional use or disclosure that is in violation 
of the [privacy] standards, implementation of the [privacy] standards, implementation 
specifications or other requirements ….specifications or other requirements ….

–– reasonably safeguard PHI to limit incidental uses reasonably safeguard PHI to limit incidental uses 
or disclosures made pursuant to an otherwise or disclosures made pursuant to an otherwise 
permitted or required use or disclosure.permitted or required use or disclosure.
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Specific Security in PrivacySpecific Security in Privacy

•• RoleRole--based access required under minimum based access required under minimum 
necessary rule.necessary rule.

•• Verification and authentication of individuals and Verification and authentication of individuals and 
authorities requesting PHI.authorities requesting PHI.

•• Security required by Privacy Rule Security required by Privacy Rule 
applies to all PHI applies to all PHI 
in in allall forms, including oral and paper.forms, including oral and paper.
–– Final Security Rule only applies to electronic information.Final Security Rule only applies to electronic information.
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Bare Bones of HIPAA SecurityBare Bones of HIPAA Security
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Key Security Rule PhilosophyKey Security Rule Philosophy

•• Identify & assess organizationally specific risks/threats to Identify & assess organizationally specific risks/threats to 
electronic PHI:electronic PHI:
–– AvailabilityAvailability
–– IntegrityIntegrity
–– ConfidentialityConfidentiality

•• Take Take reasonablereasonable steps to reduce risk.steps to reduce risk.

•• Involves policies/procedures & contracts with business Involves policies/procedures & contracts with business 
associates more than technology.associates more than technology.
–– For security technology to work, behavioral For security technology to work, behavioral 

safeguards must also be established and enforced.safeguards must also be established and enforced.
-- requires administration commitment and responsibility.requires administration commitment and responsibility.
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Final Security RuleFinal Security Rule

•• Definitions and applicability harmonized with Definitions and applicability harmonized with 
privacy.privacy.

•• Organization specific risk analysis and Organization specific risk analysis and 
documentation of decisions.documentation of decisions.

•• Only applies to electronically maintained and Only applies to electronically maintained and 
transmitted health information.transmitted health information.
–– Rules for nonRules for non--electronic PHI may come later.electronic PHI may come later.

•• Technology neutral.Technology neutral.
•• No electronic signature standard.No electronic signature standard.
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Security standards: General rules Security standards: General rules 

•• A covered entity (CE) must: A covered entity (CE) must: 
–– Ensure the confidentiality, integrity, and Ensure the confidentiality, integrity, and 

availability of all electronic PHI it creates, receives, availability of all electronic PHI it creates, receives, 
maintains, or transmits. maintains, or transmits. 

–– Protect against any reasonably anticipated threats Protect against any reasonably anticipated threats 
or hazards to the security or integrity of PHI. or hazards to the security or integrity of PHI. 

–– Protect against any reasonably anticipated uses or Protect against any reasonably anticipated uses or 
disclosures of PHI that are not permitted or disclosures of PHI that are not permitted or 
required under the privacy rules. required under the privacy rules. 

–– Ensure compliance by its workforce. Ensure compliance by its workforce. 
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Security Rule StructureSecurity Rule Structure

•• Rule composed of 18 standards, each of which Rule composed of 18 standards, each of which 
may have required and addressable may have required and addressable 
implementation specifications (implementation specifications (ISsISs).).

•• CE must comply with all the standards with CE must comply with all the standards with 
respect to all electronic PHI. respect to all electronic PHI. 

•• Review and modify security measures as Review and modify security measures as 
needed to continue reasonable and needed to continue reasonable and 
appropriate protection of electronic PHI. appropriate protection of electronic PHI. 
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ISsISs: required or addressable. : required or addressable. 

•• CE must implement Standards & required CE must implement Standards & required ISsISs..
•• CE must assess addressable CE must assess addressable ISsISs to see if they to see if they 

are reasonable and appropriate are reasonable and appropriate 
–– when analyzed as to their contribution to when analyzed as to their contribution to 

protecting electronic PHI; and protecting electronic PHI; and 
•• implement them if reasonable and appropriate; andimplement them if reasonable and appropriate; and
•• if implementing one is not reasonable and appropriate:if implementing one is not reasonable and appropriate:

–– document why it would not be reasonable and appropriate to document why it would not be reasonable and appropriate to 
implement; and implement; and 

–– implement an equivalent alternative measure if reasonable and implement an equivalent alternative measure if reasonable and 
appropriate. appropriate. 
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Security standards: Security standards: FlexibilityFlexibility
•• CE may use any security measures that allow CE may use any security measures that allow 

it to reasonably and appropriately implement it to reasonably and appropriately implement 
the standards and the standards and ISsISs. . 

•• CE must take into account: CE must take into account: 
–– The size, complexity, and capabilities of the The size, complexity, and capabilities of the 

covered entity. covered entity. 
–– The covered entity's technical infrastructure, The covered entity's technical infrastructure, 

hardware, and software security capabilities. hardware, and software security capabilities. 
–– The costs of security measures. The costs of security measures. 
–– The probability and criticality of potential risks to The probability and criticality of potential risks to 

electronic PHI. electronic PHI. 
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BE  REASONABLE!  (72 times)BE  REASONABLE!  (72 times)
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Didn’t we DO this for Privacy???Didn’t we DO this for Privacy???

•• Administrative Safeguards are similar, Administrative Safeguards are similar, 
compatible, and complimentary.compatible, and complimentary.

•• Need to Need to understandunderstand your information your information 
environment to control and protect it.environment to control and protect it.

•• Need topNeed top--down commitment to implement down commitment to implement 
successful data protection programs.successful data protection programs.
–– Privacy was new, got attention and funding.Privacy was new, got attention and funding.
–– Security has been around, IT shop handles that!Security has been around, IT shop handles that!
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Know your data! (URAC Standard)Know your data! (URAC Standard)

•• The organization has completed an assessment of its The organization has completed an assessment of its 
PHI uses and disclosures.  The assessment PHI uses and disclosures.  The assessment 
addresses the following issues:addresses the following issues:
–– The types and sources of PHI received or generated by the The types and sources of PHI received or generated by the 

organization; organization; 
–– Where and how PHI is stored;Where and how PHI is stored;
–– The internal users of such information, and the purposes The internal users of such information, and the purposes 

of such use;of such use;
–– Routine external requests for and disclosures of such Routine external requests for and disclosures of such 

information, and the purposes of such disclosures; andinformation, and the purposes of such disclosures; and
–– NonNon--routine external requests for and disclosures of such routine external requests for and disclosures of such 

information, and the purposes of such disclosures.information, and the purposes of such disclosures.
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How do I compare thee?How do I compare thee?
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Privacy & Security Similarities Privacy & Security Similarities 

•• Intended to be compatible.Intended to be compatible.
•• Common Applicability & Administrative Common Applicability & Administrative 

Requirements.Requirements.
•• Both provide workforce access controls and Both provide workforce access controls and 

protections.protections.
•• Both require BA contracts with vendors.Both require BA contracts with vendors.
•• Both require modifications to group health plan Both require modifications to group health plan 

documents.documents.
•• Both require ‘reasonable’ measures (despite Both require ‘reasonable’ measures (despite 

“ensure”).“ensure”).
•• Similar sanction and mitigation requirements.Similar sanction and mitigation requirements.
•• Same approach to Same approach to ACEsACEs and hybrids.and hybrids.



2626

Administrative RequirementsAdministrative Requirements

•• Apply to both privacy and security.Apply to both privacy and security.
•• Flexible &  scalable (i.e., requires thought!).Flexible &  scalable (i.e., requires thought!).
•• Covered entities required to:Covered entities required to:

–– Designate a responsible official (privacy/security).Designate a responsible official (privacy/security).
–– Develop written policies and procedures Develop written policies and procedures 

(including on receiving complaints).(including on receiving complaints).
–– Provide training to its workforce.Provide training to its workforce.
–– Develop a system of sanctions for employees who Develop a system of sanctions for employees who 

violate the entity’s policies.violate the entity’s policies.
–– Meet documentation requirements.Meet documentation requirements.
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Privacy & Security DifferencesPrivacy & Security Differences

•• Privacy safeguards cover PHI in all media;Privacy safeguards cover PHI in all media;
–– Security only covers electronic media.Security only covers electronic media.
–– Potential for nonPotential for non--electronic security rule in future.electronic security rule in future.

•• Privacy includes explicit, detailed instructions.Privacy includes explicit, detailed instructions.
–– Security more flexible, more dynamic based on risk Security more flexible, more dynamic based on risk 

analysis/management, monitoring, and periodic review.analysis/management, monitoring, and periodic review.
•• Different enforcement agencies and penalties.Different enforcement agencies and penalties.
•• Enforcement rules incomplete Enforcement rules incomplete –– mostly address privacy.mostly address privacy.
•• Privacy has exceptions for incidental uses and disclosures.Privacy has exceptions for incidental uses and disclosures.
•• Security advises audit trails (internal)Security advises audit trails (internal)

–– Privacy limited to supporting patient requests for accounting ofPrivacy limited to supporting patient requests for accounting of
disclosures (external).disclosures (external).

•• Security has no OHCA Security has no OHCA –– BAA may be required for security.BAA may be required for security.
•• Preemption Preemption –– more stringent state law doesn’t apply to more stringent state law doesn’t apply to 

security (IF it is contrary!).security (IF it is contrary!).
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What are the Major Barriers?What are the Major Barriers?
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4 key stumbling blocks (URAC)

• Incomplete or inappropriately scoped risk analysis. 
– does the health care organization understand whether or not patient 

data is at risk of compromise on their systems?
• Inconsistent and poorly executed risk management. 

– does the health care organization actively address the technical issues 
and employee practices that affect security?

• Limited or faulty information system activity review.
– does the health care organization actively collect data on how its 

systems and employees are performing?
• Ineffective security incident reporting and response.

– does the health care organization even detect when patient data has 
been compromised (e.g., stolen by an unauthorized person) and how 
do they deal with that compromise?
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Risk AnalysisRisk Analysis

•• Risk Analysis is the fundamental building block.Risk Analysis is the fundamental building block.
–– formal identification of the organization’s risk tolerance, its formal identification of the organization’s risk tolerance, its outstanding outstanding 

risk liabilities or residual risk, and a prioritization of subserisk liabilities or residual risk, and a prioritization of subsequent risk quent risk 
reduction activities.reduction activities.

•• When investigating security complaints, the Risk Analysis will When investigating security complaints, the Risk Analysis will 
be a primary piece of evidence that the government will use be a primary piece of evidence that the government will use 
to evaluate the organizations due diligence and rationale for to evaluate the organizations due diligence and rationale for 
reasonable and appropriate controls.reasonable and appropriate controls.

•• Contrary to what many in the security industry have Contrary to what many in the security industry have 
promoted, Risk Analysis as required by the Security Rule is a promoted, Risk Analysis as required by the Security Rule is a 
much more demanding evaluation of the organization’s much more demanding evaluation of the organization’s 
security posture than that afforded by a typical vulnerability security posture than that afforded by a typical vulnerability 
assessment.assessment.
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Risk ManagementRisk Management

•• Security Risk Management is about allocating resources to Security Risk Management is about allocating resources to 
gain the highest level of risk reduction possible within the gain the highest level of risk reduction possible within the 
bounds of an organization’s risk tolerance.bounds of an organization’s risk tolerance.
–– Does the health care organization have a process to actively addDoes the health care organization have a process to actively address ress 

the technical issues and employee practices that affect securitythe technical issues and employee practices that affect security??

•• Organizations must be careful not to overly rely on Organizations must be careful not to overly rely on 
technologists to make risk management assumptions without technologists to make risk management assumptions without 
clear guidance and support from the business operations clear guidance and support from the business operations 
perspective.perspective.

•• All of the organizations surveyed were found to have serious All of the organizations surveyed were found to have serious 
issues with policy and procedure documentation, issues with policy and procedure documentation, 
management, and implementation.management, and implementation.
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Information System Activity Information System Activity 
ReviewReview

•• Information System Activity Review is an Information System Activity Review is an 
essential element of the security risk essential element of the security risk 
management equation.management equation.
–– Does the health care organization actively collect Does the health care organization actively collect 

and review data on how its systems and and review data on how its systems and 
employees are performing?employees are performing?
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Security Incident Response and Security Incident Response and 
ReportingReporting

•• What constitutes a security incident and what What constitutes a security incident and what 
constitutes a sufficient level of reporting?constitutes a sufficient level of reporting?
–– Does the health care organization even detect Does the health care organization even detect 

when patient data has been compromised (e.g., when patient data has been compromised (e.g., 
stolen by an unauthorized person or entity) and stolen by an unauthorized person or entity) and 
how do they deal with that compromise?how do they deal with that compromise?
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Who’s Responsible?Who’s Responsible?
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Additional Demands for SecurityAdditional Demands for Security

• HIPAA Privacy Rule;
• Professional liability insurance;
• Contracting RFP/RFI requirements;
• Federal security requirements;
• URAC accreditation standards; and
• Growing expectations for security by patients, 

providers, and other stakeholders.
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Security is a Business Risk!Security is a Business Risk!

•• Organizations should incorporate the oversight of security Organizations should incorporate the oversight of security 
risks into their overall business risk management programs.risks into their overall business risk management programs.
–– Potential for efficiency, protection from liability exposures, aPotential for efficiency, protection from liability exposures, and cost nd cost 

savingssavings
–– Creation of a security “due diligence” package that presents a sCreation of a security “due diligence” package that presents a single ingle 

vision of business risk, including security posture, to all stakvision of business risk, including security posture, to all stakeholders.eholders.
–– Standard of Due Care Standard of Due Care 

•• gives organizations opportunity to meet their “due care” responsgives organizations opportunity to meet their “due care” responsibilities in ibilities in 
an efficient and cost effective manner.an efficient and cost effective manner.

–– Keeping Up with the NormKeeping Up with the Norm
•• Health care inextricably linked to security efforts in other indHealth care inextricably linked to security efforts in other industries.ustries.

–– Managing Internal ExpectationsManaging Internal Expectations
•• 6 months to 1 year to design and implement6 months to 1 year to design and implement
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What’s the Bottom Line?What’s the Bottom Line?
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Bottom LineBottom Line
•• Adequate security is essential to support adequate Adequate security is essential to support adequate 

privacy.privacy.
–– As well as an essential business practice.As well as an essential business practice.

•• Privacy policies and procedures guide Privacy policies and procedures guide 
implementation of security (confidentiality).implementation of security (confidentiality).
–– Security (availability and integrity) requirements feedback Security (availability and integrity) requirements feedback 

into privacy policies and procedures.into privacy policies and procedures.

•• A breach is likely to involve violations of both sets of A breach is likely to involve violations of both sets of 
rules.rules.

•• A common organizational approach to privacy and A common organizational approach to privacy and 
security (Information Protection Program) has merit.security (Information Protection Program) has merit.
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Questions?Questions?

–– CMS web site CMS web site 
www.cms.hhs.gov/hipaa/hipaa2www.cms.hhs.gov/hipaa/hipaa2..

–– OCR web siteOCR web site
www.hhs.gov/ocr/hipaa/www.hhs.gov/ocr/hipaa/

– NIST Special Publication 800-66 
www.nist.govwww.nist.gov

–– Security and Privacy White PapersSecurity and Privacy White Papers
www.wedi.orgwww.wedi.org/snip//snip/

•• Bill@Braithwaites.comBill@Braithwaites.com

"William" is a bright blue, 8 inch, 
Egyptian hippopotamus located in 
the Metropolitan Museum of Art. 
He is made of faience, a ceramic 
material, and is decorated with 
lotus blossoms, which represent 
the hippo's creative forces in 
nature.


