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“Certification” in HIPAA’s Proposed
Security Rule

1. What does“ certification” mean in this
context?

2. How Isit done?
> What standar ds?
> How often?

> What’sthe product or outcome?

> Who does t?

> Whereor what doesit get you?

> What doesit cost?
3. What must you do once you’ve been certified?
4. Arethereliability issues?




Proposed Security Rule
Security Standard

“Comprehensive adoption of security
standardsin health care, not piecemeal
Implementation, is advocated to
provide security to data that is[siC]

exchanged between health care
entities.”

HIPAA Security Matrix, containing:
“Requirements’
“Implementation Features’




Proposed Security Rule

Security Standard

“We would define the security standard
as a set of requirementswith
Implementation featur es that

providers, plans, and clearinghouses
must include in their operationsto
assure that electronic health
Information pertaining to an individual
remainssecure.” (Emphasisadded.)




Proposed Security Rule

Security Standard - Specific Requirements

“The proposed security standard
consists of thereguirementsthat a
health care entity must addressin
order to safeguard the integrity,

confidentiality, and availability of its
electronic data. It also describesthe
Implementation features that must be
present in order to satisfy each
requirement.” (Emphasisadded.)




Administrative Procedures

v"Wewould require each [administrative
requirement and supporting
Implementation feature] to be
documented. . . .[and] to be made
avallableto those individuals responsible

for implementing the procedures and
would require [the documentation] to be
reviewed and updated periodically.”

v Certification isthefirst-listed requirement.
NO implementation features were
pProposed.




Administrative Procedures -
Certification

“ Each organization would berequired

to evaluate its computer system(s) or
network design(s) to certify that the

appropriate security has been
iImplemented. Thisevaluation could

be performed internally or by an
external accrediting agency.”




Administrative Procedures -
Certification

Questions:

x | s certification related only to computer
system(s) or networ k design(s)?

*x What happens when those systems or
designs change (as happens continuously)?

*x Towhat extent will the business processes
related to operation of computer systems
and networ ks be implicated in the
certification process?

* How do theseissuesrelateto industry
standards or best practices (the industry
standard of care)?




Proposed Security Rule - Certification

“Weare. .. soliciting input on appropriate
mechanismsto permit independent assessment
of compliance. We would be particularly
Interested in input from those engaging in
health care electronic data interchange (EDI)
aswell asindependent certification and

auditing or ganizations addressing issues of
documentary evidence of stepstaken for
compliance; need for, or desirability of,
Independent verification, validation, and
testing of system changes, and certifications
required for off-the-shelf products used to meet
therequirements of thisregulation.”




Proposed Security Rule- HIPAA
Glossary

Certification:

“Thetechnical evaluation performed as
part of, and in support of, the
accreditation processthat establishes
the extent to which a particular
computer system or network design
and Implementation meet a pre-
specified set of security requirements.
This evaluation may be performed
Internally or by an external accrediting
agency.”




Proposed Security Rule- HIPAA
Glossary

Certification (additional definition):

“Part of administrative procedures
to guard data integrity,

confidentiality, and availability.”




|nterpretation

“ | mplementation”

covers much morethan

v Computer system and network design

v Testing and val

Idation of system changes

v Certification of off-the-shelf products

“ | mplementation”

(In computer security

usage) cover stherange of policies,
processes, and proceduresin the

Installation ano

oper ation of computing

and telecommu

nications facilities. Good

Implementation avoids creating, or
failing to detect existing, specific

vulnerabilities.




“ Specific Vulnerability”

> A weaknessin a system that allows it
to be compromised. The weakness
may bein the
> System’s original design
> Subseguent changesto the system
(necessitates change control)

> How the system Isoperated as a
matter of policy, or in fact




HIPAA Security Change Contr ol

Security Configuration Management (a
requirement under Administrative
Procedures - thisis change control)

The organization would berequired to implement
measur es, practices, and proceduresfor the
secur ity of information systems. These would

be coordinated and integrated with other
system configuration management practicesin
order to create and manage system integrity.
Thisintegration processisimportant to ensure
that routine changesto system hardware
and/or software do not contributeto or create
Security weaknesses. (continued)




HIPAA Security Change Contr ol

Security Configuration M anagement

(continued) Therequirement would include
the following:

o Documentation

o« Hardwar e/ softwar e installation and

maintenancereview and testing for security
features.

o INventory procedures.
o Security testing.
o VirusTesting.




Questions

1. What standardsdo the HIPAA
Security Rules mandate or suggest
for evaluating covered entities
systems and their implementation?

Note: Standardslisted in proposed
security ruleare“ mapped” to matrix

“reguirements’ and “implementation
features” (Addendum 3)

2. What comparable evaluation
standards exist in other areas?




Generally Accepted Accounting
Principles (GAAP)
The standard under which are performed:

«FInancial accounting
«FInancial auditing

FASB - Financial Accounting Standards

Board - independent body - recognized as
authoritative under:

«SEC Financial Reporting Release No. 1
«AlCPA Rulesof Conduct, Rule 203




Electronic Healthcar e Networ k

Accreditation Commission
(EHNAC)

The Electronic Healthcare Network Accreditation
Commission
IS an independent, not-for-profit accrediting body. It is
comprised of an Executive Director and no less[siC]

than nine (9) industry and consumer representatives.

EHNAC has 2 accreditation programs.
EHNAC Healthcare Networ k Accreditation
EHNAC Security Accreditation




ANSI

American National Standards I nstitute
The American National Standards I nstitute (ANSI)
has served in its capacity asadministrator and
coordinator of the United States private sector
voluntary standar dization system for more than 80
years. Founded in 1918 by five engineering societies and
three government agencies, the Instituteremains a
private, nonprofit membership organization supported
by a diver se constituency of
private and public sector organizations.




| SO
|EEE

< International Organization for
Standar dization

< Institute for Electrical and Electronic
Engineers(l-triple-E)

< Both Issue standar ds.




American Society for Testing and
Materials

Standardsfor Security and Electronic
Signaturesin Healthcare (1999)

> Very detailed provisional standards cover
secur ity implementation generally, and
subtopics such as PK| and access

> Arethese standards affordable, and is
matur e technology available to implement
them, in healthcarein the next 2 years?
(Probably not!)




JCAHO

The Joint Commission will assess the implications
of this new regulation [the HIPAA final privacy
rule] for its standards and the accreditation process
to determine If changes are necessary. While the
Joint Commission supports the goals of HIPAA, It

IS essential that those involved In caring for patients
have appropriate access to medical information
about those patients to optimize the provision of
safe and effective care and to identify and assess
opportunities for Improving the quality and safety
of patient care.




NCOA

NCQA iIsan independent, non-profit
or ganization whose mission isto evaluate and
report on the quality of the nation’s managed
car e or ganizations.

| nformation Systems Standards: NCQA
has delayed introduction of | S standardsin
view of upcoming federal regulations on data
secur ity and confidentiality, as provided for in
the Health I nsurance Portability and
Accountability Act (HIPAA).




National | nstitute of Standards and
Technology (NIST)

** The purposes of [the Computer Security Act of 1987] are--

(1) ... .toassign to [NIST] responsibility for developing
standards and guidelinesfor Federal computer systems, including
responsibility for developing standards and guidelines needed to
assur e the cost-effective security and privacy of sensitive
Information in Federal computer systems, drawing on the
technical advice and assistance (including wor k products) of the
National Security Agency, where appropriate. ...

** Publishesthe* Common Criteria for Information Technology
Security Evaluation”

-- Very detailed

-- Largely unknown in healthcare (implications for HHS?)




AlICP/ CICA
WebTrust™ Program for
Certification Authorities
Version 1.0., Aug. 25, 2000

Appliesto e-commerce functions of CAsand
RAsusing PK1 systems (digital signatures)

A meansfor relying partiesto know that

another individual’sor entity’s public key
actually belongsto the person/ entity

WebTrust™ seal program

Examination standards (U.S.): Statementson
Standardsfor Attestation Engagements

Disclosurecriteriaderived from I TEF I nternet
X.509 PK| Certificate Policy




ABA Section of Science & Technology
Law: PKI Assessment Guidelines

# | n advanced drafting stage now
= \Very detalled & sophisticated
& Offers context for PKI implementation

that isvery useful for practical security
programsgenerally, I.e., the background
discussion goes beyond encryption

= No date yet for initial public issue




Certification - Questions of Scope
What gets certified? Some possibilities:
~PKI1 implementation alone

~Policies and procedures (administrative
security) (eg, accessrestrictions; level of
survelllance)

~Physical security

7~ Per sonnel security

r~Business associate contract security issues
~~Adequacy of contracts

~~Covered entity’s
~Knowledge of BA’s security means (triple-edged!)
~~Survelllance of BA’s compliance (reg v. tort standard)

7~ Total Implementation package




HIPAA - Statutory Standard

“Each person ... who maintainsor transmits health
Information shall maintain reasonable and appropriate
administrative, technical, and physical safeguards --

(A) toensuretheintegrity and confidentiality of the
Information; and

(B) to protect against any reasonably anticipated
(1) threatsor hazardsto the security or integrity of the

Information; and

(11) unauthorized uses or disclosures of the information;
and

(C) otherwiseto ensure compliance with thispart by the
officer s and employees of such person.”

(42 USC §1320d-2(d)(2); In effect now - does not require final
Security or privacy rulesto become effective)




What istheindustry standard of care?

¥ TheHIPAA security ruleswere abstracted
from the defense establishment. The
abstraction is now being imposed on health
care.

¥  Sotheindustry frame of referenced isthe
military-industrial complex.

¥  Thecertifying authority for the security of
the defense establishment’s systems (and
system implementation) isthe National
Security Agency.

¥  Thereisno comparable standar ds-setting
authority for health care systems.




HIPAA Context

v Enforcement - litigation-operational perspective (e.qg.,
malpractice)
v" Civil penalties (42 USC 81320d-5) - HHS/ OCR
+ $100 each violation (transaction costs)

+ $25,000 annual limit for violating each “identical requirement or
prohibition” - could be a big number

v Criminal penalties (42 USC §1320d-6) - DOJ U.S.

Attorney
+ Knowingly - 1 year/ $50,000
o Fasepretenses- 5 years/ $100,000
+ Malice, commercial advantage, personal gain - 10 years, $250,000

v' Private law suits by patients
+ Easier because standard of care is so much higher
o Statute trumpstheregs. “any reasonably anticipated,” “ensure”

+ Best practices - what is “any reasonable”? References are security

processes and technology in defense (and in the financial) industry ]
W




Certification by an Outside Entity

Consulting or Accounting Firm

What standard will they use?
Mapped standardsin HIPAA?

ABA Section of Science & Technology L aw - PKI
Assessment Guidelines ?

Negotiated standards with client?

LLawyers' rolein defining standarad' of care and responding
to auditors’ reguests for information (FASB 5)

What procedureor protocol? (Whose best auditing
practices? Likea GAAP-based audit?)
AICPA Auditing Standards beyond WebTrust (for CASs)?

What will they certify?
The system at a moment in time!

Any change invalidatesthe certification, or at least castsit
Into doubt!

Will they - can they - arrangeto certify changesin system
configuration or operating procedures?




Certification by an Outside Entity
Consulting or Accounting Firm
gWhat aretheliability issues?

gCompareto auditors liability in the
securitiesfield

gNecessity for the auditorsto
g Tightly circumscribe their opinions

g9 Seek the client’s indemnification for improper
use of the certification (use outside agr eed-
upon scope)

gTheselimitationswill slowly evolveinto
Industry-standard practices

gWill HHS seek to regulate these practices,
mirroring the SEC?




Certification by the Covered
Entity Itself

Same issuesregarding:
Standard to usein the certification “ audit”
Procedureor protocol of the certification process

Continued validity of the certification asthe system and
oper ating procedures ar e changed

New Issue: 1nherent conflict of interest

| nevitable bar?
M anagement pressure?
How shield within organization?

How supplement (e.g., outside entity hired to perform
periodic penetration exer cises)?

Litigation consider ations?
Will HHS condition acceptance (how)?
Possible advantage: control the standards
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Summary - HIPAA Certification Today

At the moment, atar pit, or a swamp waiting to be
drained; aswith much of HIPAA, the implementation
details are enor mously complex and uncharted.

The standardsthat might betransferred from the
defense and financial industriesarefar stricter than
anything in health care.

The security certification (and accreditation) standards

for HIPAA’s covered entities (and business associates)
ar e nascent.

You can waste a great deal of money with consultants
or auditorsif you fail to define the legal and
operational standardsthey will use.

Thereareindeed liability issues - be car eful!

WEDI.org > Privacy & Security > Certification WWhite
Paper




