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BY REECE HIRSCH

While the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) has
grabbed more headlines and industry atten-
tion, for many health plans and insurers, the
most urgent privacy and security legal
compliance issues in the coming months will
involve the Gramm-Leach-Bliley Act
("Gramme-Leach"). This new law will require
health plans and insurers to take a variety of
actions with respect to the handling of
member and subscriber data, in electronic
and other formats, that parallel certain
aspects of their HIPAA compliance efforts.
The reason that Gramme-Leach is a front-
burner issue for health plans and insurers is
that compliance with Gramm-Leach will be
required in most states by July 1,2001.

The Gramm-Leach-Bliley Act was enacted

on November 12,1999 to remove certain
restrictions on mergers, affiliations and other
business activities of banks that date to the
Depression era. Concerns about the sharing
of personal financial information among
merged banks nearly scuttled the legislation,
and resulted in the addition of new privacy
provisions that apply to a wide range of
entities in the financial services industry,
including essentially all insurers and

health plans.

The privacy provisions of Title V of Gramm-
Leach apply only to non-public personal
information about individuals who obtain
financial products or services for personal,
family or household purposes, and not to
companies or individuals obtaining products
or services for business purposes. "Non-
public personal information" generally
includes any personally identifiable financial
information provided by a customer or
consumer to a financial institution to obtain
a financial product or service.

Gramm-Leach generally provides that finan-
cial institutions may share virtually any infor-
mation with "affiliated" companies, and can
share information with "nonaffiliated"
companies only following notice of a
company’s information sharing practices to
the affected customers and providing an
opportunity for those customers to "opt-out"
of certain types of disclosures.

Gramm-Leach became effective November
13,2000, but financial institutions have until
July 1, 2001 to be in "full compliance." Seven
different federal agencies have responsibility
for enforcing Gramm-Leach: the Federal
Trade Commission ("FTC"), the Department of
the Treasury, the Comptroller of the Currency,
the Federal Reserve System, the Federal
Deposit Insurance Corporation, the National
Credit Union Administration and the
Securities and Exchange Commission. Each
of these agencies has issued, either individu-
ally or jointly, final regulations implementing
Gramm-Leach. The rules that govern insurers
and health plans, will, however, be found in
the new state laws and regulations that are
being enacted to implement Gramm-Leach,
as provided in 15 U.S.C. Section 6805. As the
FTC’s final rule states, Gramm-Leach "explic-
itly commits the enforcement jurisdiction of
‘persons engaged in providing insurance’ to
state insurance authorities, thus excluding
them from the Commission’s authority."

Almost every state has enacted, or is in the
process of enacting, Gramm-Leach imple-
mentation legislation or regulations. Many
of these state measures are based upon

the National Association of Insurance
Commissioner’s Model "Privacy of Consumer
Financial and Health Information Regulation”
(the "NAIC Model Regulation"). As of this
writing, all state implementing laws or
regulations have retained the July 1,2001
compliance date of the federal rules.
Penalties for noncompliance with Gramm-
Leach by insurers and health plans will be
established under the state implementing
laws and regulations.
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Davis Wright Tremaine is monitoring the
progress of the Gramm-Leach implementation
efforts in each of the states. Although no state
currently requires compliance prior to July 1,
2001, several states have imposed certain
notice requirements that apply to HMOs and
insurers prior to July 1. For example, the
Arkansas Insurance Department requires
insurers and HMOs to inform their adjusters,
appointed agents and members of the
Gramme-Leach compliance date and provide
them with a copy of Arkansas’ proposed imple-
menting regulation. In a circular letter dated
February 20, 2000, the New York Insurance
Department required insurers and HMOs to
provide a written report to the Department by
May 1, 2001, outlining policies, procedures and
controls that are in place as of April 15,2001 or
planned, to comply with the New York Gramm-
Leach implementing regulation regarding
financial (not health) information.

Prepare a Privacy Notice

In order to comply with Gramm-Leach, a health
plan will need to begin work immediately on
preparation of a Privacy Notice to be provided
to its "consumers” and "customers" (terms that
will be defined below). The Privacy Notice must
contain the following:

The categories of nonpublic personal informa-
tion that the plan collects;

The categories of nonpublic personal informa-
tion that the plan discloses;

The categories of affiliates and nonaffiliated
third parties to whom the plan discloses
nonpublic personal information, unless an
exception under Gramm-Leach applies;

The categories of nonpublic personal informa-
tion about the plan’s former customers that
the plan discloses and the categories of affili-
ates or non-affiliated third parties to whom
such disclosures are made;

If the plan discloses nonpublic personal infor-
mation to a nonaffiliated third party,and no
exception applies to such disclosures, a state-
ment of the categories of information that the
plan discloses and the categories of third
parties with whom the plan has contracted;

An explanation of the consumer’s right to opt
out of the disclosure of nonpublic personal
information to nonaffiliated third parties,
including the method(s) for exercising that
right; and

A description of the plan’s policies and prac-

tices with respect to protecting the confi-
dentiality and security of nonpublic
personal information.

Conduct a Privacy Audit

In order to prepare the Privacy Notice, it will
be necessary for a health plan to audit its
current privacy policies and data manage-
ment procedures. Such an initiative is consis-
tent with audit efforts that the plan may be
undertaking as part of its HIPAA compliance
efforts. If the audit identifies deficiencies
regarding the plan’s protection of
customer/consumer information and
records, then it may be necessary to adopt
or revise certain policies and procedures to
comply with Gramme-Leach prior to issuing
the Privacy Notice. A privacy audit should
also seek to identify all components of a
health plan’s or insurer’s operations
providing “financial services” subject to
Gramme-Leach. For example, a health plan
offering members online access to claims
payment data is probably providing a finan-
cial service.

Issuing the Privacy Notice

A health plan will need to issue a Privacy
Notice annually to existing customers, but
may issue the notice at the same time each
calendar year to all required parties. The
Privacy Notice must also be issued to all new
customers at the time that the customer
relationship is established. If a plan intends
to disclose nonpublic personal information
in a way other than as described in its
current Privacy Notice, it will also be neces-
sary to issue a revised Privacy Notice and
permit the customer or consumer to opt out
of the disclosure. Privacy Notices must be
provided in writing or, if the consumer
conducts transactions electronically and
agrees, electronically.

While the deadline for Gramm-Leach compli-
ance in most states is July 1, 2001, the Privacy
Notices should be issued at least 30 days
prior to that date, giving customers the
required 30 days to opt out of disclosures.

If Privacy Notices are not mailed out until
July 1,2001, then nonpublic personal infor-
mation may not be shared with nonaffiliated
third parties until the expiration of 30 days
after mailing.
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The meaning of Gramm-Leach’s distinction
between "consumers" and "customers" is critical
to determining who should receive a plan’s
Privacy Notice. Consumers are essentially
potential customers who have sought a finan-
cial product or service, but who do not develop
an ongoing customer relationship. Customers
are those consumers that enter into a
"customer relationship” with the financial insti-
tution. A health plan’s consumers may include
visitors to the plan’s website and individuals
requesting information about plan products.
The question of who a health plan’s customers
are is not so simple and will be discussed
below.

Many health plans and insurers contract with
employers to offer their plan products, rather
than selling directly to individual members and
subscribers. Under the Gramm-Leach imple-
menting laws and regulations of many states, it
is often unclear whether the employer or the
individual member or subscriber is the
“"customer" entitled to receive the Privacy
Notice under Gramm-Leach. This is obviously a
critical compliance issue that is currently being
considered by insurance and health plan regu-
lators in many states.

Health plans and insurers should carefully
review their website Privacy Policies for Gramm-
Leach compliance. For consumers of a health
plan who are not customers (i.e., visitors to the
plan’s website and individuals inquiring about
plan products), a Privacy Notice must be
provided if the plan discloses nonpublic
personal information about the consumer to a
nonaffiliated third party. A website Privacy
Policy that discloses the sharing of personal
information with non-affiliated third parties
may inadvertently trigger the requirement to
issue Privacy Notices under Gramme-Leach.
When the HIPAA privacy regulations become
effective (currently anticipated to be April 14,
2003), the Gramme-Leach Privacy Notice may be
combined with the notice of privacy practices
that health plans will be required to deliver to
members pursuant to HIPAA.

System Modifications

After conducting the privacy audit, a health
plan will need to implement any modifications
to its existing IT systems necessary to

track and administer elections by
customers and consumers to opt
out of disclosures; and

protect against the unauthorized
disclosure of nonpublic personal
information.

Conduct Employee Training

To the extent that the Gramm-Leach audit and
compliance efforts described above result in
new plan privacy policies and procedures,
employee training will be necessary to imple-
ment those policies and procedures.

Review and Amend Plan Contracts

Gramm-Leach requires that, if the plan shares
nonpublic personal information with nonaffili-
ated third parties, those third party entities
may not further disclose the information,
unless the disclosure would be lawful if made
directly by the plan. This requirement of
Gramme-Leach may be addressed by amending
existing contracts with such third parties to
require their compliance with plan privacy
policies. These contract amendments are
consistent with the HIPAA requirements that
will cause health plans to amend many
contracts with "business associates" with
which the plan shares protected health
information.

HIPAA and Gramm-Leach

For health plans and insurers, HIPAA and
Gramm-Leach address similar regulatory
concerns and contain several common compli-
ance elements, but HIPAA is a much more
comprehensive and rigorous system of regula-
tions. The drafters of HIPAA and Gramm-Leach
have recognized the need to coordinate these
two regulatory schemes. In the commentary
to the FTC’s final rule on Gramm-Leach, it is
noted that "it appears likely there will be
overlap between HIPAA and the financial
privacy rules." The FTC also notes that the FTC
and other agencies enforcing Gramm-Leach
will consult with the Department of Health and
Human Services ("DHHS") after final HIPAA
rules are published to avoid duplicative or
inconsistent requirements.

DHHS notes in the commentary to the final
HIPAA privacy rule that, "GLB has caused
concern and confusion among health plans
that are subject to our privacy regulation.”
DHHS adds that health plans will need to eval-
uate state laws implementing Gramm-Leach
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under the preemption analysis provided
under HIPAA, which generally provides that
the federal HIPAA regulations will preempt
all "contrary" state laws unless a state law is
more stringent. Thus, health plans operating
in multiple states will be faced with a
complex legal analysis in determining
whether various state Gramm-Leach laws
are subject to preemption under HIPAA.
However, given the still-unsettled nature of
the HIPAA regulations and the looming July
1,2001 deadline for Gramm-Leach compli-
ance, it is clear that health plans must
comply with Gramm-Leach now and sort
out preemption issues later.

As health plans and insurers await the final
security rule and the outcome of the new
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30-day comment period for the HIPAA privacy
rule, Gramm-Leach compliance efforts will
serve as an excellent starting point for future
HIPAA compliance initiatives. A health plan’s
audit of privacy practices for purposes of
preparing a Gramme-Leach Privacy Notice may
be coordinated with the HIPAA readiness
assessments that many plans are currently
undertaking. In this complex and rapidly
evolving regulatory environment, health plans
and insurers should develop compliance
strategies that do not focus solely on HIPAA,
but which coordinate and attempt to reconcile
the variety of new and existing state and
federal laws relating to security and privacy;,
including Gramm-Leach.



