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nHRE

en Source Health Records Exchange
http://openhre.org
en Source software toolkit for building
alth Records Exchange within a RHIO 
ween RHIOs
veloped by Browsersoft Inc.
http://browsersoft.com



nHRE
ed to build SHARE for the Alliance for
ral Community Health (ARCH) in 
ndocino California
ttp://ruralcommunityhealth.org

ed by the Mendocino HRE for the Mark
nnecting for Health (CfH) Record Loca
rvice (RLS) project.
ttp://mendocinohre.org
ttp://www.connectingforhealth.org



nHRE

ed by the Mendocino HRE for the O
IN Prototype project, as part of the
C/CfH team.

http://www.hhs.gov/healthit



nHRE

onsists of three main services:
Record Locator Service (RLS)
Record Exchange Service (RES)
Authentication and Access Control Serv
AACS)
• We will concentrate here on the AACS



rent Practice

le-Based Authorization
ers are assigned one or more Roles
cess to information and operations is 
ntrolled by Role
at’s about it!



ess Control in OpenHRE
cess to information and operations 
ntrolled by:
P Address

Role
Group
nformation Content
curity Policies expressed in XACML
OASIS eXtensible Access Control Markup Langu



ess Control in OpenHRE

• Access Cont
Administratio
available via 
Web Applica



ess Control Relationships



r Settings
ual stuff ...



onal User Settings
uite so usual ...



wed IP Addresses

s must access via an IP Address that is 
n one of the specified ranges.
IP Addresses are specified, then the use

access from anywhere, but, as we shall s
an limit their access permissions.



ups
ogonal to Roles
ps can have allowed IP Addresses
ng in via a different IP temporarily removes t
from a Group



es
s seem to be as expected ...



e Details

here is 
to them 

 apply 
 to a 
urce



e Details

Permit or 
n Action 
source 
iduals or 

s 
ces are a 
of its 

ces



lementation
Admin web application creates XACML files 

cribe the policies it supports, including the de
t by the user.
cted by the generated XACML, Sun’s XACML
preter examines the supplied data and grant
es permission.
tp://sunxacml.sourceforge.net

cies outside of what is possible using the Ad
be specified by editing the XACML directly.



CML Examples
fragment specifies that permission will be g

user has the “read” Action.
e RuleId="CommitRule" Effect="Permit">

ion>
ctionMatch 
tchId="urn:oasis:names:tc:xacml:1.0:function:str
qual">
<AttributeValue               
taType=“.../XMLSchema#string">read</AttributeVal
<ActionAttributeDesignator 
taType=“.../XMLSchema#string"                   
ttributeId="urn:oasis:names:tc:xacml:1.0:action: 
d"/>

le>



CML Examples
fragment specifies that “read” will be granted if th
urce-id matches “clinic2” and the User is in the “M
p:
RuleId="read:...:clinic2” Effect="Permit"> 

sourceMatch MatchId=”...:function:regexp-string-match"
AttributeValue>DNS:Arch.org://OTHER:/clinic2/</Attribu
ResourceAttributeDesignator AttributeId=”...:resource-

ionMatch MatchId=”...:function:string-equal"> 
AttributeValue>read</AttributeValue> 

dition FunctionId=”...:string-is-in">
ttributeValue DataType=”...#string">MC2</AttributeValu
ubjectAttributeDesignator AttributeId=”...:group"/>


