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Why Is This A Relevant Topic To Discuss?

Example: Anti-bribery regulations 
having effect on business decisions Why relevant?

Life Sciences companies typically work with large 
number of third parties

• HCP’s/ HCO’s
• Sales 3rd parties
• Vendors/ suppliers

The behavior of third parties can have significant 
impact in multiple ways

• Third parties act – formally or implied – on behalf 
of you

• Non-compliance can lead to prosecution or 
reputational damage

To prevent negative impact, need structured 
methodology to assess and act on risks

• Covering multiple areas of risk: Improper 
payment, bribery, data privacy, fair employment, 
etc.
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The Risk Is Not Hypothetical
Example: ProPublica Study Revealed Significant Risk In Current Practices

ProPublica

Analysis of publicly disclosed payment 
information

Payments to HCP’s for acting on behalf of 
companies in speaker programs

Data covered 7 large pharmaceutical 
companies

Reporting period: 2009 and 2010, with 
some data from 2011

Key Findings

Sanctions against more than 250 

speakers including some of the highest 

paid

• Misconduct included: inappropriately 

prescribing drugs, providing poor care or 

having sex with patients)

Some doctors had lost their licenses

88 speakers from one company who had 

been sanctioned and 4 who had received 

FDA warnings

5 of the 7 companies acknowledged that 

they did not routinely check state board 

websites for discipline against doctors

• Relying solely on self-reporting and checks of 

federal databases
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HCP Checks Can Be Run On Different Levels of Scrutiny
Companies To Decide What Level Of Scrutiny To Apply

Background Checks Potential Levels

Database screen for sanctions
• e.g. warnings, reprimands, 

exclusions, debarments
• e.g. OIG, General Services 

Administration
• Federal Level, State Level

Potential Criteria For Deciding What 
Level Of Scrutiny to apply

Sanction 
Information

Check standing and dates of 
licenses and certifications with 
relevant agencies

Education 
Verification

Check standing and dates of 
licenses and certifications as well 
as standing with regulatory 
bodies

Prof. 
License 

Verification

Additional checks, including:
• Full identity check
• Criminal search
• Sex offender search

Additional 
Checks

Number of interactions between 
HCP and company

Frequency

Value associated with 
collaboration

Value

Type of engagement, e.g. purely 
internal consulting assignment vs 
external speaker programExposure
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Also For Non-HCP Third Parties, Need to Establish Clear Criteria 
For Assessing Risk 

Criteria
Sample High Risk 

Qualifications

CPI (Corruption Perception Index 

0<1.9)

Key Questions

What is the risk level of the involved country?

Country

Brokers, Consultants, CROs, Sales 

Agents

What is the type of the vendor?

Vendor Type

High $/€ value contract, but no detailed 

budget in place 

What is the agreement value and is there a 

budget in place?Value

Owned or controlled by governmentIs the vendor government owned or active in a 

country where SOEs are common?
Government 
involvement

One or more executives have positions 

in government

Are executives known to be affiliated with 

government or political party?

Corporate 
Executive 
Affiliations

Involved in litigation and found guiltyWhat is the involvement of the vendor in litigation 

(fraud, bribery, corruption)?Litigations
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To Ensure Consistency and Minimize Risk, Need to Install 
Structured Process For Assessing Third Party Risk

Search and 
Assess

• Search vendor
• Access and view 

vendor profile / 
details

New vendor 
request

• Business user: 
complete basic 
vendor 
information and 
questionnaire

• Calculation of 
“riskiness” based 
on type of vendor 
and services to be 
provided

• Default risk 
calculations, red 
flag identification 
and exception 
processing

Vendor 
checklist

• Vendor: complete 
detailed checklist 
• Based on 

relative risk 
determination of 
business user’s 
questionnaire 
inputs

• Comparison of 
vendor inputs 
against third-party 
screening data

Vendor risk 
determination

• Manual input of 
vendor decision 
(approved; 
preferred; 
requires follow-
up; requires on-
site review; 
rejected; etc.)
• Cannot change 

a designation, 
likely confirm / 
acknowledge 
the designation

Contract/
Additional 

Action/ Reject

• For approved / 
preferred 
vendors: ability to 
generate contract 
/ MSA with terms 
and conditions

• Partial approve: 
additional action 
required

• Rejected: reject 
and communicate

Illustrative
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Follow Up Action Should Be Defined Based on Assessment Of Risk

Example: Weighted “Risk score” for 
each party

Follow up differentiated per type of 
vendor

Vendor type

Score
Weight
(1,2,3)

Wscore
(SxW)

Country

Type

Value

Government 
owned

Corp execs 
affiliations

1

2

3

4

5

Illustrative

Total Risk 
WScore

1

2

3

1

1

3

2

2

1

1

3

4

6

2

2

Total WScore: 
10-15 = Low
15-25 = Medium
25-30 = High

19

High Risk

Moderate 
Risk

Low Risk

Perform detailed due diligence 
check, potentially reject contract

Perform high level compliance 
check, potentially include additional 
measures (e.g. NDA)

Perform high level compliance 
check

Potential measure

No Risk
No action required

Litigations
6

1 1 2
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Questions?


