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Implementing an
Audit Program for

HIPAA Compliance

vianen 2Zetn, 2003




Why Audit?

< Both the Final Security and the Final Priv
rule require access on a minimum need-{o-

know basis.

< Must be able to demonstrate that
system(s) for accessing information meets
these standards

d that the entity monitors access to verify
nauthorized access is not occurring.




Why Audit?

Section 160.310—Responsibilities of Covered Entitie

“A covered entity must keep such records and
submit such compliance reports, in such time and
manner and containing such information,
necessary to enable the Secretary to ascertain
whether the covered entity has complied or is
complying with the applicable requirements of part
30 and the applicable standards, requirements,
Iplementation specifications of Subpart E of
" Refer to § 164.530 for discussion.




Definitions

The Final Security Rule specifies an information system
activity review (Required). “Implement procedures to regularly
review records of information system activity, such as audit
logs, access reports, and security incident tracking reports®. The
terms ‘audit trail’ and ‘audit control’ have been deleted.

The Final Privacy Rule says that Health care entities are
“required to put in place whatever mechanisms are deemed
necessary that would enable the organization to record and
2Xamine system activity so that an organization can identify
oect data activity, see if high-risk patterns are present,
ItS security program and respond to potential



Definitions

¢ An AUDIT TRAIL can be defined as the result of monitoring eac
operation on information. “(It) ...is a chronological record of activitie
occurring in the system, created immediately concurrent with the
user.” (Source: CPRI Security Guidelines).

¢ WEDI defines AUDIT TRAIL as “the result of monitoring each
operation on information.” Generally Audit Trail identifies Who (login
ID) did What (read-only, modify, delete, add, etc) to what data
(identify member and data about that member that was acted upon),
and When (date/timestamp).

Ivacy Rule also wants to know “Why" the data was accessed,
0gs created with the Privacy rule in mind will have to go
simple capture of login name, date/timestamp, and action
2d with the data that was accessed.



A Covered Entity Must
an Audit Trail of Disclosur

¢ Where authorization is required, and whether initiated by
the covered entity or by the individual (i.e. for purposes
other than treatment, payment or healthcare operations).

¢ Where authorization was not required for the exceptions
listed in the Final Privacy rule (e.g., health oversight
activities, public health activities, judicial & administrative
procedures, disclosures to coroners & medical examiners,
for law enforcement).

To enforce its own security and privacy policies that
nplement HIPAA, even if the data needed for

ement purposes are more detailed than what is

J under the Final Privacy rule to be disclosed to




Auditing is a Management To

¢ Can be used to “...detect and investigate breaches in
security, determine compliance with established policy
and operational procedures, and enable the
reconstruction of a sequence of events affecting the
Information.” (CPRI);

¢ Contains identification of the user, data source, particular

data viewed person about whom the health information is
recorded, provider facility, and other pertinent user if
required by statute or regulation or the enterprise’s own
olicies; and

ides proof that there was no unauthorized or trivial
0 data, if a charge of inappropriate access is
N entity.




Implementation
Considerations




Implementation Considera

1. To what extent are other Technical Security Services
mechanisms (e.g., access controls, authorization controls, d

authentication, and entity authentication) applied or applicable
to the entity?

2. Take into consideration the vulnerabilities of the system on

which the data is stored to help determine how stringent the
Audit Controls should be.

3. Check for failed data accesses when an authorized
system/application user tries to access off-limits data.

hecks for “CRUD” accesses (Create, Read, Update or

ncy of audit trail reviews, and whether it is the sole
ncover inappropriate access.



Implementation Considera

6. Different level of audit controls for different types of member-
identifiable data being stored, depending on its value and on
specific regulatory requirements that, for example, may mandate
recording of access by data element or field.

/. Storage of the audit control data being recorded (e.g., On-line vs.
Archived; Duration of on-line storage; Enable on-demand retrieval
from archive; Duration of archived storage).

8. Authorization & responsibility of person/group reviewing audit trail
data.

it of audit controls and their review with the Security Rule’s
erall Internal Audit requirement.

ontrols may apply to an application, a system, a network,
er technical processes; all must be considered.



Implementation Considera

11. Processes for the audit trail review (e.g., external reviews, inte
reviews, random or structured reviews, reviews the responsibility o
data owner).

12. Required retention periods for audit trail information may differ by
the type of data being stored (builds upon #7 above).

13. With the potential for vast amounts of audit trail data to be
reviewed, it may be appropriate to build filters or triggers to prompt
review.

hould an entity have different processing platforms (e.g., MVS,

NIX, Manual, Windows XX) consideration may be given to
)ing @ common format and ‘data store’ for audit trail data,

nultiple filters and reports would be required to review




Implementation Considera

15. A manual capture of audit trails would be necessary for non-
electronic environments.

16. The entity must be able to withstand an audit of its audit trail
capture and evaluation process.

17. An audit trail capture and evaluation process should identify who
will do the reporting and what reports will be required.

18. The ability to identify disclosure of PHI (Personal Health
Information) and capture the ‘Who, What, Why, and When'’ of each
disclosure (i.e., the audit trail).

2 ability to comply with the FIP (Fair Information Practices)
ment to provide information to the patient on who the PHI
3ed to (i.e., audit trail reporting); to what extent will
oorting requirements satisfy HIPAA?




Security Issues

1. Determine if the audit controls deemed necessary are
available commercially or if they need to be custom-built.

2. Evaluate costs to implement the technical portions of the
audit controls you determine are necessary.

3. Evaluate personnel costs to review and act upon the
Information the audit controls produce.

. Evaluate hardware costs to store the audit trail data,
vhether on-line or in archival format.

ormance impact to manual or automated processes
plementation of the audit controls determined to




Security Issues

6. Determine commitment to perform periodic evaluatio

/. Determine how these audit controls balance with your
company environment and atmosphere.

8. Determine whether, especially in a multi-state
environment, there may be other state law issues or

guidelines,

). Identify the current security risks that audit controls and
lew of audit trails can help close.




Privacy Issues

10. Identify the kind of staffing required to address the F
Information Practices reporting requirements identified in
the Final Privacy rule.

11. Identify the frequency of reporting required to address
the Fair Information Practices reporting requirements
identified in the Final Privacy rule.

12. Identify the process for securing the transmission of and
apturing the audit trail information on any FAXED
yrmation that contains PHI.

the process for capturing the audit trail
or any hand delivery of medical records.




Reasonableness Test

¢ \What is the situation you are trying to correct?
¢ \What are the possible solutions?

¢ \What are the strengths and weakness of each?

¢ Do they all meet legal and regulatory requirements?
¢ Of these that do, which solutions can you afford?

Of these that do, which one offers the best value?
1ally describe why a particular solution was chosen
2cisions as often as technology changes
iIrements of the rules trump reasonableness




Good Practice Model

Source: PriceWaterhouse Coopers

Chain of Trust Security Vision and Strategy
Partner Agreement

. - Business Initiatives Threats < gc
Communications/ & Processes 4 Certification

Network Controls

Vulnerability & Risk Information Access
Control

Technology

Authorization Control Strategy & Usage Assessment

Digital Signature Personnel Security

Termination
Procedures

Security Configuration

Management Media Controls

Physical Access
Controls

Data Authentication

Entity Authentication

Security Architecture
and Technical Standards

Access Control

Senior Management Commitment
Training and Awareness Program

Administrative and End-User

Guidelines and Procedures Training Program
Security Awareness
Monitoring Recovery Training

Processes Processes

Information Security Management Structure

Assigned Security

Audit Security Contingency Responsibility
Control Incident Procedures Plan




Our Approach:
Develop a Proof
of Concept




Our Three-Dimensional

¢ A random selection of patients to check fo
suspicious activity

& A random selection of staff to check for
suspicious activity

& [argeted selection of suspicious activity

based on expert rules

e propose to develop one system which
he FIP and audit requirements




Random Audits

¢ No expectation of wrongdoing-confirmation o
compliance

¢ The volume of examinations are based on our
capacity to review records with available staff

® Supervisors, Managers, Medical Records,
compliance or internal audit staff may have
ecessary knowledge to judge appropriateness

d become a predictable, periodic activity
mined, candidates disqualified one cycle
ethod of predicting ideal sample size




Random Audit - Patien

¢ We have 30,000 annual inpatient visi

¢ \We have 580,000 annual outpatient
visits

¢ Allow for 15% duplication

. Total of 488,000 patient record



Random Audit - Staffing

¢ We have 6,000 in our workforce
¢ 2,000 have access to the most sensitive PHI
¢ Our goal is to annually review those members
¢ \We estimate that a review will require 20-30 min.
¢ [otal annual required hours estimated 666-1000
Suspicious activity detection will not be timely

ay have to consider a bi-annual review to
2 the required staff time, or simply review as
ve have time for



Targeted Audits

¢ |s a user logged-on in more than one locatio
& |s a user on vacation, sick leave, etc.?
& Are accesses appropriate for job responsibilities?

¢ Are physicians accessing records outside their
specialty?

5 record access more than 30 days +/- from DOS
€ a suspicious pattern to accesses?

day of the access unexpected?




Targeted Audits

¢ Include employees that have discipline
problems

¢ A security breach in a particular department
may indicate a need for a focussed audit

# All accesses to a high-profile patient’s records

All accesses to workforce members/patients
rticularly by those in the same department)

Il new employees during first 60 days




Targeted Auditing Sta

¢ The more sophisticated your filtering
tools, the less staffing will be required

¢ The more restrictive your expert rules for
selection of suspicious activity, the less
staffing will be required

¢ Medical Records, compliance or internal
audit staff may have necessary
ledge to judge appropriateness




Implementation Sugge

¢ Define access needs for each position
¢ ldentify the sensitivity of each access
¢ Require annual re-certification for access
¢ Use systems that effectively limit accesses
¢ Use systems that effectively log accesses
vestigate products that centralize security

iIgate products that centralize access
avelopment and enforcement




What is our experienc

¢ Audit by complaint

¢ By patient

¢ By employee/position

+ Physician

+ Nurse

+ Unit Clerk

Ancillary Tech

support functions




What Products Are Av

¢ Audit logs

¢ Report generators

¢ Statistical tools

¢ Expert systems

¢ Random selection tool

’roducts Do We Use?



How Will This Work
Boundaries?

¢ Auditing shop

¢ Human Resources
¢ Accounting

¢ Administration

¢ Operating Departments
¢ |IT shop

Regulators

ersight agencies




Final Comments

¢ Remember, the more effective your
access controls, the less need for audits

¢ Audits cannot compensate for poorly
designed or implemented access controls

# A consistent, fair and effective audit
program will likely survive a challenge of
peing retaliatory, punitive, harassing, or
attempt to shift or place blame

gal advice prior to implementation




Resources

AFEHCT security self-evaluation. Includes 15 questions
concerning “Monitoring of Access” (1.€., audit).
http://www.afehct.org/securityeval.html.

Note: This is not per all compliance items in Proposed Security

Regulation CPRI Security Guidelines (“Toolkit™)
ttp://www.3com.com/healthcare/securitynet/hipaa/4 9 1.html
:/[Www.cpri-host.org

ecurity Questionnaire (available at a fee)
1ica.org



