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As readers of USA Today, The New York Times, the Wash-
ington Post and most other major media outlets know, 
the Department of Health and Human Services issued on 

Aug. 14, 2002, the “fi nal” Privacy Rule required by the Health Insur-
ance Portability and Accountability Act (“fi nal” in quotes because 
they issued the fi rst “fi nal” rule in December 2000). This rule creates 
the fi rst broad-based national privacy protection for individually-iden-
tifi able health care information. With a compliance date of April 14, 
2003, presumably the rule will not change any further. 

For the employer community that provides health benefi ts to 
employees, there is good news and bad news from this fi nal rule. The 
good news is the certainty provided by the fi nality of the rule, making 
compliance efforts effi cient and productive. 

The bad news, however, is signifi cantly more substantial. The 
effect of these privacy rules on employers is the single most com-
plicated and confusing element of the entire HIPAA Privacy Rule, 
which is an extraordinarily complicated rule in its entirety. Because 
of the breadth and overall complexity of this Privacy Rule, rating fi rst 
in the “most confusing” category is quite an accomplishment. And, 
because it essentially ignored the rule’s impact on employers (with 
one limited exception) when it adopted the Aug. 14 changes, HHS 
missed an opportunity to clarify, simplify or provide any signifi cant 
assistance at all to employers. 

Accordingly, recognizing that the rule is ambiguous and broad 
reaching, and that the employer community has not had the resources 
or knowledge to respond to the full range of compliance challenges 
presented, this article attempts to make sense of this confusion. The 
goal is to identify key questions about the HIPAA Privacy Rule 

Making Sense of the HIPAA Privacy Final Regulation for Employers

for employers, and provide some guidance on how to reconcile the 
requirements of this Privacy Rule with the day-to-day provision of 
health plan benefi ts to your employees. Unfortunately, however, 
there is little certainty as to how best employers can reconcile the 
regulatory requirements with the reality of offering a health plan to 
employees.

Core Facts for Employers 
In order to begin to make sense of this confusion, it is critical to 

understand a few key issues about this Privacy Rule. 
First, one of HHS’ primary concerns in structuring the rule was 

its recognition that employers provide much of the health care in this 
country. With this background, the core purpose of this Rule as it 
pertains to employers, therefore, is to ensure that employee health 
information is not used against them in connection with their employ-
ment. This overriding goal dominates HHS’ approach on this issue. 

Second, HHS had no authority to regulate employers directly. 
If so, perhaps a single rule that said “no employee health informa-
tion can be used for employment-related purposes” would have been 
suffi cient. 

Third, HHS did have authority to regulate “group health plans,” 
which are the employee welfare benefi t plans that provide actual health 
care benefi ts to employees and defi ne the scope of these benefi ts. These 
group health plans are “covered entities” under the Privacy Rule, 
meaning that, for the most part, they must comply with the Privacy 
Rule to the same extent that a health insurer or large hospital must. 

Fourth, because of its inability to regulate employers directly, 
the core approach of this Rule for employers is to place stringent 
conditions on the fl ow of employee health information from the group 
health plan or the health insurer to the plan sponsor. 

And therein lies the problem. HHS has established a regulatory 
framework, covering virtually every employer that provides any kind 
of health benefi ts to its employees, which is based on the idea that 
there is a distinction between this “group health plan” and the “plan 
sponsor” of that health plan. And, throughout the employer com-
munity, there simply is no such distinction. The group health plan 
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is a piece of paper, a formal contract required by the ERISA statute, 
but typically nothing more. It has no employees, and no one with a 
business card that says, “I work for the group health plan.” So, HHS 
has created a complicated set of regulatory provisions based on this 
fi ction that there is today an actual or conceptual separation between 
a plan sponsor and a group health plan. 

Fifth, HHS has proposed a compliance regime that mandates full 
compliance obligations if any employee health information fl ows to 
a plan sponsor or group health plan (with minor exceptions), even 
where an insurer handles virtually all of the work of operating a 
plan. This “all or nothing” approach forces employers and their health 
plans to scrutinize every involvement they have with any aspect of 
the employer health plan. 

On top of this regulatory confusion, employers also need to 
recognize that there has been a fundamental change in the past few 
years as to how personal information is protected across the country. 
Through a wide variety of statutes and regulations (affecting health 
care, fi nancial services, the Internet, employment and otherwise), 
privacy rights have become a signifi cantly more protected (and 
publicized) issue. The widespread (and often misleading) publicity 
surrounding certain aspects of the HIPAA Privacy Rule has magni-
fi ed interest in these issues. So, employers must not only struggle to 
understand and apply the HIPAA Privacy Rule, but must recognize 
that employees (and the lawyers that might represent them) now 
are using privacy rights as the basis for allegations and litigation 
against employers. So, notwithstanding the confusion generated by 
the HIPAA Privacy Rule, employers may wish to reduce the amount 
of health information in their possession, regardless of compliance 
with any particular privacy rule.

What about these transaction rules?

One of the other key “Administrative Simplifi cation” provisions 
involve the Standards for Electronic Transactions, issued by HHS 
to standardize the electronic transmission of information related to 
core transactions in the health care system (such as claims and enroll-
ment). This rule originally was to take effect on October 16, 2002. 
Covered entities (mainly doctors, hospitals and health plans, including 
employer group health plans) can receive a one-year extension if a 
simple extension form is completed by October 15, 2002. Group health 
plans that have “receipts” (probably meaning claims experience) of 
less than $5 million per year do not need to fi le an extension, since 
they already have until 2003 to comply. An employer group health 
plan with more than $5 million in claims should fi le an extension form. 
It is available on the Web at http://www.cms.hhs.gov/hipaa/hipaa2/
ASCAForm.asp. The form is relatively simple. If you have questions, 
you should consult your insurer or third party administrator. There 
is no downside to fi ling this extension. 

Responding To The Challenges 
So, what is an employer to do? 

Analyze. First, employers must analyze what kinds of health care 
benefi ts are provided to employees. This analysis must include not 
only major medical plans, but also vision, dental, group long-term 

care plans, and even “Section 125” plans allowing employees to select 
certain health care benefi ts (or other kinds of employee benefi ts). 

In general, the rule creates more obligations for employers that 
“self-fund” or “self-insure” their employee health care benefi ts. This 
is because HHS has assumed (for the most part correctly) that employ-
ers that “self-insure” have in their more possession more health care 
information about their employees (keep in mind the major goal of 
this part of the Rule--to prevent employee health information from 
being used by employers against employees). 

Distinguish.  Second, try to make some sense of this plan sponsor/
group health plan distinction. Most group health plans established 
by employers do have a legal distinction between the plan sponsor 
and the group health plan, although this distinction may exist only 
in legal documents required by the ERISA statute. While the HHS 
rule does not help much on this point, the “group health plan” should 
presumably engage in the “day to day” operations of the health plan. 
If your company is fully insured, there may be little to do here, since 
the health insurer does most of the work. In fact, if your group health 
plan is fully insured and does not receive protected health information 
at all, then you can get out of many of the compliance requirements 
of the Privacy Rule. 

The plan sponsor, by contrast, may have “big picture” respon-
sibilities for operation of the plan. The plan sponsor, conceptually, 
is more like the employer in its traditional employment role. That 
means that enrollment is one of the functions of the plan sponsor 
(who also “enrolls” employees in a wide variety of non-health care 
benefi ts, such as life insurance or a 401(k)). The plan sponsor also 
might evaluate overall funding of the health plan, decide to change 
the benefi ts structure or alter the benefi ts package for the plan, or 
decide to change insurers. These “management” functions may seem 
appropriate for the plan sponsor. HHS recognizes that these functions 
are “plan sponsor” functions, but believes that many of them can be 
done without receiving protected health information. 

Therefore, for plan sponsors, HHS has created some exceptions 
to the Privacy Rule. A plan sponsor, in performing its functions, can 
receive “summary health information” (which is essentially a subset 
of PHI that summarizes claims history, expense or experience and 
has been stripped of certain personal identifi ers), even though a plan 
sponsor could “fi gure out” who particular information relates to (e.g., 
a claim summary reports one large claim, and only one employee in 
a small company was out on medical leave for an extended period 
of time). (As a hint, don’t try to fi gure out whom summary health 
information is about - it can only hurt you as an employer, if something 
adverse happens to that employee). Summary health information may 
be released to a plan sponsor without privacy rule compliance obliga-
tions if the plan sponsor agrees to limit its use of the information to 
(1) obtaining premium bids for providing health insurance coverage 
to the group health plan; or (2) modifying, amending or terminating 
the group health plan. 

Also, plan sponsors can receive protected health information 
related to enrollment in the health plan - for example to learn from 
a health insurer who has enrolled in the plan, or disenrolled, since 
“managing” overall enrollment is an appropriate function for an 
employer. If the only PHI a plan sponsor receives falls into these 
categories, then a plan sponsor does not need to engage in signifi cant 
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compliance activities for the Privacy Rule. 
From HHS’ perspective, these are “appropriate” functions that 

do not involve “sensitive” protected health information, or “high 
risk” information that likely could be used against an employee. If 
employers -- again wearing their “plan sponsor” hat -- determine that 
they can effectively manage their benefi ts program without receiving 
protected health information, then the employer as plan sponsor can 
avoid many of the obligations imposed by the HIPAA privacy rule. If a 
plan sponsor needs more information than that, however, for whatever 
reason, then the plan sponsor has to begin signifi cant compliance 
activity. A plan sponsor that needs more than these “exception” cat-
egories should consult counsel on how to comply with these onerous 
regulatory requirements. 

Touchpoints.  Third, analyze all of the “touchpoints” that your com-
pany has with employee health information--so that you can make 
sure that you are doing what you need or want to be doing, without 
unintentionally creating compliance obligations. For example, many 
employers will assist employees with questions about their health care 
coverage, including specifi c claims information. Is this something that 
your company does? Who does that in your company? Presumably, 
if your company helps employees with these issues and wants to con-
tinue doing so, you should make sure that someone who has a “group 
health plan” hat can perform these functions. Even for a group health 
plan, you may need to have your employee sign an “authorization” 
form, which will allow the health insurer or third party administrator 
to discuss an employee’s claims information with you. Review the 
process of health care information fl ow in your company, to evaluate 
whether there are other places where your company “touches” health 
care information about your employees. 

Contracts. Fourth, focus on your contractual arrangements related 
to your health care benefi t plans. Who is your insurer? Are there 
multiple companies involved? Do you rely on an insurer to handle 
day-to-day operations of the plan? Or do you use a traditional third-
party administrator? Do you work with an insurance broker of some 
kind? Or some other kind of consultant that helps you get knowledge 
about your employee benefi t plans and costs? Are you reinsured? Do 
you have stop-loss coverage for your health plan? Do you work with 
any employer groups to collectively manage costs? For each of these 
steps, you need to analyze whether individually identifi able health 
information is used, and if so, both whether it really is needed and how 
(if needed) you can continue to obtain and disclose it in compliance 
with the Privacy Rule. You also will need to revisit any contracts that 
you have with these third parties - called “business associates” under 
the Privacy Rule (see box). 

Compartmentalize. Fifth, for any situation where your company 
needs to receive health care information about employees, keep in 
mind this plan sponsor/group health plan distinction. Which side do 
you want the information to be on? In general, it will be better for 
the employer to have this information reside on the “group health 
plan” side, since it is only the “plan sponsor” side that could fi re an 
employee. If there is some particular reason that the “plan sponsor” 
needs to have this information, analyze the effects of receiving this 
information (e.g., will a single event mean that you need to comply 

with all of these rules both as a group health plan and a plan sponsor), 
and how can you protect the information in the possession of the plan 
sponsor, so that it does not become a problem later on.

Do I need to be thinking about security?

The third component of the Administrative Simplifi cation trilogy 
involves the security of health care information. HHS released a draft 
security rule in August 1998 (that is not a typo), and has not yet 
issued a fi nal rule. While this rule likely will provide some signifi cant 
specifi cs on how health care information, particularly information 
in electronic form, should be “secured,” any entity with health care 
information in its possession should be examining the security of this 
information, both electronically and physically. Does your web site 
have adequate security? How about your e-mail system? Are health 
care fi les segregated? How widespread is the physical access to this 
information? 

Guidance on Making the Privacy Rule Work 
Despite my efforts and the efforts of many others to explain this 

rule to employers, the HIPAA Privacy Rule simply is not a good fi t for 
how health care benefi ts are provided by employers to their employees. 
Whether through a focus on other issues or a lack of understanding 
on how the private insurance markets operate, HHS has provided 
virtually no assistance to help employers, their health plans, and their 
business associates deal with these complexities. It is clear that many 
group health plans will not be in compliance with these rules at the 
appropriate time, both because they may not know about the rules 
and because of the diffi culty of fi guring out what to do. And these 
diffi culties are coming at a time where the health care system is under 
increasing challenge, though raising costs and other challenges, and 
the focus on privacy rights across the country has made the risks of 
misuse of employee health information even higher. 

No article, particularly a short one, can address all of these issues. 
Many of the answers will depend on the specifi cs of what kinds of 
benefi ts are provided to employees, how these benefi ts are funded, 
how the employer manages the plan, what role an insurer or third party 
administrator plays in the operation of the plan and the assistance that 
is forthcoming from this insurer or third party administrator or others. 
With that said, there are a few concrete hints for employers. 

Less is Better.  From a privacy perspective, less information about 
employee health claims is better. If you can get by with no health 
information about individual employees, privacy compliance obliga-
tions decrease dramatically. If you can’t, restrict the information you 
receive as much as possible. 

Whatever Information You Get, Protect it Well.  Keep in mind that 
compliance with these rules is not your only concern. “You violated 
my privacy” is going to be an increasingly loud refrain in employee 
litigation across the country, and there is a virtual certainty that most 
employers will not have “dotted the i’s and crossed the t’s” to ensure 
that all of HIPAA’s legal requirements have been met. 

Understand How You Operate. It is critical for an employer to 
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re-evaluate how their health plan is operated. What information do 
you receive today? What do you do with it? Do you need it? Who is 
working for you? How do you relate to your insurer? Understand-
ing the full scope of these activities is essential to trying to make a 
meaningful effort at complying with these rules and protecting your 
company and your health plan. 

Recognize the Ambiguities.  These rules, in many situations, simply 
will not make sense or will not fi t well with reality. There is a ten-
dency with all involved in HIPAA compliance, where the rule does 
not make sense, to simply throw up their hands and walk away. You 
will want to do this many times. However, keep in mind the primary 
goal of these rules (to prevent misuse of employee health informa-
tion), and take the approach that best protects both this information 
and your company. 

Get Help. There are lots of avenues for assistance on these issues. 
HHS has promised more, but it is not clear if this will be forthcom-
ing (or, frankly, helpful). Your insurer or third party administra-
tor may be a source of information. Local groups are emerging 
around the country. Trade associations may be of help. And there 
is a growing network of attorneys and consultants that can provide 
advice. You are not alone on these issues. 

Keep the Final Goal in Mind. Your goal should be to understand 
these rules as best you can, and to structure your own benefi t plans 
so that you can achieve as much compliance as is realistically 
feasible, and then to protect your employees’ health information 
wherever possible. Be cautious. You will fi nd that much of the 
information you receive today is unnecessary or not used. Every-
where you do need to receive information, think about whether 
there is a way to get what you need without the information being 
in your company’s possession--and particularly not in its employ-
ment fi les. 

Conclusion 
The Privacy Rule is a confusing, complex and broad-reaching 

regulatory requirement that will affect every aspect of the health care 
system for many years to come. Employers face dramatic challenges 
in adjusting their operations to this rule, even though providing health 
care benefi ts typically is a minute portion of a company’s operations. 
It also is clear that little guidance is coming from the government on 
how to make sense of this rule, and prompt changes to the rule to 
simplify compliance obligations do not appear to be forthcoming. 

For employers, therefore, it is important to be careful, cautious 
and open-minded. Despite an April 14, 2003, compliance date (or 
another year for “small” group health plans paying claims of less than 
$5 million per year), it is clear that compliance efforts will continue 
for several years to come. There also likely will be operating confu-
sion, as employers, their insurers and third party administrators, their 
agents and consultants and their employees all struggle with these 
new requirements. The best advice is to recognize the primary areas 
where this rule can get an employer in trouble (using health informa-
tion against an employee), and to be cognizant of all of the aspects 
of your business where your company may come in contact with 
health information about employees. For these “high risk” areas, a 
little common sense, along with a basic understanding of the Privacy 
Rule, should go a long way. ✤

DEFINITIONS--HIPAA: Health Insurance Portability and Account-
ability Act of 1996. This law established “portability” requirements, 
allowing employees to “take their coverage with them” when they 
changed jobs. This phase of HIPAA concerns the “Administrative 
Simplifi cation” title (there have been many sarcastic comments about 
the title), which deals with privacy, security of health care informa-
tion and standardized formats for electronic health care transactions 
(such as submission of health care claims). 

Plan Sponsor: A term created by the ERISA statute referring to 
the employer that “sponsors” or “creates” a group health plan for its 
employees. It can also be a trust or other kind of “joint” arrangement, 
where the health plan covers members of a union, an association’s 
membership or a group of employers. 

Group Health Plan: An employee welfare benefi t plan that provides 
medical care, including items or services paid for as medical care, to 
employees or their dependents, through insurance, reimbursement or 
otherwise. A group health plan is covered by these rules if it has more 
than 50 participants OR it is administered by an entity other than the 
employer offering the plan. In reality, almost no one is excluded by 
this exception--the employer would have to have less than 50 employ-
ees (including their dependents) and operate the entire health plan 
(including claims processing) themselves, without an insurer or third 
party administrator being involved. 

Protected Health Information: A term established under the HIPAA 
privacy rules, it refers to individually identifi able health informa-
tion, in whatever medium it is transmitted or maintained (e.g., paper, 
electronic or even oral), including demographic information, that is 
created or received by a health care provider, health plan, employer or 
health care clearinghouse and that relates to the past, present or future 
physical or mental health or condition of an individual; the provision 
of health care to an individual; or the past, present or future payment 
for the provision of health care to an individual. 

Business Associate: Another HIPAA term, the phrase essentially 
refers to vendors. This is someone who, on behalf of a covered entity, 
performs, or assists in performing a function or activity involving 
the use or disclosure of individually identifi able health information 
or provides specifi ed services (such as legal or actuarial services) 
where the provision of this services involves the use or disclosure of 
individually identifi able health information. If you hire someone to 
work for you, and they need access to protected health information to 
do their job, they probably are a business associate. This means that 
you have to sign a new contract with them including specifi c provi-
sions for the protection of protected health information. 




