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HIPAA X12 Transactions 
Testing and Certification

HIPAA Summit
Audioconference, May 9, 2002

Kepa Zubeldia, M.D.

Topics
• HIPAA compliance testing
• Current testing process
• Transaction compliance testing

– Incoming
– Outgoing

• Certification, what is it?
• Challenge
• Paradigm change
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Compliance Testing in 
HIPAA
• Level 1 – Developmental testing

– Done by NCPDP/X12N/HL7 while developing transactions
• Level 2 – Validation testing

– Testing of sample transactions to see whether they are 
written correctly

• Level 3 – Production testing
– Testing of a transaction from the sender through the 

receiver’s system
• “Pilot Production” Projects recommended.  Level 2½ ?

– Not mandatory, only voluntary
• Who certifies the “compliance tester” ?

– HHS declined to certify the certifier.

Gartner Research
“For HIPAA to work, more than 13 

million pairs of a payer and a 
provider must implement an average 
of 2.2 transactions each.”
– Assuming only one analyst day per 

transaction, the industry would need 
2.9 Million analyst months to 
implement HIPAA

Research Note K-13-0374
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Testing today
• Find trading partner that agrees to test 

with you
– Typically one that will eventually benefit 

from your transactions
• Send test files
• Get test report from trading partner
• Correct errors found by trading partner
• Repeat the cycle until no more errors

What the testing covers
• Telecommunications
• Security, authentication, access
• Data format issues
• Data content issues

– Generic HIPAA requirements
– Trading partner specific requirements

• Business rules
– Some are HIPAA, some are trading 

partner specific requirements
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The result of this testing
• Trading partner does not care about 

certain data elements
– No errors reported this time

• Trading partner requires some data 
elements
– Not an error for anybody else

• Is the error in the sender or the receiver 
of the transaction?
– Cannot tell for sure.  Different interpretations.

The end result of today’s 
method of testing
• Repeat the testing for each trading 

partner.
• Common HIPAA requirements 

tested again from scratch each time.
• Never sure of whether the testing is:

– Complete
– Correct

• Very expensive, wasteful, process.
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The SNIP approach
• Compliance testing

– Your own system, Independent from 
trading partners.

– Structured testing, complete testing.
• Business to Business testing

– Assume both trading partners are 
already compliant. Don’t repeat the 
compliance testing part.

– Test only peculiar TP issues.

Role of Compliance Testing

Compliance 
testing

Trading Partner 
Business to 

Business testing
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Multiple testing options

Compliance 
testing

Trading Partner 
Business to 

Business testingCompliance 
testing

Compliance 
testing Compliance 

testing

SNIP Compliance testing
• “Levels” of testing recommended by SNIP:

– EDI syntax integrity
– HIPAA syntactical requirements

• Loops, valid segments, elements, codes
– Balancing of amounts

• Claim, remittance, COB, etc.
– Situational requirements

• Inter-segment dependencies
– External Code sets

• X12, ICD-9, CPT4, HCPCS, Reason Codes, others
– Product Type, Specialty, or Line of Business

• Oxygen, spinal manipulation, ambulance, anesthesia, DME, etc.
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SNIP Compliance Testing
• All “levels” or types of test are 

required
– Cannot stop at an arbitrary point

• Required compliance testing 
BEFORE starting the Business to 
Business testing process

• Strong recommendation for third 
party Certification of compliance

Compliance Certification

Compliance 
testing

Trading Partner 
Business to 

Business testing

Compliance Certification



HIPAA Summit Audioconference
Kepa Zubeldia

© 2002 Claredi  (www.claredi.com) 8

Compliance Certification

Compliance 
testing

Trading Partner 
Business to 

Business testingCompliance 
testing

Compliance 
testing Compliance 

testing

Compliance Certification

Certification under HIPAA
• Voluntary “Compliance Testing”
• Self Certification

– What is the value?
• Third party certification

– Not required by HIPAA
– Independent Verification and Validation 

mechanism for all trading partners
– May be required by trading partner as part of 

the Trading Partner Agreement
• Who certifies the certifier?

– HHS declined this role.
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Breaking the cycle
• Early phase testing system.

– Start testing as early as possible.
– Confidential Testing against a neutral 

third party, not my trading partner.
– Know where you are.

• Late phase certification system.
– Now I am really ready.
– I want the world to know.
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Compliance testing
• Testing in both directions

– Outgoing transactions
– Incoming transactions

• Test for all SNIP test types (“levels”)
• HIPAA Compliance

– Specific requirements in the IGs
• Business requirements

– Fuzzy general “industry knowledge”
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Certification vs. Testing
• Testing is for yourself, or between yourself and your 

trading partners
• Certification is by third parties
• Certify once, use certification in many trading 

partner relationships
– Simplify testing
– Reduce cost of testing phase

• Certification should be recognized by all trading 
partners

• Certification must be done by a neutral third party
• Certification process must be disclosed, verifiable, 

and accepted by industry
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The “vendor will fix it” myth
• My vendor / clearinghouse is HIPAA 

compliant.  Why should I have to 
worry about it?  They are going to 
take care of my HIPAA EDI 
compliance for me.
– Providers and payers MUST get 

involved.
– This is NOT an IT problem.
– There are profound business 

implications in HIPAA.

The “Blanket Approval” myth 
(Is testing of the vendor/clearinghouse enough?)
• The issue is Provider Compliance

– Provider’s responsibility to be HIPAA compliant
• Each Provider is different

– Different provider specialty ⇒ different requirements
– Different software version ⇒ different data stream and 

contents
– Different EDI format to clearinghouse ⇒ different content 

capabilities
– Different provider site install ⇒ different customization
– Different users ⇒ different use of code sets, different data 

captured, different practices, etc.
• Vendor’s capabilities not the same as provider’s

– Vendor or clearinghouse has the aggregate capabilities of all 
its customers

– The Provider does not have all of the clearinghouse or 
vendor capabilities
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Certification Challenge
• Each entity has unique requirements

–Commercial business, HMO, Medicare
–Generalist, specialist, ambulance, 

anesthesiologist, chiropractor, DME, 
etc.

• A  “generic” certification is meaningless
• What does it mean to be “certified”?
• Must consider submitter capabilities and 

receiver requirements

– Type of claim
• Simple claim
• Anesthesia

– Anesthesia with CRNA
• Ambulance
• Spinal manipulation
• Inpatient professional services
• Outpatient professional services
• Laboratory
• Etc. (also each Bill Type for Institutional 

claim!)
– Different data requirements

Medicare 837 Professional
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– Type of Payer
• Medicare Primary

– without COB
– COB to Medicaid
– COB to Medigap
– COB to Commercial

• Medicare Secondary
– without further COB
– COB to Medicaid
– COB to Medigap
– COB to Commercial

– Different data requirements

Medicare 837 Professional

– Additional Claim elements 
(“features”)
• Pay-to Provider
• Representative Payee
• Referring Provider
• Purchased Service Provider
• Patient Amount Paid
• Prior Authorization
• Etc.

Certification of 837 Professional
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Trading Partner Specific
• Unavoidable under HIPAA
• Business Requirements

– State mandates
– Contractual requirements

• How do we communicate to 
providers and vendors
– Companion Documents

• Human readable
– Computerized verification of “match”

• One-on-one “gap” analysis

New paradigm
• Testing for X12/HIPAA requirements

– Satisfies my transaction needs
• Certification of compliance

– Reference point for others
• Certify transaction “subsets”

– Enables interoperability
• Matching of capabilities and 

requirements
– Satisfies my trading partner’s needs
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Contact
Kepa Zubeldia
President and CEO
Kepa.Zubeldia@claredi.com
(801) 444-0339 x205


