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Title I1: Subtitle F B8
Administrative Simplification >t
Goals

|

Reduce healthcare administrative costs by
standardizing electronic data interchange (EDI) for
claims submission, claims status, referrals and
eligibility

Establish patient’s right to Privacy

Protect patient health information by setting and
enforcing Security Standards

Promote the attainment of a complete Electronic
Medical Record (EMR)
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Security Goals e tations

' o Confidentiality
o Integrity

o Availability




W= Y= 31
LW P-4

Benefits of Security HealthCare

e Security can protect confidential
information {Can have security by itself,
but Cannot have Privacy without
Security}

e Health care organizations can build
patient trust by protecting their
confidential information.

e Trust between patient and provider
improves the quality of health care
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HIPAA
Security Framework B sor cions

e Each affected entity must assess own
security needs and risks

&

e Devise, implement, and maintain
appropriate security to address business
requirements
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Security Standards HealthCare

eWhat do they mean for covered entities?

e Procedures and systems must be updated to ensure
that health care data is protected.

e Written security policies and procedures must be
created and/or reviewed to ensure compliance.

e Employees must receive training on those policies and
procedures.

e Access to data must be controlled through appropriate
mechanisms (for example: passwords, automatic
tracking of when patient data has been created,
modified, or deleted).

e Security procedures/systems must be certified (self-
certification is acceptable) to meet the minimum
standards.
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Security Compliance Areas: .c.

e Training and Awareness

e Policy and Procedure Review

e System Review

e Documentation Review

e Contract Review

e Infrastructure and Connectivity Review
e Access Controls

e Authentication

e Media Controls

11



WP=Y Y= 31
LW =4

Security Compliance Areas...: oo

e Workstation

e Emergency Mode Access

e Audit Trails

e Automatic Removal of Accounts
e Event Reporting

e Incident Reporting

e Sanctions
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Secu rity M easu res Heaéth(}are

In general, security measures can
grouped as:

e Administrative
e Physical

e Technical (Data in transit and data at rest)
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Security Standards HealthCare

e NPRM-8/12/1998
» Administrative Requirements (12)
» Physical Requirements (6)
» Technical Requirements [data at rest](5)

» Technical Requirements [data Iin
transit](1)

> Electronic Signature
> Implementation Features (70)
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BS 7799/1S0 17799 HealthCare
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e Security Policy

o Security Organization

o Asset Classification and Control

e Personnel Security

e Physical and Environmental Security

e Communications and Operations Management
e Access Control

e Systems Development and Maintenance

e Business Continuity Management

e Compliance

Standard Areas of Business Security

15
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Security — The Privacy Rule ...

e 164.530 ()

o Standard: safeguards. A covered entity
must have in place appropriate
administrative, technical, and physical
safeguards to protect the privacy of
protected health information

e Implementation specification: safeguards.
A covered entity must reasonably
safeguard protected health information
from any intentional or unintentional use
or disclosure that is in violation of the
standards, implementation specifications
or other requirements of this subpart.
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HIPAA Statutory- Security ctg
[USC 1320d-2(d)(2)] e Ceioms

“Each covered entity who maintains or
transmits health information shall maintain
reasonable and appropriate administrative,
technical, and physical safeguards : (A) to
ensure the integrity and confidentiality of the
information; and (B) to protect against any
reasonably anticipated (i) threats or hazards to
the security or integrity of the information; and
(ii) unauthorized uses or disclosures of the
information; and (C) otherwise to ensure
compliance with this part by the officers and
employees of such person”

Is in Effect Now!
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HIPAA Security-The Final Rule o

e Final Rule in clearance- expected to be
published Fall (Q4) 2002

e What to expect

> Streamlining- Same core values- more specificity
gs )to mandatory (must do)/discretionary (shouid
o)

> Fewer standards

> No encryption on private networks

> Only electronic healthcare information

> Business Associate Contracts/Chain-of-Trust
» Synchronization with Privacy

e What not to expect

> No Electronic Signature but...not dead for health
care

19
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Electronic Signature Standard :..:c..

e Comments to Security NPRM indicated a lack of
consensus; industry continues to work on
monitored by NCVHS

e NCVHS necessary before regulation developed
e Transaction standards do not require

e Security NPRM specified digital signature
(authentication, message integrity, non-
repudiation requirements)

e NIST rather than DHHS will probably develop
e PKI-HealthKey Bridge effort
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A Balanced Approach HeqlthCure s

e Cost of safeguards vs. the value of the
information to protect

e Security should not impede care
e Your organization’s risk aversion

e Due diligence
# =
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Reasonableness/Common Sense i

e Administrative Simplification Provisions
r are aimed at process improvement and
saving money

e Healthcare providers and payers should
not have to go broke becoming HIPAA-
compliant

o Expect fine-tuning adjustments over the
years
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' Due Diligence!
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T hank You
ueﬁuo

john.parmigiani@ctghs.com /410-750-2497
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