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Public Health Information Infrastructure,
the Public Health Information Network,

and Disease Surveillance
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Public Health Information Infrastructure
Public Health Information Network (PHIN)

CDC’s initiative to enable consistent 
exchange of response, health, and 
disease tracking data.
Comprises five key functions…
detection and monitoring, data 
analysis, knowledge management, 
alerting, and response;

…with systems that enable…
real-time data flow, computer assisted 
analysis, decision support, 
professional collaboration, and rapid 
dissemination of information.
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Components of the PHIN
Standards – PHIN Messaging and vocabulary standards
BioWatch, BioSense – Accessing and analyzing diagnostic and 
pre-diagnostic health data
National Electronic Disease Surveillance System (NEDSS) –
disease surveillance, electronic laboratory reporting
Laboratory Response Network (LRN) – diagnostic capacity and 
information delivery
Epidemiology Information Exchange (EPI-X) – Secure, interactive 
communications
Outbreak Management System (OMS) – Secure, distributed 
outbreak management
Health Alert Network (HAN) – Internet connectivity, alerting and 
distance learning
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Motivations for the PHIN
1. Health preparedness and response 

involves many organizations working 
together and exchanging information.

2. The information cycle is too long and 
frequently involves the manual 
exchange of data.

3. Decisions require rapid access to 
specific information.

4. Information systems need to operate 
reliably and securely during the worst 
situations.

5. The new realities of terrorism and 
disease trends require a new level of 
operation and coordination.
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Surveillance

Communications Infrastructure

Components of Disease Surveillance and Response
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Traditional SurveillanceSyndromic Surveillance
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Syndromic Surveillance Defined
Surveillance:

Syndrome:

Syndromic
Surveillance:

The close monitoring of a normal person or 
population for signs of disease.
A group of related symptoms and signs of a 
disease or disorder, without a known underlying 
cause or diagnosis.
In public health, the monitoring of signs and 
symptoms in a population, often through non-
traditional data sources, as a sign of disease.

Motivated by need to detect bioterrorism events.
Leveraged to detect naturally-occurring outbreaks
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Surveillance Approaches

Traditional Surveillance

Use data from death records, 
reportable cases, and 
confirming diagnostic tests.

Rely on confirmed diagnoses.

Traditional function of public 
health.

Syndromic Surveillance

Use data from non-traditional 
sources such as 911 calls, 
nurse-line calls, ED 
complaints, drug sales.
Rely on syndromes, before a 
diagnosis is available.
Emerging function of public 
health.
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Promise of Syndromic Surveillance

Earlier Detection

More Effective
Intervention
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Surveillance Algorithms
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Sources of Data

Traditional
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Sources of Data

Syndromic
Surveillance
Non-Specific

Already Electronic
Early Warning?
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So what about HIT and the EHR?
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Motivation: Parallel of Safety

Healthcare

Patient Safety

Protecting the Sick

Public Health

Public Safety

Protecting the Well

US Public Interested in Both!

HIT

Better Information

PHIN

Better Information

HIT / PHIN Exchange
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HIT as a Source of Public Health Information
HIT and the EHR fundamentally change the availability of clinical 
information for public health.

Timely access to specific information.
Electronic access that is a byproduct of standard clinical 
practice.

Utility of HIT is dependent upon the availability of that 
information nationally and globally.

Must maintain patient privacy.
Must provide incentives for healthcare to take part.
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Sources of Data

Potential
Gain

Potential Gain from
HIT and an EHR

Relatively Specific
Already Electronic
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More Than Information
Public health and disease surveillance provides a larger picture
for the utility of HIT and the EHR.
…more than patient access to health information…
…more that physician access to patient records standards…
…more than electronic capture of patient information…
…more than a facilitator for clinical research and evidence-

based medicine…
…more than an enabler of provider efficiency…
…more than an enabler of plans and communities…

Success is fundamentally about Infrastructure, Interoperability, 
Information Availability, and Information Exchange.
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HIT & Public Health
Public Health is both a potential provider and a potential 
consumer of information.
The PHIN is an example of a national health information 
infrastructure, designed for public health information exchange.

But the potential of HIT can only be realized if…
HIT and the EHR are designed and implemented with standards 
and data exchange in mind.
Public Health engages during the conceptualization of HIT and 
the EHR to ensure that PHIN can take advantage of information.


