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Health Information Exchanges

Are LLocal

® lLike health care generally, a health
information exchange is a local
enterprise.

e Unique state law considerations

® IIxchanges can take many forms
m Peer-to-peer systems
m Facilitating financial transactions
m Clinical data repositories

Sonnenschein.

SONNENSCHEIN NATH & ROSENTHAL LLP



~

=

o\

<b)

a4

v}
ey

75

<b)
>~

p—
>~
p—

=

®

o
=1
x|
-l
<
W
w
%)
o
4
]
z
<
z
=
w
&
@)
%)
=z
w
=
2
o]
7]

-
?




Sonnenschein.

SONNENSCHEIN NATH & ROSENTHAL LLP







®

o
=1
x|
-l
<
g
w
%)
o
4
]
z
<
z
=
w
&
@)
%)
=z
w
=
2
o]
7]

-
?




- o o

L ]
Sonnenschein.
SONMNENSCHEIN NATH & ROSENTHAL LLP



Tax Status

® Is a health information exchange
“organized and operated exclusively for

charitable and educational purposes”
under IRC Section 501(c)(3)?

® Must distinguish IRS private letter
rulings regarding S01(c)(6) organizations
or “business leagues,” such as medical
societies
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common bus

Iness interests of participants
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Tax Status

® Revenue Ruling 76-455

= “A nonprofit organization formed to encourage
and assist in the establishment of nonprofit
regional health data systems! ... IS operated
exclusively for scientific and educational
purposes,” and thus qualifies for 501(c)(3) status

m Activities were “not carried on to set standards
for or to police the industry but to provide ...
benetits to the general public.”
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Vendor Agreements

e Agreements between the Exchange Entity and
I'T" and other vendors

e Detail operational and performance
specifications for both vendor and entity

® Performance measurements and rewards and
penalties

e Specify key staff

e Audit rights and protocols

e Compliance with HIPAA and other regulations
e Compensation

e Intellectual property issues
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HIPAA Relationships in a “Hub and
Spokes” Health Information Consortium

e Members of the Consortium are covered entities under
HIPAA

e The hub organization is not a covered entity unless it
converts standard transactions and functions as a
health care clearinghouse

e The hub organization is a business associate of each
member of the Consortium — business associate
provisions should be included in each user agreement
between members and the hub organization

e The members are not business associates of one
another -- the members are not providing services to
or on behalf of one another
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Oversight of Hub Organization and its
Vendor by Consortium Members

HIPAA does not technically require affirmative oversight by
covered entities of their business associates — representations in
business associate agreements are legally sufficient

Covered entities are liable for privacy breaches of business
associates only if they know of an improper pattern of activity or
practice and fail to take appropriate action

But higher level of oversight may be imposed in practice given the
amount of data concentrated in a single location and the highly
structured nature of the enterprise

There may be opportunities for Consortium members to jointly
perform privacy and security oversight of the hub organization or
its' vendor through a mutually selected agent
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Health Care Operations

e li health information exchange is generating
various outcomes and utilization reports for
participants, may quality as “health care
operations” under HIPAA, which include:

= Quality assessment and improvement, outcomes
evaluation, case management and care
coordination, evaluating provider or health plan
performance and population-based activities
relating to improving health orx reducing health
care costs
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State llaw Challenges

e In working with a California data exchanges,
particular challenges were posed by
participants that were:

m “Agencies” subject to Cal. Information
Practices Act ofi 1977

m “State and local agencies™ subject to California
Public Records Act

= An agency engaged in administration of the
Medi-Cal program (Section 14100.2 of Cal.
Wellare & Institutions Code)
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Veteran’s Administration

e If a VA hospital or clinic participates in the
exchange, issues under the tederal Privacy Act
of 1974 may apply

® When a VA agency provides by contract for the
operation of a system of records to accomplish
an agency function, Privacy Act applies to the
system

e Health information exchange may not be a VA
“system of records” because if it is not “under
the control” of the VA
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Has the Data Holder Agreed to Restrict
Uses?

e HIPAA allows patients to request restrictions
on uses of data for treatment, payment or
health care operations

e Covered entities do not have to agree to all
restriction requests

e Data holders must have the capacity to
override otherwise permissible access requests
based on agreed upon restrictions

= Or data holders must all agree that it is not their
practice to agree to restrictions
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Is the Requesting Party Who They Say
They Are?

® HIPAA requires covered entities to verily
identity of parties receiving protected
health information

® Assignment of unique user 1D and
password by hub organization will be
required

® Use of digital certificates may be
warranted
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Hub Organization Responsible for Network

Security Issues
e [incryption — this is an “addressable” standard but a

risk analysis is likely to identify this as a necessary
measure for any internet-based transmission
(encryption of stored data may be deemed appropriate
as well)

® Audit trail — required for privacy and security
monitoring and could assist in meeting accounting of
disclosures mandate

e Authentication — issuance of unique user IDs and
passwords, and digital certificates if utilized

e Physical safeguards in data center (access control,
environmental control, emergency power, disaster
recovery plan, etc.)
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® Role-based access controls
® Virus protection

8 1Data back-up

® Device and media controls
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® Standards may be scalable based on Size and
resources of members
® Minimum standards may be included In user
agreements
=)
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