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Panellists

Grant Castle, Covington & Burling
Giota Papamarkou, Ipsen

Jessica Pfennig, AstraZeneca
Melda Tanyeri, EY (Moderator)
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What is digital?

Devices

Online n-g-taIWCUnnectlvlty
DefineDigital Broadband B€HhaVIOUr appilications

" WhatisDigital?

OnlineGaming Vl rtUEIWU I"l d

eBook

Digital activities: activities based on Internet or other platforms and technologies such as websites, applications, webconferences,
elnteractions

Social Media: Web-based and mobile-based technologies which are used to turn communication into interactive dialogue between
organizations, communities and individuals such as Facebook, Twitter, LinkedIn, YouTube, Viadeo, Instagram, Yammer and WeChat
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Digital health: inputs and outputs

Layer One:
information
sources

Layer Two:
integration
(information
aggregation
and retention)

Layer Three:
information
output and
delivery

Personalised Medicines/Devices

Patient Monitoring Devices Health Care Management Public/Private Health

Repositories Information Resources
Inputs relating to correct patient * Inputs relating to monitoring * Inputs relating to managing * Inputs relating to managing /
treatment decisions, e.g. from patient health consumer health more broadly educating patient populations
diagnostic/ companion devices * Inputs to facilitate ongoing e Community disease
engagement/ communication awareness websites
between patient and healthcare ¢ Diseaseregisters/
> 4———— professional biobanks
¢ > ¢ Public/private databases

v v v v

INFORMATION AGGREGATION IN REPOSITORY/DATABASE

Research Data

* Inputs relating to clinical trial
research data

v

A

v v v

Health Data Repositories

Personalised Medicine Offerings Patient/Consumer Monitoring and Health

Management Offerings

Stakeholders include:
HCPs/prescribers for record storage

¢ Stakeholders include: O

¢ Stakeholders include: ! §
*  Prescribers making treatment and *

v

Research/Market Access Offerings

Stakeholders include:

*  HCPs/prescribers making treatment
and prescribing decisions

*  Payors/HCPs making
pricing/reimbursement decisions;
outcome assessments

*  Companies for research,
monitoring and health economic
purposes

prescribing decisions

Patients monitoring disease and
treatment progress and making
informed healthcare decisions
Families/carers monitoring disease
and treatment progression; informing
healthcare decisions

Companies for research, monitoring
and health economic purposes

and use, facilitating treatment,
prescribing decisions, and other uses
Patients for record storage and use
Families/carers for record storage
and use

Payors/HCPs for pricing and
reimbursement decisions, outcome
assessments

Companies for research, monitoring
and health economic purposes

HCPs/prescribers for individual
patient treatment and prescribing
decisions and research

Patients to access own data for
education

Families/carers for education
Payors/HCPs for pricing and
reimbursement decisions; outcome
assessments

Companies for research,
monitoring and health economic
purposes
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Digital Activities and Social Media

Benefits
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Global Digital Activities
Key Challenges

Difference in rules

Rules/Requirements on content vary among countries
Disease awareness websites: risk for being viewed as disguised
: : promotion
leference In approvals Disease awareness websites and fair-balanced treatments
information
= Differences on approved product information or status
of approval among countries
Available informationin Internet not valid for all
countries or not appropriate for all audiences

(e.g., product related websites)
Risk for activities being considered as attempt for

= Need to ensure access to content by authorised/intended
audience

Some countries do not require restricted access to product
related websites

Authentication mechanisms needed including for
elnteractions and webconferences/webcasts

Data privacy

Data privacy requirements when personal or individualised
data may be collected (e.g., name, professional
information, areas of interest etc.)
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Social Media
Key Challenges

Functionalities allow for information sharing quickly and easily (share, post, like etc.)

Individuals’ re-sharing of factual information shared already by a company (e.g., approval of
new medicines/ indications) may be considered as promotion to general public

Confidential or sensitive/ non publicly disclosed information can be quickly exposed; impact
on company’s image or infringement of laws/regulations

Social Media listening and monitoring: adverse events data collection and reporting
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Digital Health

Legal and regulatory landscape

Regulation of

Medicines/Medical Devices/Other Personalised Patient Health Care Public/Private Research
Medicines/ Monitoring Management Health Data
Devices Devices Repositories Information
Added Value/Inducements/ :: : Resources

Bribery/Medical Advertising/Fraud

Health Services/Medical
Practice/Pricing and Reimbursement

Privacy/Personal Information

IT/cyber-security v v v \4 v

Product liability INFORMATION AGGREGATION IN REPOSITORY/DATABASE
Disability discrimination

Consumer protection

Environmental

Competition/anti-trust

Commercial (contract)
Corporate

Insurance

Intellectual property
Policy/government affairs
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Risk Management Process

. e e Governance : .
Risk Identification > . > Risk Raised
Review
User or team member Toll Gate 1: Governance . l
identifies a potential risk and Review (bi-monthly). Risk T?" Qate 2:
captures in a template. . g . . Risk is
is qualified. Avoid taking on reviewed

inappropriate activities.

Team Assignment
and team

assignment. l

— Quarterly Review < Routine Updates

Continue to

——
Review Risk Toll Gate 3: Risk is brought
to the quarterly risk meeting

with major stakeholders.
*Potentially Secure Funding
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Digital Risk Management
Digital Governance Scope

Website - External Monitoring and Surveillance

Mobile Apps — Tagging and Analytics Exclusions
_ _ _ Security risks
Change in legislation/Change in requirements Infrastructure risks

Brand Protection: IT Group risks

Social Media Accounts

Domains and Rouge/Counterfeit Products
Digital Reputation Damage

Internal Auditing (IAS)

Product Labelling & Content
Vendor/Supplier Management Risks

Data Protection/Privacy

Training and policies
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