THE EVOLUTION OF RISK ASSESSMENT
AND USING RISK ASSESSMENT TO DESIGN
COMPLIANCE PROGRAMS
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ELEMENTS OF AN EFFECTIVE COMPLIANCE PROGRAM

OIG Seven Elements (2003)
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3
4.
5
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7

Policies & Procedures
Compliance Officer / Committee
Training

Communication

Auditing & Monitoring
Disciplinary Guidelines

Corrective Action

DOJ Guidance (2017)

1.
2.
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Analysis & Remediation of Misconduct
Senior & Middle Management
Autonomy & Resources

Policies & Procedures

Risk Assessment

Training & Communication
Confidential Reporting & Investigations
Incentives & Disciplinary Measures

Continuous Improvement, periodic
Testing & Review

10. Third Party Management

11. Mergers & Acquisitions
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COMPLIANCE ASSESSMENT AND RISK EVALUATION

Proven propriety risk assessment methodology

Evaluates, quantifies, and prioritizes risk by
involving stakeholders across the organization

Feeds auditing and monitoring plan

Accepted next-gen risk assessment process by
the Office of Inspector General
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CARE RESULTS
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Baseline Risk Baseline Survey Results
Activity Risk — 2017 High Impact
70
Likelihood of Risk Consequence
Description | Ranking Criteria
1~ Remote Risk may only occur in exceptional circumstances.
2-Unlikely | Risk could oceur in rare circumstances. .
3 -Possible Risk could occur occasionally. ®
4~ Likely | Risk could oceur in most circumstances. Low Likelihood High Likelihood
5 - Certain | Risk i occur in most . . @ & @
hasno of the risk petiviey S .
Product Risk by Therapeutic Area / Business Unit . .
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5 =Major Mojor riskof a n’o'.b:dl ::1 abuse due to ong RereDisSEREDYIS 177 157 128 Survey Category:
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ONE COMPANY'S RISK MEASUREMENT EVOLUTION

To define the level of IMPACT locally, the following rating
scale should be used:

Risk Management in 2010

To define the local LIKELIHOOD, the following
rating scale should be used:

- . CORPORATE RMC
Affiliate Risks are reported to
To define the local MANAGEMENT CONTROL (MC), the following rating

the Corporate RMC annually 1 seals ahoild beused

gl=ll.M= wll2]]« () The colour of the risk placed on the Risk Matrix should match the colour as below
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Percentage of
Probability

Ranking Probability

Management activities and/or controls are non existent or
have major deficiencies and don't operate as intended

-.I

-]

—
—

Limited Management activities and/or controls in place,

4 high level of risk remain

Key management activities and/or controls in place, with
significant opportunities for improvement identified

IT

Other
HR
HS& E
Legal

Limited Management activities and/or controls properly designed
2 improvement and operating, with opportunities for improvement
needed identified

Local Operations — |
Sales& Markefing —» |
Local Finance — |
Local QA
Communications —» |

Local Operations -

Regulatory Affairs —» |

Pharmacovigilance —+ |

Management activities and/or controls properly designed
and operating as intended

I RISKS I
i Local Affiliate R Team |

Risk Evolution Report

Risk Evolution for: BG - Bulgaria_Comparison between 08-Jun-2010 and tod
* Area Summary Tag EEEE
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s
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ONE COMPANY'S RISK MEASUREMENT EVOLUTION

A
1

1

Risk Management in 2018

| A B C D E i G H | J K L M
| CONFIDENTIAL

Analysis and Continuous

G . - . C Mergers and
Remediation of Senior and Middle Autonomy and Standards, Policies N Training and % and p Third Party o
X Risk Assessment S Reporting and gk G R Acquisitions (Due
Underlying Management Resources and Procedures Communications S Disciplinary Measures | Periodic Testing and Management e
g Investigation . Diligence)
Misconduct Review

How mature is your How mature is the

How mature is the

What is your For current activities, How mature is your How mature is your

How mature is your

Affiliate's process for compliance-oriented |Compliance strul

How mature is your  If your Affiliate
H

What is your Affilates
J

267 2.67 275

serious deviations and culture in your within your Affill
concerns tracking, Affiliate (tone at the |(e.q., staff expe] 1
analysis, reporting, top, open qualified 2 Risk assessment
follow up, and etc.)? |p i 3 Senior and Middle Management Commitment
Guidance Quesitons to discipline? 4 Policies and Procedures
assist in rating: fr! -
H 5 |Training and Communications
4 )>| 6 Autonomy and Resources
7 Third Party Management
8 Mergers and A (Due Dil
9 |Data Privacy
Reglon XYZ Example_|Country ABC Example] | 10 (Corftental Reporting and Investigation
11 |Analysis and Ri diation of Underlying Mi duct
! 12 ives and Discipiinary M
| 13 Centinuous Improvement, Periodic Testing and Review
14
15
Level 1: Effort Stage 16
| Meeting Minimal 17
18
19
Risk assessment
20 Score of 12 Elements
21 Adjusted Score Incentives and Disciplinary Measures
22 Analysis and Remediation of Underlying Misconduct
23
24 Third Party Management
25 Continuous Improvement, Periodic Testing and Review
26 Confidential Reporting and Investigation
7
:8 Training and Communications
29 Senior and Middle Management Commitment
30 Data Privacy

3 Instructions

3
INIEICHOIIVETAN Operational Assessmer

Mergers and Acquisitions (Due Diligence)
Autonomy and Resources

Standards, Policies and Procedures
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