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Target audience/ recruitment criteria: 
•Senior individuals in global companies: Finance 
(excluding audit), Internal audit & risk, Procurement, 
Legal, Compliance, Investigations, 
Business/management 

•Companies with over US $100 million annual revenue, 
over 50% greater than US $1 billion

•Criteria:  Must have decision-making responsibility 
around the company’s anti-fraud and anti-bribery efforts, 
compliance monitoring and investigations: involved in 
decisions around policy and procedures, implementation 
of tools, evaluating results

•Respondents are users of forensic data analytics only

•Research period: November 2013 and January 2014 
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Survey approach

This work has been conducted in accordance with ISO 20252, the international standard for market and social research

Markets Count
Americas 105
US 65

Brazil 40
EMEIA 200
France 40

Germany 41

India 40

Italy 40

UK 40

Asia Pacific 160
Australia 40

China / HK 40

Japan 40

Singapore 40

TOTAL 466

Telephone interviews conducted globally with leading companies

EY Global Forensic Data Analytics Survey 2014



Introduction: 
Global Forensic Data Analytics Survey 2014

63% of LS companies agree they need to do 
more to improve their anti-fraud/anti-bribery 
procedures, including the use of forensic data 
analytics (FDA)

80% of LS companies responded that the Board 
of Directors is a top beneficiary of FDA (higher 
than any other industry)

63% of LS companies say that big data 
technologies can play a key role in fraud 
prevention and detection

Single biggest FDA challenge for LS companies: 
Getting the right tools or expertise for FDA



Using FDA to address 
risk

Q: Please tell me to what degree this is of concern to your 
company. Base (466)

Top fraud risk concerns are aligned with FDA
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Q: In which of these risk areas or types of 
fraud does your company use FDAs when 
investigating fraud and bribery?  Base: 
(466)

Global EY FIDS Forensic Data Analytics Survey 2014



FDA uses - Sector discussion

Q: In which of these risk areas or types of fraud does your company

 

use FDAs when investigating fraud and bribery?  Base: (466)

Global EY FIDS Forensic Data Analytics Survey 2014

Transportation Financial 
services

Life 
sciences

Oil and gas Manufacturing 

Consumer 
products/ 

retail/ 
wholesale

Technology, 
communications 

and 
entertainment

Mining Power and 
utilities

Bribery and 
corruption risk 82% 66% 80% 76% 74% 74% 61% 90% 77%

Money 
laundering 30% 80% 24% 29% 23% 31% 17% 24% 17%

Asset 
misappropriation 82% 56% 78% 86% 71% 85% 70% 90% 74%

Financial 
statement fraud 79% 54% 67% 63% 71% 68% 52% 62% 51%

Mergers & 
acquisitions 42% 25% 43% 29% 48% 30% 26% 41% 32%

Capital projects 45% 34% 50% 65% 58% 53% 48% 72% 83%

Other 6% 16% 11% 8% 10% 4% 13% 0% 13%
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Total

Spreadsheet tools such as Microsoft Excel 65%

Database tools such as Microsoft Access or Microsoft SQL Server 43%

Continuous monitoring tools, which may include governance risk and 
compliance (GRC) tools (SAP, SAI Global, Oracle)

29%

Text analytics tools or keyword searching 26%

Forensic analytics software (ACL, iDEA) 26%

Social media/web monitoring tools 21%

Visualization and reporting tools (Tableau, Spotfire, QlikView) 12%

Statistical analysis and data mining packages (SPSS, SAS, R, Stata) 11%

Big Data technologies (Hadoop, Map Reduce) 2%

Voice searching and analysis (NEXIDIA, NICE) 2%

Low adoption of more sophisticated FDA tools

Q: From the tools mentioned, which, if any, are you currently using

 

in your organization? Base (422) 
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Total Mining Oil & Gas Power & 
Utilities

Financial 
Services

Life 
Sciences

Other 
Sectors

Spread Sheet Tools Such As Microsoft Excel 65% 57% 53% 73% 55% 55% 76%

Database Tools Such As Microsoft Access Or 
Microsoft SQL Server 43% 13% 38% 46% 44% 43% 48%

Continuous Monitoring Tools, Which May Include 
Governance Risk And Compliance Tools 29% 35% 30% 41% 26% 36% 25%

Text Analytics Tools Or Keyword Searching 26% 22% 17% 34% 21% 28% 29%

Forensic Analytics Software (ACL, Idea) 26% 26% 23% 32% 24% 36% 23%

Social Media/Web Monitoring Tools 21% 4% 15% 20% 23% 21% 23%

Visualisation And Reporting Tools 12% 4% 11% 10% 11% 13% 14%

Statistical Analysis And Data Mining Packages 11% 4% 6% 20% 14% 15% 9%

‘Big Data’

 

Technologies 2% 0% 2% 2% 3% 4% 1%

Voice Searching And Analysis 2% 0% 2% 0% 3% 4% 2%

I Am Not Aware Of Any Such Tools. 0% 0% 0% 0% 0% 0% 0%

Tools currently used in organization – sector breakdown

Q: From the tools mentioned, which, if any, are you currently using

 

in your organization? Base (422) 
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Key benefits of FDA 
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Q:  What do you think are the main benefits of using Forensic Data Analytics in your anti-fraud and anti-bribery program?

 

Base: 
(466) C-Suite (56)
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Key benefits of using FDA – sector breakdown

Q:  What do you think are the main benefits of using Forensic Data Analytics in your anti-fraud and anti-bribery programme?

 

Base: (466)

EY Global Forensic Data Analytics Survey 2014

Total Mining Oil & Gas
Power & 
Utilities

Financial 
Services

Life 
Sciences

Other 
Sectors

Enhances our risk assessment process 90% 97% 90% 91% 87% 94% 90%

Able to detect potential misconduct that we 
couldn’t detect before 89% 93% 86% 85% 91% 91% 88%

Offers better comparison of data for improved 
fraud risk decision-making 82% 86% 78% 81% 86% 83% 81%

Assists in planning our audits or investigative 
field work 82% 83% 82% 87% 81% 83% 81%

Earlier detection of misconduct 82% 79% 67% 89% 92% 80% 78%

We can review large amount of data in a 
shorter period of time 79% 79% 84% 77% 83% 72% 77%

Cost effective 63% 72% 57% 60% 64% 59% 63%

Able to analyze non-structured data formats, 
alongside structured data formats to identify 
potential misconduct

62% 69% 57% 70% 58% 67% 62%

Other 4% 0% 4% 6% 4% 2% 5%
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FDA benefits extend high into the organization
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Q: Who are the primary users or beneficiaries of your forensic data

 

analytics?

 

Base: (466)
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Primary users of FDA – Sector discussion

Q: Who are the primary users or beneficiaries of your forensic data

 

analytics?

 

Base: (466)

Total Mining Oil & Gas
Power & 
Utilities

Financial 
Services

Life 
Sciences

Other 
Sectors

Internal audit 84% 79% 92% 87% 81% 78% 85%

Corporate executive management 81% 79% 82% 83% 79% 83% 81%

Legal or compliance 77% 76% 69% 74% 90% 91% 67%

Board of directors 68% 72% 73% 62% 61% 80% 69%

Business unit managers 70% 69% 61% 77% 74% 76% 67%

Internal investigations or business integrity 61% 62% 53% 60% 67% 63% 60%

Other 14% 7% 8% 15% 17% 22% 13%

Don’t Know 0% 3% 2% 0% 0% 0% 0%
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Opportunity to improve
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We need to do more to improve our 
current anti-fraud and anti-bribery
procedures, including the use of 
forensic data analytics.

63% of LS companies agree



Big data has big potential

►

 

72% of respondents believe that emerging big 
data technologies can play a key role in fraud 
prevention and detection. 

►

 

Yet only 7% of respondents are aware of any 
specific big data technologies, and only 2% of 
respondents are actually using them. 

►

 

For those survey respondents integrating more 
advanced FDA technologies, including big data 
processing capabilities, data visualization, 
statistical analysis or text mining, we see 
notable differences in FDA results and 
recoveries, among other observations.
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Data volumes are relatively low compared to company 
revenues
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Total Mining Oil & 
Gas

Power & 
Utilities

Financial 
Services

Life 
Sciences

Other 
Sectors

0 to 10,000 records 33% 41% 41% 40% 21% 26% 38%

10,000 to 100,000 records 19% 31% 20% 21% 17% 22% 16%

100,000 to 1 million records 20% 14% 16% 17% 31% 15% 19%

1 million to 10 million records 7% 7% 6% 11% 11% 4% 4%

10 million to 100 million records 3% 0% 2% 0% 6% 4% 4%

100 million to a billion records 0% 0% 0% 0% 0% 0% 1%

Over a billion records 2% 0% 2% 0% 4% 0% 2%

Don’t know 15% 7% 12% 11% 10% 30% 16%

Data Volume – sector breakdown

Q: What data volume do you typically work with in your forensic data analytics tasks? Base (466)
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The biggest FDA challenges 
What is your single biggest challenge or requirement in your 
organization?

Global EY FIDS Forensic Data Analytics Survey 2014
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Single Biggest Challenge – sector breakdown 

EY Global Forensic Data Analytics Survey 2014

Total Mining Oil & 
Gas

Power & 
Utilities

Financial 
Services

Life 
Sciences

Other Sectors

Getting the right tools or expertise for FDA 26% 31% 22% 30% 23% 31% 24%

Challenges with combining data across 
various IT systems 15% 21% 14% 11% 15% 17% 16%

Improving the quality of the analysis 
process 15% 10% 16% 17% 21% 9% 14%

Convincing senior management or the 
company about the benefits of FDA 10% 14% 10% 11% 7% 13% 10%

FDA is too expensive 10% 7% 6% 17% 8% 9% 10%

To prevent fraud rather than discover fraud 9% 10% 12% 9% 11% 6% 7%

Poor quality or lack of accuracy in the data 8% 7% 6% 11% 12% 6% 7%

Difficulty in adapting FDA to comply with 
different regulations in various markets 6% 10% 4% 2% 9% 13% 4%

Challenging to spreading the FDA culture 
across different Business Units 6% 14% 6% 2% 6% 2% 7%

A lack of human resources or manpower to 
operate FDA 5% 7% 4% 4% 7% 6% 4%

Q: Last question, with respect to forensic data analytics, what would you say is your single biggest challenge or requirement in

 

your 
organization? (466)



FDA technology examples
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CONFIDENTIAL INFORMATION: Do not disclose © Ernst & Young LLP 2013 19

Need for an integrated approach to addressing the 
“big data” challenges in compliance monitoring

Social Media 
Monitoring

Advanced Email 
Monitoring

Publications 
Monitoring

Promotional 
Materials on Mobile 

Devices

Medical Science 
Liaisons Monitoring

Meals & 
Entertainment Speaker Programs Call Planning & 

Incentive Comp

Samples Distribution Medical Information 
Requests

Education Grants, 
Sponsorships

Fee-for-Service Investigator-Initiated 
Studies

Emerging monitoring activities may include…

Vendor Payments

3rd Party Watch List 
Monitoring Distributor & Sales Charity & Donations
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EY Life Sciences Counter Fraud, Powered By IBM

3

Meal 
Interactions

Speaker 
Programs

PIR 
Requests

Sample 
Distributions

Call 
Interactions

Rep Ranking
Model

HCP Ranking
Model

Educational
Materials

Consulting
Agreements

Advisory
Boards

Expert
Input Forums

Application of testing metrics co-developed by 
Compliance & EY into a risk scoring model 
focused on identification of high risk 
interactions between Reps & HCPs

Results deployed using data visualization and dynamic querying to provide 
comprehensive compliance review across disparate data sources
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Predictive Modeling: 
Model “recommends” high-risk transactions similar to tagged transactions, 
by category

Life Sciences FTC and SEC Compliance within Social Media April 28, 2014
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EY Life Sciences Counter Fraud, Powered by IBM

IBM System X Hardware, InfoSphere BigInsights, InfoSphere Streams, Data Explorer and SPSS

Recognized Big Data 
leader

Pre-configured 
appliance

Advanced text mining 
(e.g., Watson)

Streaming analytics

User friendly

Massively scalable

►

 

Rogue employees
►

 

Rogue HCPs
►

 

Speaker programs
►

 

Anti-corruption / FCPA
►

 

Cyber security
►

 

Financial fraud
►

 

Vendor management
►

 

Transaction monitoring
►

 

3rd

 

party due diligence

Compliance & Anti-

 
Fraud management

Big Data 
management

Proprietary library of 
analytics, for LS 

Effective reporting & 
visualizations

Global perspective
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Social Media Analytics – high risk vendors, customers 
or employees (live feeds from Twitter and other sources)

April 28, 2014
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HCP Risk Scoring – integrating multiple data 
sources

Life Sciences FTC and SEC Compliance within Social Media April 28, 2014
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Speaker program monitoring – based on recent EY 
investigative support models

Life Sciences FTC and SEC Compliance within Social 
Media April 28, 2014



Q&A
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