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A systematic approach to answering

compliance questions

Efficiently sift through volumes of data and
uncover unusual patterns before the anomalies
manifest into incidents that could lead to costly
and lengthy investigations.
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Driver of analytics

VOLUMES OF DATA & COMPLEXITIES OF OPERATIONS

Creating significant challenges to effectively and consistently monitor for
operational/regulatory/financial risks.

REGULATOR’S EXPECTATIONS

The bar has been raised on what constitutes an effective monitoring and
testing program.

EVOLVING REGULATORY ENVIRONMENTS
Evolving regulations, overlapping jurisdictions, and recent enforcement trends.

IMPROVED OPERATIONS & COMPLIANCE

Adopting forensic data analytics improves adherence to company policy and
enhances fraud prevention and detection.
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Top risks we are seeing

» Bribery and corruption risks — transfer of values
» Regulatory compliance

» Fraud and abuse
Increasing Stakeholder Population

O

PAYORS c

» Third-party integrity
» M&A due diligence

PROVIDERS
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Breaking down the risks

Speaker programs

Meals, travels, & entertainment
Vendor payments

Distributors & other 3 parties
Samples distribution
DRIVING

Medical information request

Grants and sponsorships

VALUES

Charity & donations
Sales and incentives
Social media

Fee for service

vy v v v v v v v v v v.yY

Call planning and incentives
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How are global pharma companies
responding?

» Teaming between compliance, legal, and internal audit to
test and monitor risks

» Integrating new analytics to ask more sophisticated questions

( Text ) ( Predictive ) ( Social
. Analytics ] [ Analytics | Media )
Social ) ( . o ) ( Risk
) Visualization )
L Media J L J U Modeling )

» Integrating proactive analytics to broader enterprise risk
management

» Establishing a Center of Excellence approach to drive values

» Moving away from sampling and test 100% of data
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Adoptions across industries

2014 Global Forensic Data Analytics Survey

Consumer

. inancia L|fe . . roducts TEE Irelomy: . wer and
Transportation ';ervicesl Sciences Oil and Gas Manufacturing :VE%:!;; E(;(t)é?trgi.r,]%r::n Mining P?Jtiliti:s
Bribery and
C_olr(ruption 82% 66% 809 76% 74% 74% 61% 90% 77%
risks
e 30% 80% 24% 29% 23% 31% 17% 24% 17%
Asset
misappropria- 82% 56% 78% 86% 71% 85% 70% 90% 74%
tion
Financial
statement 79% 54% YA 63% 71% 68% YA 62% 51%
fraud o
’ N

on 42% 25% \ 43%)  29% 48% 30% 26% 41% 32%

; \\h —’v’
s 45% 34%  50%  65% 58% 53% 48% 72% 83%
Others 6% 16% 11% 8% 10% 4% 13% 0% 13%
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Room for improvements
2014 Global Forensic Data Analytics Survey

» 63% of LS companies agree they need to do more to improve their anti-
fraud/anti-bribery procedures

» 63% of LS companies say that big data technologies can play a key role in
fraud prevention and detection

Data volumes analyzed are relatively small
Data sources analyzed not aligned with technology

Mot such big datal!

Total
Spreadsheet tools such as Microsoft Excel 65%
Work with : Continuous risk monitoring tools (SAP, Oracle) 29%
et Text analytics and keyword mining 26%
Forensic analytics software (ACL, IDEA) ‘2__6%)

Social media monitoring .1/21%‘\

Visualization 1)
or fewer Statistical analyses and predictive modeling 1%
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What are the challenges?
2014 Global Forensic Data Analytics Survey

Getting the right tools or expertise for forensic data analytics
Challenges with combining data across various IT systems 15%
15%
10%
10%
To prevent fraud rather than discover fraud
Poor quality or lack of accuracy in the data
6%
Spreading the data analytics culture across different business units SR
9%
2%
4%

6%
6%
5%
5%
4%
3%
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Big data approach to
compliance analytics

In our experience, no one tool or technique “does it all”.

Analytics about having the capacity and capabilities to
develop a customized solution + the domain knowledge to
contextualize results.
antitative
analysis
Text
analytics
Meal & Call Educational Geospatial
Interactions Materials analysis
Speaker Social ‘

Programs Media Rules based tests

PIR Accounts o _
Requests Payable Stratifications
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Show me, don’t tell me

Visualize results to promote consumption

Mapping of
G&E

activities
based on
locations to
understand
trends

Expense Type Stratification

thcare Profession..

Airfares
Hotel

Staff Entertainment and Meals

Pilot Gifts, Travels, and

Entertainment Monitoring

Ex unt

55,969,219.93

55,258,870.24

Conference-Seminar Fees

Meals-Business travel
Mestings Others
Cell-mobile phone
Sundry-Supplies
Parking

Archiveistorage services

Taxi - Bus Fares
Hotel Tax

==}
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ification Dashboard 3 Text Analytics Dashboard

I 52067 13403

Transactions Over Time

Tran

June 2014

oo
i3
£ s
33
3

December 2013

Vendor Stratification

Distinct
e
ount  Amount
4.41
United Airlines
Delta Air Lines

British Airw:

n Airlines
Southwest Airlines
Hilton Hotels

Null

Hyatt Hotels
CAREY

Courtyards

Westin Hotels and..

£ Risk Ranking

Summary

Total Number of Total Reimbursement

xpe:

Employee Stratification

Ei Funi
Meeting Events, Rob

Gastineau
Poulton, Jeffrey
Meeting Events,
Meagan King

DePaz, Edward M

Bedard, Anny

Meeting Events, C
Marhtilian

Attendee Details

d_na
k

no shows

jeannine firestone

see attached list for na..

david pizzi

paul casa

kelly urbaczewski

w w w

P

Transaction Date

Company Code
(A1)
Employee

(an)

| Expense

Attendee Type
(Al

Mis-categ
(A1)

HCP Amount
> 525 Limit

(Al

P Prohibited State

[All)

(Qut of Office HCP

eal > $100

Al

Function

(an

MSL Employees

()

Payment Type
Purpose

tegor
with HCP A

(All)
‘Weekend | Holiday

01

of Pocket
'S

Educational Materials
00 Per Year

Misc Transaction

(All)

Number of Non Pre:
0

by integrating data

sources such as CRM

Hdrn %

Suite of tests specifically tailored to each
organization. Results can be filtered based on
functional attributes. Specific anomalies can
highlighted based on multiple dimensions.

f

Look for
expenses
that may be
mis-
categorized
for potential
policy non-
compliance

EY



The power of unstructured data

Text analytics plays a key role in an effective compliance monitoring framework.

oy ot

(Al

Total Number of Ex| Amount USD | Business Unit

(Al

Word Cloud

:F;rn - ;},;:'.En(wpe Unsupervised

fee | registration - X i xpense Type approaCh to teXt
fee | invoice 4 . (A mining by tabulating

book; fee eting | hotel | fes | cai

o e T meloyes frequency of nouns
membership 3 0! office | home | corporate i

— EOE binati f
T — et or combination o
membership; fee Jee | support | order ! L0 - jan nouns

kol -

ransaction Date

Text Detail

Purpose Comment Report Name Expense Type Vendor Payment Type Employee  Business Unit

Underlying details
that include full
content from free-text
fields to support
review and contexts.

Qomment

B8 Stratification Dashboard ES Text Analytics Dashboard B3 Risk Ranking

marks 1 row columns
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Use risk ranking to quantify exposure

Weights HCP Ranking

EYBLlI(Img a better
working world

Specialty

(Ally 18 values

o~

Meal Interactions

HCP Ranking

HCP Name

Speaker Programs

TILLIE DIEDERICH

FRANCESCA VANDENBERG
CARLY SANTACRUCE

CATHI PUGLIARES
LINHN TEAGARDEN
ISAAC BOXER
LAURI RIGGLES

Specialty

Samples

Fee For Service

ENDOCRINOLOGY

FAMILY MEDICINE
PEDIATRIC INFECTIOUS DISEASE

ENDOCRINOLOGY
FAMILY MEDICINE
CARDIOVASCULAR DISEASE

MEDICINE

HCP Risk Score

HCP Rank ~

Risk Score Trend

PEDIATRIC INFECTIOUS DISEASE
PULMONARY GRITICAL GARE MEDIGINE
NEUROLOGY
enpocrinoLocy [
PULMONARY DISEASE
CARDIOVASCULAR DISEASE [N
OTOLARYNGOLOGY

ALLERGY AND IMMUNOLOGY »
CARDIOVASCULAR DISEASE ‘ ASUNCION LINWOOD INTERNAL MEDICINE .32 8 OBSTETRICS & GYNECOLOGY _

CRITICAL CARE MEDICINE-IM ALAN MONTERROZA OBSTETRICS & GYNECOLOGY 41 z ALLERGY AND IMMUNOLOGY
EMERGENCY MEDICINE DIONNA DECELLE INTERNAL MEDICINE GENERAL PRACTICE
ENDOCRINOLOGY ELOISA CAUTHON FAMILY MEDICINE
FAMILY MEDICINE BESS BLASKO PULMONARY DISEASE Py wEpICin. I
INTERNAL MEDICINE [
MARTA LAIB INTERNAL MEDICINE FEDIATRICS
TREVOR GANGEMI PULMONARY DISEASE EMERGENCY MEDICINE
SOMNA POKORNEY INTERNAL MEDICINE
RINA GERO CARDIOVASCULAR DISEASE CRITICAL CARE MEDICINE-IM
ALIZA HOEHNE FAMILY MEDICINE GYNECOLOGY
ALLEN VANNATTA PULMONARY CRITICAL CARE .. ] INTERNAL MEDIGINE, PEDIATRICS
LUCLANO SLINKER INTERNAL MEDICINE ) GASTROENTEROLOGY
TEQUILA JAGOW INTERNAL MEDICINE

Reset All Graphs LAURENA KLINGER NEUROLOGY ) 000 2000 40.00 80.00 80.00  100.00 120.00 140.00

REUBEN KILLAY FAMILY MEDICINE L Avg(HCP Risk Score) = + =

Specialty -

HCP Name Specialty HCP Risk Score - FFS 1 Calculated FF5.1 FFS 2 Calculated FF5.2 FF5_3 Calculated FFS. Metrics: LINN TEAGARDEN CATHIPUGLIA... LAURIRIGGLES ISAAC BOXER ASUNCI
CATHIPUGLIARES ENDOCRINOLOGY 136.81 0.00 0.00 0.00 0.00 0.00 0.00 FF§ 1: Annual spend just below cap 0.00 0.00 0.00 0.00
LINN TEAGARDEN FAMILY MEDICINE 127.07 0.00 0.00 0.00 0.00 0.00 0.00 FF§ Z:Payment in excess of annual cap (Amount) 0.00 0.00 0.00 0.00
ISAAC BOXER CARDIOVASCUL... 123.96 0.00 0.00 0.00 0.00 0.00 0.00 FFS 3: Payment in excess of annual cap (Number) L 0.00 0.00
LAURI RIGGLES FAMILY MEDICINE 108.25 0.00 0.00 0.00 0.00 0.00 0.00 ME 1: High number of interactions 0.86 0.00
ASUNCION LINW...  INTERNAL MEDIC... 104.32 0.00 0.00 0.00 0.00 0.00 0.00 ME 2: High dollar amount for interactions 3
ALAN MONTERR... OBSTETRICS & ... S4.41 0.00 0.00 0.00 0.00 0.00 0.00 ME 3: Above average interaction amounts 5
DIONNA DECELLE  INTERMAL MEDIC... 85.40 0.00 0.00 0.00 0.00 0.00 0.00 ME 4: High number of meals over per person limit 2.50 1.88
ELOISA CAUTHON FAMILY MEDICINE 72.42 0.00 0.00 0.00 0.00 0.0 0.00 ME 5: High dollar amount of meals over per person limit

ME &:Interaction with a high number of reps 0.60

ME 7: High dollar amount expense attributable to single... 985 977

PIR 2: High percentage of off-label as portion of total PIR... 0.00 0.00

PIR 3: High volume of orders of educational materials 0.00 0.00

5D 1: High volume of samples (Product Level) 0.00 313

5D Z: High volume of samples (Specialty Level 0.00 0.00




Reinvigorated application of statistical
techniques

» “Show me other similar risky transactions” — recommendation
engine

» Establishing “norm™ across regions
» Risk exposure and potential damage assessment

» Near real-time transactional monitoring
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Emerging compliance risks in the
soclal media sphere

Risk Continuum

. Sponsored /
Owned by the Contracted by Linked to the Contributed by
company the company company

the company

..................
pppppppppppp
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Driving value across the enterprise

Collect data once, repurpose many times!

' Objectives that the
organization wishes to

Business Objectives

Improve Cash Flow Operational Effectiveness
il e
' The domains / processes are \ Finance Human Tax | Contract & Supply Fraud Assets, Others

Resources Treasury Delivery Chain Analytics Leases

identified. These may vary - - :
GL Payroll Depreciation Contracttype, | Vendor risk * FCPA Asset/Lease Data quality
based on the focus of the Analytics | Analysis risk analysis profiling analytics cost analysis analysis

Organization and the Ratio HR Master Policy Contractterm | Aliance, cost * Anti Money Uisa / Buy
. e Analysis data analysis compliance analytics benefit analysis WETLLENT decisionreview | dats issues
. availability of data. ) = 4 = . g -
S - Erofitability Payroll Over Reconciliation ey Spend Variance Total cost of S0D impact
‘I.d} payments Analyzis SLA analytics analytics as5als review analytics
N Analysis
i compliance

Every ‘Analytic’ is aligned

. LA . AR, Credit Talent Mgmt Intercompany LT ST Client initiated 11T Depreciation Security
with a specific business piidrplar Analysis trend procurement WUUEIIRITTEN impact data
. . . . ¥ analysis analysis analytics
objective (indicated by the : - : o
. .. ey Time & Compensation VAT Caollection Discountterms, * E-discowvery Capitalization | Close metrics
color codlng on this ‘Quilt’. Expense | Analysis compliance analysis use anakytics analytics reviews performance
This helps establish the AnSve
Category * Text mining Lease Revenue

Management payment recognition

- Overtime Tax rate Contractcash
. desired outcomes. Cash Flow RIS analytics flow analysis
N » raly s analytics
Conlract cost | Acquisifion * Other fraud QECECTAFEEITIN Project
analyfics Siralegy review UL risk analytics [T
eslimation

{ The analytics are developed W Yo s | oy

i in a sustainable manner and snalysis

E combined to provide overall » { Assess risks, detect issues, predict anomalies...
insights per the defined

\_objectives and outcomes. y

S~
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Thank you.

TAKA ARIGA .

big data thinking

*

Fraud Investigation & Dispute Services
taka.ariga@ey.com

+1 202.327.7028

Ernst & Young LLP

VINCENT WALDEN

Fraud Investigation & Dispute Services
vincent.walden@ey.com

+1 212.773.3643

Ernst & Young LLP
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EY | Assurance | Tax | Transactions | Advisory

About EY

EY is a global leader in assurance, tax, transaction and
advisory services. The insights and quality services we
deliver help build trust and confidence in the capital
markets and in economies the world over. We develop
outstanding leaders who team to deliver on our
promises to all of our stakeholders. In so doing, we play
a critical role in building a better working world for our
people, for our clients and for our communities.

EY refers to the global organization, and may refer to
one or more, of the member firms of Ernst & Young
Global Limited, each of which is a separate legal entity.
Ernst & Young Global Limited, a UK company limited by
guarantee, does not provide services to clients. For more
information about our organization, please visit ey.com.

Ernst & Young LLP is a client-serving member firm of
Ernst & Young Global Limited operating in the US.

© 2014 Ernst & Young LLP.
All Rights Reserved.

1402-1196736

This material has been prepared for general informational purposes
only and is not intended to be relied upon as accounting, tax, or other
professional advice. Please refer to your advisors for specific advice.

ey.com
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