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Privacy and ID Theft: Part of a Broader Risk Program

What risk are we trying to manage?

Reputation/Brand

Operational

Conse%uences |

Legal/Regulatory

Financial
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The Nature of Pll: Protecting an Evolving Asset

Data is an asset with multiple attributes. The value associated with
data is determined by its attributes, context within the enterprise and
associated risk.

The nature of data changes over time, as it is stored, used and shared.

Recu r5|ve
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The Privacy and Data Protection Environment

Many Requirements

Brand and Competitive

International National State/Provincial Contracts Policies Industry and
Reqgional Responses US Gramm-Leach- California SB1 Clients Privacy Policies Professional
EU DPD, APEC Privacy Bliley NY Security & Partners Security Policies Standards
Framework, Safe Harbor Canada PIPEDA Notification Vendors AICPA/CICA

(EEA — U.S)) Australian Privacy Act British Columbia Bill 73 Seal Programs

Addressing Use, Protection, Accountability

Use and Control Cross-Border Records and Data Information Identity Theft Marketing

of P11 Data Flows Retention Sharing -Targeted
-Unwanted

Requirement Commonalities
Front-end Obligations Back-end Obligations

What can the information be used for? Can the PII be shared? How must the information be protected?
What must the individual be told? How is the information What information must be provided to the individual?
What choices does the individual have? kept accurate? How long can PIll be retained and how must it be

What can the individual request? Can the information be destroyed?
transferred across Who must be told if something goes wrong and what

borders? redress rights does the individual have?
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Understanding the Totality of Problem

e Technical definition:

— A fraud committed or attempted using the identifying information of anther person . . .
— “ldentifying information” means a name or number that can be used alone or in conjunction with

other information to identify a specific person including:

* Name, SSN, date of birth, drivers license, alien registration, passport, taxpayer id

» Unigue biometric data

» Unique electronic identification number, address or routing code

« However, broader than technical definition:

— Disclosure requirements are triggered when an individual or business knows or reasonably believes
there has been a security breach impacting personal information (i.e., identifying information) (CA

SB-1386)

— A “security breach" typically means unauthorized acquisition/access of unencrypted personal

information (CA SB-1386)

ldentity Theaft

Practical Problam

Potential Unauthorized Acc

Individuals

Uncertainty
Significant Time/Cost
Less likely to buy
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Rlotificatigns

Company

Reputation
Significant Time/Cost
Impedes Initiatives




Common Privacy Challenges

Organizations face multiple challenges in meeting privacy demands:

— Creating a privacy strategy that accounts for a complex, multi-regulatory, and
changing environment

— Driving policy into business practices and technology

— Managing customer and employee concerns and perceptions across differing cultures
and multiple industries

— Reconciling inconsistent practices among affiliates and regions

— Managing the data lifecycle (legacy, current, and future)

— Knowing how Pl is acquired, what they do with it, where it is,

who it is shared with, and how to dispose of it

— Adopting privacy values throughout the enterprise AN A

— Coordinating incident response and investigations Processes

Most common mistakes: DISCONNECT
— Rushing to policy

— “Failing to do what you say you do” Technology
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Bringing Analytical Rigor

Understanding environment
— Process centric

Rationalizing requirements

Developing risk criteria
— Origin

— Type

— Use

— Environment

Prioritizing

Use/scenarios

Common controls
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Data Protection Program Methodology Map

Deloitte & Touche
Risk Calculator

Deloitte & Touche
DPI Tool

DISCOVER EVALUATE
N'IRuItlnTmtonal Contractual Industry Government
eIl Requirements Standards Frameworks
Requirements
Business Process N Risk-based / [ [ [
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S | N Enterprise Requirements
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Requirements
ANALYZE
Data Life Cycle&
" usecases |
Program Deloitte & Toucheg
Deloitte & Touche| Design Assessment Tool Deloitte & Touche
Privacy Metrics and
Handbook Reporting
DESIGN & IMPLEMENT ‘ IMPLEMENT & MAINTAIN
K Data Protection Program
Governance: Sherations Communications o‘;’ir)?:t;zzlslze Communications .
Organization and | ¥ Bloceduiesgloals > Training & »  Procedures | Training & R WIS E Chenge
- and Value Measurement Management
Policies S Awareness Common Controls Awareness
optiol and Remediation
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Responding to a Privacy Incident

Privacy incidents can have a broad impact and lasting implications

Response must be programmatic

— Thought through
— Risk-based
— Tactical and strategic

Early issue spotting is critical — for instance:

— Lost data may have the same consequences as a hacking incident
— Notice (who to tell, what to tell and when) may not be simple

— Duties and obligations may not be clear and might conflict (customers,
partners, regulatory agencies, law enforcement)

Post-incident analysis is essential

— Address the root-cause
— Update the program based on lessons learned

e Practice
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Incident Response Program

= Create testing schedule
= Develop scenarios and test cases
« Conduct tests and practice sessions 5. Evaluate

« Prioritize and plan remediations IRP :
P 1. Define

NQP Strategy

Incident
4. Establish Response
. Establis
ommunications Program

Plan

e Communicate IRP to
stakeholders

e Establish internal and external
communications strategy

= Conduct training and awareness

Develop policies

Develop standards, including types
and levels of incidents

Develop procedures
Design templates
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Develop executive sponsorship
Develop objectives

Define scope

Document charter and strategy
Tied to related programs (BCM)

Define roles and responsibilities

Identify requirements and resources

Develop organizational structure

Define budget
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