PATIENT SAFETY

chigving

high reliability: Other industries

can help health care’s safety fransformation

By Jeffrer I* Brown, MEd,

IMTRCDUCTION
Health care organizations are systems. They are characterized as
such by the complex interrelationships and interdependencies among

people and technology organized to care for patients. Because many

routine processes and technologies of health care carry significant
risk of infuring patients and providers, health care systems in the
event of failure may also be characterized as “high consequence”
SYSEEmS.

Extensive research has been conducted in organizations that
manage high-risk, high-consequence processes with fow rates of
failure and harm. These organizations have been called “high relia-
bility organizations” (HROs). Health care institutions are struggling
with the challenges of transitioning from high-consequence, low
reliabdlity to high-consequence, high-reliability,

This report provides a theoretical framework for exploring
accidents as decision side effects, propagating from afl fevels of the
U8, health care system. This theoretical framework will helps us
explore the safety merits of five key traits of highly reliable organi-
zations. A brief discussion of froadine communication and interaction
strategies that appear to support the emergence of these traits in health
care organizations is folfowed by thoughts on the role cross-industry
collaboration plays in supporting progress toward high reliability,

BACKGROUND

Dring the latter half of the 20th century, advances in medical
knowledge and technology profoundly improved our chances of
avoiding or surviving #lness and trouma, Yer, attendant with these
advances, escalating social and fechnical complexities have created
sadety prohlems.

Patients are too frequently injured by organizaton and mumn-
agemen! straegies that were appropriate to a much earlier time when
health care was provided by smalier numbers of caregivers with
limited coordination needs and fewer diagrostic and therapeutic
techaologies. (1, 2, 33 The Instituie of Medicine (JOM} has recom-
mended that health care organizations adopt principles and practices
that have epabled organizations in other industries, such 25 air
fransportation and suclear power generation, © operaie high risk
processes with comparatively low rafes of failure and harm (1, 43
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ligh-sisk /high-consenvence common ground

Although health care organizations may seem to have little similarity
to organizations involved in air wravel and nuclear power, the following
atiributes establish common ground.

Social and technical complexity: The number and diversity of
roles, process interdependencies and interrelationships among peo-
ple and technology establish health care organizations as complex
“socio-technical” systems,

High-risk/high consequence: Risks associated with the manage-
ment of complex care processes, potent medications and sophisti-
cated technologies are compounded by the risks associated with the
diseases and injuries for which patients receive care. Because fail-
ure in managing these high-risk processes and technologies may
cause injury or death, the provision of health care is both 4 high-
risk and high-consequence endeavor,

Knowledge-intensiveness: Problem solving is essential fo the
sale and reliable achievement of patient care goals. Safety is
aclieved by clinical personnel solving problems, noting difference
and adapting in changing condigons,

Uncertainty: The functioning of people and technology in complex
systems can neither be wholly anticipated nor made fully visible.

En any environment where we cannot directly observe or monitor
alb of the processes we are managing or depend on, we exercise
judgment, make decisions and take actions with substantial uncer-
tainty about what factors may undermine our intentions. Surprises
CA occur gt any time,

Health care organizations may iimprove fl;wr db;im 1oy limit the risk
of accidental injury and death bv examining safeguards and counter-
measures ggainst accidental infury and death that have evalved in
kindred industries, ie, fhose that share traits of socio-technical
complexity, high risk/high consequence, knowledge-intensiveness
anit uncertainty

While health care organizations have looked w0 other industries
for salety and quality mprovement methodologies, many current
initiatives seem focused on the adoption of process management
methodalogies and rechnological safeguards. For example,
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improved process management is being pursued through 180 9600

and through Six Sizma.£5) Smilarly, he implementation of techno-
logical safeguards agatnst errors, such as bar coding in medication
administration and computerized physician order entry, are gaining
g foothold (6, 73
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While integral to organizationat efforts v improve patient safety,
process improvement stralegies, technological safeguards and other
changes intended to improve safety are often implemented without
adequate frontline mechanisms for monitoring, detecting and inter-
veping in deleterious uman performance side effects.(7, 8) Side
effects are inevitable when change is introduced in complex systems;
altering interdependencies in work processes (human or techno-
logical) can create new hazards.

Case 1, for example, lustrates how a seemingly stight change
in purchasing kindled 4 serious safety problem.(9)

CASE 1: (HEAPER RORPHINE, GREATER RISKS

VP for process and QI learns of dangerous work-around

Our risk management office advised me that 2 nurse educator wanted
help regarding an emergent problemy: Untabeled svringes containing
morphine in saline solution were being found around the hospital,
There are laws, policies and procedures directing us not to do this,
I was very curious because this was a previously unheard of problem
in our organization.

On exploring the issue with the nurse educator, I learned that
nurses had begun keeping syringes with morphine selution i their
pockets because patients need frequent pain management. This didat
explain why they were now carrving morphine around instead of
drawing up a single dose each time a patient needed a shot.

Iwent to the floor and teamed with a nurse 1o walk through
the medication sdministration process. We looked at a patient’s
chart, which had an order to administer 4mg morphine cvery two
hours. We then went 1o the AccuDose dispenser, ¢ box with narcotics
and drugs prescribed for the patient for each dav. To access the drugs,
ilre nurse entered her identification and opened the dispenser.
Inside was a 10mg ampule of morphine. The nurse informed me
that this was the only size carried in our pharmacy. It was also the
only non-bar-coded medication in our pharmacy.

It maras out that 2 decision had been made to purchase the
10mg, non-bar-coded morphine because it's cheaper than the pre-
meusured, bar-coded variety.

This change in purchasing might not seem like 2 big deal but
it has significant impact on nursing work processes. Because nurses
never use 10mg of morphine at once, they must go 1o a separate
area, draw the needed amount into 2 syringe and dilute it to Img
per cc. Then they look for a bar-coding device to “tell” it they are
going to dose the patient. However, they can't just scan in the infor-
maiion because these morphine vials have no bar code, Nurses
have to override the bar code function and enter that they are
administering only 4mg. not 10mg. Once that's accomplished, they
find a handheld and scan the patient’s armband 10 tell the device
they are about lo administer the morphine and then that it has been
delivered. After that, they must find another nurse to witness them
dispose of the excess morphine. Hnally, they document the patient’s
response to the injection.

The morphine wiminisiration process had becotne incredibly
time consuming, Intruding on other patient care peeds and respon-
sibilities, Not surprisingly, if a nurse was unable to fnd another purse
1o witness the disposal of excess morphine and a patient needed
attention, the svringe would go into hissher pocket for disposal fater
{if remembered). Then nurses began saving the syringe for the next
shol to avoid the entire rigmarole.
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Fn short, the added steps and delays in care processes that were
intreduced by a switch w© non-bar-coded morphine undermined the
ability of nurses o meet the needs of their patients, complete other
duties and uitimately provoked 4 hazardous work-around,

Deviation from morphine handling standards was rapidly normal-
ized under the pressure of meeting patient needs.

Note: The vice president was unable to gain support for return
to use of bar-coded morphine. Instead, nurses were advised that if
they were found to have improperly handled morphiae, including
delay In wasting and docursentation, they would be reported to the
state nursing board and dismissed. The vice president attempted to
explain why she believed this wouldn't correct the problem, stating that
it was not an issue of rogue nurses and that the use of non-bar-coded
morphine would continue i impinge on nursing work processes,
regardless of whom might be fired, feading replacement nurses into
the same unsafe practices.

Case 1 demonstrates how changes that are perceived to be minor
al upper levels of an organizaton may significantly and unexpectedly
compromise frontline human performance. The unintended com-
plication of the medication administration process made it difficult
for nurses to fulfill their patient care responsibilities and other
duties. I fact, it was subsequently determined that it was during
short-staffed shifts that the deviation from required morphine han-
dling practices began 1o be “normalized,” i.e., to become the rule
rather than the exeeption.

A striking feature of this case Is the unintended subversion
of expensive bar coding medication administration technology,

a significant financial ivestment in safety. This Hlustrates how safety
“solutions” can quickly and insidiously become entwined in safety
aroblems. {7, 1)

(] s s o 3 e
The orgomizution’s response

Because the nurses” hazardous worle-around constifuies 1 violation
of criminat law, administrative regulation and organizational policy,
it is easy to identily the “culprits” and investigate no further C4f the
aurses can't comply with the law, flire thew™). bnplicit in this stance
s the assmption of incompetence or criminal intent, Get rid of the
bad narses and the problem will go away

Iz comirast, while the vice president in Case 1 aso recognized
both the safety and lega! ramifications of having nurses walking
around with unmarked syringes containing morphine in their pockets,
she refused o simplily the reasons. Tmplicit in her approach to
investizating this problem was the assumption that the nurses
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involved were competent professionals. If competent professionals
have begun to engage in hazardous, dlegal practices, it is unlikely
to be the result of spontaneous malevolence. She reasoned that this
change in practice must have been shaped by some difference in
the environment, tasks, tools, materials or social context of nursing
work. Failing to gain support for a refurn to using bar-coded morphine,
she was lefl to reformulate her case for change while we were left
to wonder why she was unsuccesstul in garnering support at this
level of the organization.

A partial answer may lay in 2 “craft era” organizational construct
linked to the persistence of an archaic mental mode of hospital
organizational structure.{3) Specifically, administrative and clinical
functions in hospitals are “siloed.” The decisions and actions of
administrative professionals often seem concepiually divorced from
the decisions and actions of clinicians, While systems thinking has
made signiticant inroads into health care adminisirative circles,
it is often applied only to those activities that have traditionally been
viewed as the domain of administrative personnel, such as finance,
planning, purchasing, regulatory compliance, maintenance, staffing
and ancillary serviees-

N

7 autonomous eraftpersons, individually responsible for the safety

' and quality of patient care. A hospital is, for example,  place for
physicians to have privileges, where they miay practice medicine as
individuals, The burden of safety and quality of care is placed squarely
on individual physicians, nurses and other clinicians. This perspective
disavows the clinician as part of a complex interdependent system
of care managed by many peopie in a variety of clinical and non-
clinical roles.

complex world of health care reguires acknowledgement and
management of the myriad interrelationships and interdependencies
that are unrecognized on conlemporary organizational charts and
transcendence of craff era concepts of medical pracice and health
care organizing and administration,

Aecidents as decision side
Frontline tragedies are typically shaped by complex inlluences, ofien
over extensive dme frames, (8, 11 As iflustrated in Case ¥, these
influences originate nol only in clinical envionments bt also in the
larger syster of care in which frontline care units are embedded as
well. Figure 1 shows 2 model of the U8, health care swsters hased
on 4 deseription developed by the Tnstimte of Medicine (4, 123

sfects

Clinicians, on the other hand, are commonly viewed as .

e
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he risk of atlure in the SoCTAly and techniealty—
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{c) 2004 System Safety Group

FIGURE 1: The experience of patients (A} and frontline units {B)
compose a subsystem embedded within a health care vrganization (C).
The inferactions among patients and frontline caregivers (A & B)
constitate “clinical space,” the frontline environment where direct
patient care is provided. The health care organization (C), in turn,
is a subsystem embedded in 4 larger systent (D) populated by payors,
legislative bodies, regulators and the like.

As depicted in Figure 2, legislation, tort law and payment sytems
(D) exert significant influence on the attention, decisions and actions
of 2 health care organization’s senior decision-makers (C). Typically,
cost cutting goals are communicated by senfor leaders to middie
managers who then develop and implement approaches to achieving
them. Common approaches to reducing costs and improving efficiency
inchude staffing reductions, postposing mainfenance, oulsourcing,
defaving acquisition of technology, creating efficiency improvement
siratepies and reinforcing hierarchica purchasing approval processes.

fc} 2004 Systemn Safety Group

FIGURE 2: Fach of the four levels of the U.S. health care system is
depicted by letters A-D. The consequences of decisions can be seen
as cascading through the health care system, with the unintended
potential to undermine the performance of frontline units, compro-
mising patient safety,

While cost cutting and efficiency initiatives ofien vield short-term
improvement in the organization’s bottom Hne, they also have unin-
tended side effects that can increase the risk of failure in frontline
operations. Figure 2 depicts side effects of cost cutting initiatives on
the performance of frontline wnits (B). Resource lmitations, nndue
fime pressure and fatigne are common contributing faciors in adverse
events.{13) Under time pressure and stress, communication and
coordination of activities tend to break down or fragment, and critical
processes are interrupted by the chatlenges of meeting multiple
demands. {14) These conditions tead to slips of action, lapses of
memory and procedural or knowledge-based mistakes. (13) Patients
{A) can be harmed i the consequences of these slips, lapses or
mistakes are not identified and effectively mitigated.

A
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meoeting multiple demands.”

James Reason has described hazards and ervorprovoking conditions
that arise in workplaves as “Tatent faifure conditions.”{(13) The
hazardous work-around that arose from a change in morphine
purchasing in Case 1 is a classic example of how latent workplace
conditions can initiate deviation from safe practice. Organizations
that scan frontline environments primarily for evidence of progress
toward fnancial goals are largely blind to conditions in the workplace
that provoke human performance fallore - for example, malfunc-
tioning equipment, poorly designed technology and uaworkable
policies and procedares.

As shown in Case 2, such unsafe conditions of work can arise
rapidly, even suddeny, from the perspective of frontline personnel.(9)

CASE 2: JUST-HOT--TINE IMVENTORY

Surgeon is forced to adjust to substitute supplies

Our CFO made a decision o go o a just-in-lime inventory system.
Clinical personnet were not included in the decision nor given a
heads-up.

We began receiving substinnte drugs, wols wnd other equipment
without advance notice, With the old inventory system, we usually
had some forewarning of a substitute; the new devg or tool would
appear on the shelves while we were still working through the
supphies being replaced. Now these things just appear and we have
to figure out on the fly what therapeutic differences there may be
ar how we will have 1o adiust to a new toof design.

Packaging of a new product may look like something we are
familiar with, which can create problems of misidentification. For
example, new syringes Iad packagiag with the same colors and
appearance of syringe for isulin, Even out of the package, the
syringe looked very similar to the insulin syringe except that # was
calibrated differemtiv. There were some mistaken efforts to use this
syringe for insulin. which fortunately didn't result Is harm o patients.

We have begun (o call aur new inventory system “just-not-in-
time” hecause we have found ourselves without necessary equipment
or other stock when encountering unexpected probiems in surgery.

Now we're lobbying the CFO to establish contingency supplies.
This is # huge safety issue. We have had 1o do some jerry rigging
during surgery that should just never happen, excepl maybe under
hatlefield conditions in a mobile army surgical facility

The change to just-in-tme inventory was intended 1o reduce
the amount of stock wasted due to expiration and to avoid tving up
money in stock that sits on shelves awaiting use. There was no con-
sideration given to possible patient safety side effects of this change.
Iven though the hospital is using failure mode and effects analysis,
16 one thought 1o use this process to anticipate problems with just-
i-time inveniory.

At one level, the artificial separation of administrative and clini-
cal arenas shown in Case 2 is due to the old model of medical
safety and refiability being the sole responsibility and purview of
individual physicians. 1t leads needlessly to dangerous events in
clinicat work and renders the organization biind to unintended haz-
ardous effects of administrative decision-making,

Organizations make decisions that influence the balance
between safety and efficiency. The only way for a heaith care organi-
zation to fully guaraniee the safety of patients and staif is to stop
providing health care. Conversely, if it focuses on cost cutting and
efficiency, its is likely t create vasale frontine conditions that render
personnel vulnerable to ercor and adverse events. Somewhere in
between s @ hypoihetical region of balance where decisions and
actions 4re continuously monitored and adjusted hased not only
on their short-term financial consequences, but also on their safety
CORSEqUenCes.

continued on next page
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Orgamzatmnal Learnxﬁg Fﬁrgettmg and tl’ze Functioning

of Frontline Units OQver Time

Reliability

Latent
Conditions

Latent
Conditions

Balance

Latent
Conditions
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In Figure 3, the blue dot represents a frondine unit at the
start of its existence. H begins Hfe batanced in favor of safety, but
over time organizational emphasis on cost cutting and efficiency leads
to the emergence of unsafe conditions — Reasor’s “latent failure
conditions™ in the workplace that provoke ervor and lead to accident.
In response o an accidental injury or death, the organization reacls
by focusing on safety for a time, but slowly skdes back to focus on
cost reduction and efficiency, hecoming blind anew to emergent
safety problems.

Alternatively, Figure 4 shows an ideal world where frontline
personnel are dvnamicatly limiting errors and intervening in unsafe
conditions before they provoke an accidental infury or death. They
are also reporting potentiad error-provoking conditions and hazards
for correction. This frontline capability of actively imiting ervors
and reporting unsafe conditions is key to the organizational ability
16 navigate the line of balance between reliability and efficiency,

» Efficiency

Adapted from Managing the Risk of Orpentzational Accidends, J. Reason, 1997.

Mindiulness und dynomic balandng of solety

and effidency ohieciives

In practical terms, the ability to detect and mitigate errors and
unsafe conditions depends upon “mindful” communication and
interaction among personnel. Mindfulness is important when opera-
tions are conducted under conditions of uncertainty, ambiguity, risk
and constant change — traits that define the practice of medicine
and the provision of headth care. Mindfulness has also been dis-
cussed a5 an organizational characteristic, key to consistently man-
aging hazardous processes with fow rates of failure and harm . (15)

Mindfal organizations have been labeled “high reliability orpa-
nizations” (HROsY.(16)

Weick and Sutcliffe, in their book Maraging the Unexpected,
provide five traits of HROs that establish “mindfulness.”"(13) These
are summarized here as 1) preoccapation with failure, 2.3 refuc-
tance o accepl smpification, 3. seasitivity to operations, 4.) com-
mitnent o resifience and 5.3 deference o expertise.

mw §

afm

Preoccupation with fajlure

Perscanel in HROs are preocenpied with the risl of filure, rather
than confident of success (think “vigilant”}. They set goals and
devefop and implement strategies. Then they closely monitor effects
relative to expectancies.
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FIGURE 4: EFFICIENCY AND RELIABILITY
Limiting Errors and Adverse Events Through Adaptive Frontline Action
and Organizational Attention to Evolving Needs

Reliability

Latent
Conditions

Latent
Conditions

Balance

Latent
Conditions

» Efficiency

Adepted from Managing the Risk of Orgevizational Accidents, || Reason, 1997,

Personnel in HROs:
* Seek lo recognize change in situation, reassess and adapt activities
and actions to dynamically sustain or recover safety boundaries.

* View small or inconsequential lapses s a symptom that some-
thing is wrong in the system that could recur with more serfous
consequences if left unattended. HRO personnel encotrage
reporting and anadysis of such precursors of Bilure and are
always developing and monitoring interventions o correct
error-provoking conditions and hazards,

The antithesis of precceupation with the risk of failure is forgetting to
be alraid. As shown in Figure 3, when organizations that manage
high-risk, high-consequence processes forget 10 be afraid, they
become increasingly vulnerable to faifure. Over tme. a5 an organi-
zation develops a successful track record, personnel may become
confident of suiceess while fosing touch with the role of expertise, or
of procedural or technological safeguards and defenses, in bringing
about success. If the safety purposes of technologies, policies,
procedures and praciices are not self-evident or reinforced through
daily routines, personnel are likely w0 perceive them as annecessary
and drop them, Deviation [rom safer praciices becemes normalized.
This is not only true af the operational level of organizations, but also
at upper manugement levels, Diane Vanghn, in an analysis of the Space
Shutile Chaltenger launch decision, ermed this tendency 1o deviate
from safe practices “normalizztion of deviance."{17)

Forgetting to be afraid and the normalizing deviance were also
implicated ins the report on the Space Shule Colanbia disaster (18)
Larly in 2003, the Space Shutde Columbia broke apart spon re-

entering Barth's atmosphere, killing all of her crew. During launch,
foam from an external ank had broken loose, striking and damaging
Columbia’s left wing. Subsequently, this damage was implicated in
Columbia’s structural fafture. NASA was aware, prior 1o the faunch,
that there was a possibility of debris strike but over the course of
many vears had become confident that this was not 1 serious threat
to fight safety.

Following is an excerpt from the report of the Space Shuttie
Columbia Accident Investigation Board (NASA, 2003):

“The Columbia accident is an unfortunate illustration of how

NASA's stromg cultural bias and ils optimistic organizational

thinking undermined effective decision-making. Over the
course of 22 years, foam strikes were normalized to the point
where they simply a maintenance issue — a concern that did not
threaten a mission'’s success, ...”

Reluctance to accept simplification
Case 1 depicted the emergence of illegal and hazardovs morphine
handling among nurses. Despite evidence of this problem arising as
an unintended side effect of a change in purchasing, the organization’s
key leaders chuse to view the problem as one of incompetence or
crimingl intention on the part of nurses. Piring surses, however,
would not correet the violation-inducing conditions and would likely
lead replacement nurses into the same hazmrdous work-aronnd.
The organization’s executives, focused primarily on cost reduction,
simplified the problem and its “solution,” leaving unsafe conditions
i place o harm othess in the future,

HROs recognize that perlormance is shaped not only by the
intentions and actions of frontline personnel, but by “upstream”

ASHRM JOURNAL

2004

e

VOL.24 NO.2

[

e,
H



decisions. They acknowledge that uninteaded effects are inevitable
as a function of making changes in systems. To improve the ability
of personnel 1o intervene in unsafe conditions and to belter manage
comples situations, they encourage resistance to simplification,
orgarizing for and supporting diverse perspectives. Decision-making
sirategies are promoted that include, rather than ishibit, ruaaces
and insights that emerge in diverse groupings. Interdisciplinary
decision-making and management methodologies offer an important
means of resisting simplification in fronttine and senior management
domeins.

Seusitivity to eperations

Mindfal organizations probe continuously for holes in their safeguards
and defenses against failure. Over time, problems such as deviation
from safery-critical procedures, improper maintenance of equipment,
clumsy technology, inadequate training or unworkable policies can
undermine humasn performance and render organizations vulnerable
1o failure. The change in morphine purchasing described in Case 1,
and the implementation of “just in time inventory” in Case 2, are clas-
sic examples of how unsafe conditions arise. I organizations that are
nol finely atmed to frontline experience, such “latent failure condi-
tions” are comumonly detected oaly after an accident has occurred,
and are ravely understood as a byproduct of upstream decisions. To
limit the progression of latent falture conditions to accidents, HROs
continually seek information on anomalous events, emergent haz-
ards and erver-provoking conditions from frontline personnel.

Trust is critical 1o snecesshidly diciting frontline feedback and
sustaining sensgitive surveillance. If an organization reacts to front-
line feedback on problems by blaming individuals, or simply by not
responding at all, communication will cease. When personnel do
nol have 4 voice in dentifving and correcting vnsafe conditions,
they tend to adjust by learning 1o work around the problems fas in
the morphine case). A current Hmitation of safely reporting prograras
in health care is that frontline personnel have long tolerated unsafe
conditions and may not recognize them as such. See Case 3.
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Human factors specialist finds danger in the OR

A sindy of neo-natad arterial swilch operations in the United
Kingdom ihusteates how lerance of unsale conditions contributes
w0 error (19}

Une aspect of the study required operating room personnel
t debrief each of their surgical shifts in order to idemtify any close
calls or vnsafe conditions that may have arisen during surgery.
A harman factors specialist observed each procedure.

During one operation, an sdministrative assistant entered the
aperating room and interrupted the surgeon just as he was about (o
call for heparin fo be introduced 1o the bypass pump, a safeiy critical

action. The assistant made an inguiry regarding the surgeon’s
schedule, then left. When the surgeon returned to the deficate work
4 hand, he asked the perfusionist t activate the beypass pump,
forgeiting the heparin step. Fortunately, the anesthesiologist called
ot that the heparin hadn't been added, wapping the error before

it led to harm. Later, when debriefing the shift, none of the opersting
personnel mentioned this event a5 close call or near miss,

o the human factors observer, the interruption of a safety eritical
process by the administrative assistant was an error-provoking
condition, The error provoked by the interruption was an omission
stemming from a lapse of memuory. Such lapses are easily provoked
by interrugtions,

Human beings have weak “prospective memory™ the ability to
remenber o return to the proper place in an interrupted process. (20
In this case, operating room personngl had become accustomed Lo
interruption of safety critical processes and associated close calls,
Such distractions were normalized and tolerated — no longer fully
noticed nor perceived as unacceptable.

Commitment to resilience

The capabitity of detecting, limiting and recovering from errors or
operational surprises is a fourth essential trait for organizations that
stccessfully manage hazardous processes.

No complex system is error free, and under uncertain and con-
stantly changing circumstances unexpected events will occur, HROs
organize and manage not only to avoid error but to detect, limit and
recover from errors, thus adapting activity and action to sustain safety.
Expertise and the ability to develop knowledge-based responses to
wnusual problems — (o sustain or recover safety boundaries — are
highly valzed in HROs. Fxperience, education and training are prized.
Yet resilience requires not only one’s own knowledge of technotogy,
the system and self, but familiarity with co-workers and their knowl-
edge, skills and roles.

HROs are organized to support highly fanctionat frondine
teams. The case of United Airltines flight 232 provides a classic illus-
trasion of resilience in a seemingly unrecoverable sitwation (21}

Om Fuly 19, 1989, just after depariure from Denver, United
Airhnes (DALY Flight 232 contacted air teaffic control with a chilling
emergency. A a crnising alttude of 37,000 feet, ifs til-mounied
engine failed. It disintegraced, sending shrapae through the primary
fheht control system and both back-up systerss. The crew could no
langer controt the aircraft.

The posshility of all three control systems ladling simultaneously
had beer considered nearly impossible when assessing fafhure mode
and effects during the design of the aireralt — the chance placed af 4
billion to 1.(22) There were no policies or provedures o handle this
anprecedented emergency. The expertise, skilf and knowledge-based
probler solving of the crew were the only possible hopes to mitigate
the consequences of this pending disaster. No one on the ground,
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from airline chief executive t frontine operations experts, could
help. The event was unprecedented in airline aviation,

Using their piloting skills and knowledge of aerodyaamics, the
pitot and crew managed to shepherd the faltering aireraft to 2 crash
landing at Sioux Gity, JA. While 111 people aboard the aircraf? lost
their Hives, 185 survived. (21) Captain Al Haynes, in command of
UAL 232, exhibited extraordinary leadership in barnessing the intel-
tectuat resources and skill of the crew.

“When a problem arises, anthority

3 PP S S P N NN S £
G ihe person with appropriaie

Deference to expertise

Rigid hierarchies tend to spawn trouble at upper decision-making
tevels, shaping tools, tasks, processes and resources in ways that
provoke or combine with errors and hazardous conditions at front-
line organizational levels. To limit this, mindfil organizations move
decision-making toward the front, or delivery, end of the system.
When 2 problem arises, authority shifts to the person with appro-
pridte expertise to attend 1o it, regardless of position or rank.

This is different than deferring to the person with the most
experience, as people may have long vears of experience with
repetitive, unchanging tasks. It is afse different than seeking help or
permission to seek help from people in positions of authority, In an
emergent sifuation, personael in HROs do not conform to rigid
chains of command. They seek those who have the expertise and/or
immediate authority to act.

intervening for mindiulness

i practical terms, s outlined in the five traits above, the ability to
detect and mitigate surprises depends upon mindfal communication
and interactions. Safety is never assured in knowledge-intensive,
complex and dynamic environments. People are always solving
problems, noticing difference in situations, assessing and reassessing,
and making adjustments o avoid problerms or 1o manage emergent
problems,

Norms of chinfed communication and decision-making in
health care systems are dominated by 2 powerful, strongly sieeped
tradition of individual accountability and personal responsibility —
of autonemous devision-nuking and action. While 2 strong sense of
personal responsibility and accountability is desired in any profession,
the persistence of decision-making practices that emphasize inde-
pendent action at the expense of coordinated action leads to:

¢ differing understandings among personnel engaged i shared work:
+ ussociated errors of omission and commission;
¢ inadequate surveillance or capiure of information that may permit
proactivity;
* intervention o improve the safety and quality of care before
an accident occurs.

Fragmented interaction among members of small groups
co-managing high-consequence processes is patently dangerous.
Fifective management of cooperative, safety-critical work hinges on
communication, collaborative decision-making and dose coordination.
These are the principal mechanisms of mindfolness, and a means of
cultivating and reinforcing a focas on safety and outcome refiability.
(14, 2%)

In other industries such as aviation, much has been learned
about how to structure communication and interaction to Fmit
error and 1o provide continuous feedback on latent failure conditions
so that they may be corrected. (24) These are teaming methodologies
that differ from traditional management team training in that they
are expressly designed to improve the safety of high-risk/high-
consequernice activities. These methods have been implemented
in health care with promising results (25, 26)

Implications for risk managers

The US. health care system’s transition from high consequence, low
reliahility to high consequence, high reliability will involve careful
atiention to five major categories of human performance vuinerability
and accident cansation factors: (27

Cognitive

These factors in human performance relate to thinking ... how we
assess, decide and act, Example considerations include lmitations of
short-term memory, probiems remembering intentions in dynamic
activities and pitfalls in making decisions under conditions of
uncertainty and informational ambiguity,

Physielogical

These factors affecting human performance include fatigue, iliness,
nutrition, substance abuse, aging, sensory capabilities, mental acuity,
and the use of both prescription and non-prescription medications.

Psychosocial

These faciors in human performance relate o interpersonal dvnamics —
bow well people interact, communicate, make decisions. coordinate
activities and adapt thelr activities. For exanmple, the reluciance of
jumiors (o speak up to seniors is 1 problem among professions
characterized by steep, role-based hierarchy. Fear of rebuke or
harm to career could fimit the willingaess of 2 novice, for example,
fo point out an error (o an expert, resulting in a missed appertanity
 prevend 4n Injtry or death,

continued on next page
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Ergonomic

These faciors include the Bt of machines and fools to human opera-
tors. Are tools easy to operate and do they protect the operator from
injurv? Additional considerations include equipment/device design,
alert and alarm functions on safety-critical equipment, and the
design of information displays in haman-computer interfaces. Do the
atiributes and functions of tools and mackines work for or against
reliable human performance?

Organizational
Examples of these factors in human error and adverse events include
side effects of decisions ahout rescurce allocation, equipment zoqui-
sition, maintenance routines, policy and procedures, etc.

As seen in Cases 1 and 2, changes in the resources, technology
and processes can have unexpected deleterious effects on frontline
human performance.

Safegnards and countermeasures against human performance
faiiure and accidents can be grouped into three interdependent cate-
gories (Figure 5). No one or two of these categories of safeguards
and countermeasures is sufficient alone to manage the risk of accidents.
Yet only recently have behavioral saleguards and countermeasures such
as team-hased methods lo Hmit ervor and report ussale conditions
made inroads in heaith care. Much remains 1o be learned about how
best to implement these practices so that they are effective and sus-
ainable. (28, 29}

FGURE 5
Safety and Outcome Reliability

% Consistent activity and action
Checklists, standard operating procedures, patters moniloring
and statistical process control

% Technological safeguards and countermeasures
Alert, alarm, stops; subsystem automation, information systems

% PBehavioral safeguards and countermeasures
Teaning, communicaion and knowledpe processes; cognitive
reliability; adaptive activity and action

& sdgnificant challenge and opportunity for risk management
professionals, safety scientists and safery praciitioners will be to
learn from their collective efferts to monitor and improve safeguards
and couptermeasures againgt filure,

Currently, many important lessons for safety improvement are
tearned in isolation. This leaves evervone at risk of “recreating the
wheel” and, potentially, to experience adverse events v organizations
that might have been prevented by knowledge sharing, Utilizing
professioaal organizations such as ASHRM as vehicles for learning,
information exchange and brainstorming remains imperative.

{t is lso important o begin looking outside of health care
to other high-risk/high-conseguence indusiries,

Increasing numbers of health care professionals are joining
the Crew Resource Management Developers discussion group, for
example, to learn more about what aviation educators and practi-
fioners arourd the world are doing 1o improve team-based safety
{heip://592270093 onlinehome us/crmdevely). The Safety Across
High Consequence Industries Conference, hosted by St Louis
University, is another important opportunity to share and learn with
professionals in kindred industries (hitp://parks stu.edu/msasm/
profile_msasm_conf himl}.

We can only speculate as to the future appearance and form of
health care organizations, 1t seems reasonable to think that progress
toward the future state of health care organizations as highly reliable
systems can be accelerated by opening up dialogue on safety methods
and lessons with colleagues in a variety of high-risk/high-consequence
industries,

HEXT 1S5UE: MORE ABOUT TEARS

The next Journal of Healthcare Risk Management (Vol. 24, No.3)
will include a discussion of team-based safety. How does teamwork
serve safety? Which roles should be represented? What makes o team
function weli?
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Jeffrey P. Brown, M.Ed., is a principal of the System Safety
Giroup, 4 firm specializing in human factors education and training
based in Peterborough, NH,
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