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 Outline

• The Convergence of Four
Major Forces

• Privacy vs Security

• What e-Healthcare companies
must do
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Source: American Medical Association 1/1/99, SMG Marketing Group 7/1/99
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To have Choices

To be empowered to
take Action

To be Informed with timely

and accurate information

This Convergence allows Consumers:
Healthcare

New Drug Checker 2.0

Use the drkoop.com Drug Checker to help
 make sure the medications you take do not 
interact with each other.



Healthcare on the Internet…...

Content must have context!

Contextual merchandising of

products and services must be
ethical

Integration of data management

 tools must ensure privacy

Healthcare



Hi-Ethics Alliance

Leading e-Healthcare Companies

Form Alliance

 to Benefit Internet Consumers;

New `Hi-Ethics´ Alliance Will Focus on

Content, Advertising, and Privacy

NEW YORK-- (BUS INESS W IRE)--N o v . 4,  1999



Network eHealth PartnershipsParent

Traditional Media Enters Healthcare

CBS

Media



Even the venerable print media

Health

Media

Health

Health



Sources: HCFA, U.S. Census Bureau, Booz Allen & Hamilton
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U.S. E-Commerce Spending
(In $Billions)
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Health Consumers Want to Buy Online
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Medical
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Source: Cyber Dialogue / findsvp
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Portals and Vertical Portals
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New Media Health Networks

169 M

150 M

•Traffic

•Brand

•Extend market

•Content

Healthcare Portal

Media



Hospitals

Multi-brand Markets

18 Markets
On-Air Media

Media





A ll of  the AboveA ll of  the Above

Which of the follow ing is a

strength  of the Internet?

Speed Reach

Interactivity Personalization

A ll of  the AboveA ll of  the Above



 The Power of the Internet

All strengths
when the collected

information is
NOT sensitive

• Speed

• Reach

• Interactivity

• Personalization

Internet



Which of the follow ing is a

weakness  of the Internet?

Speed Reach

Interactivity Personalization

A ll of  the AboveA ll of  the Above



 The Weaknesses of the Internet

• Speed All weaknesses when
the collected
information is

managed insensitively• Reach

• Interactivity

• Personalization

Internet



The Power of Personalization
Internet



Internet

Privacy

vs

Security

What is the difference?



HIPAA ‘96HIPAA ‘96

Ownership

Security Privacy

Control
Access

Privacy vs Security



 Policies & Mechanisms

• Eliminate secondary / inappropriate
uses of information

Internet

•Streamline primary / legitimate uses
of information

Must be designed to:



Identifiers on the Internet

q IP addresses

ü E-mail address - mailbox

ü Website – URL

ü Digital Certificates

q Cookies

q Registration
Register Now !

Name

Address

SS #

Birthdate

John
Doexxxxxx

xxx-xx-
xxxxxx / xx / xx

www.-----------.com

xx.xxx.xxx
Internet



What is an IP address?

International Post Office

Acts as name o f computer

An Interactive Protocol

An Internet Profile

None of  the Above

Acts as name o f computer



IP addresses are shared and
generally not traceable

User’s
computer

IP’s assigned
here

IP’s not
assigned
here

Connections

IP2
IP1

IP3

Web
Server

xxx.xx.xxx

IP log

xxx.xx.xxx

IP log

modem

Proxy

Internet



IP Addresses

Two computers exchanging names………..

 just like when using a telephone

Internet



What is a cookie?

A type of dessertOn line profile

A Custom e r Id Tracks User

All  of the AboveA ll of  the Above



Cookies

Act as a “Customer Id”

Files stored on the hard disk of a
person’s computer

Used by Websites & ad networks

Identify which products, services
& content users want

Internet



Cookies Provide Online Profiling

Likes

Dislikes

Age

Gender

Address

Hair color

Race

Income

Weight

Married

Work

Phone

Where you’ve
been :

Website.com

Health Site

Diabetes
Medications

Information on you

Internet



What is registration?

Entering inform a tion Taking a survey

S igning in on a chat room Using a search engine

All of the AboveA ll of  the Above



Registering & Profiling

Likes

Dislikes

Age

Gender

Address

Hair color

Race

Income

Weight

Married

Work

Phone

Where you’ve
been :

Website.com

Health Site

Diabetes

Medications

Russ Ricci

123 North Road, 987-65-4321, 1/2/65
Register Now !

Name

Address

SS #

Birthdate

Russ Ricci

xxxxxx

xxx-xx-xxxx

xx / xx / xx

Internet



What can users do to
protect themselves?

Turn off  cookies

Wear a raincoat

All  of the Above

Turn off cookies Use a screen saver

Don’t share password



What should consumers do?

• Turn off cookies / get “cookie killer”
software

• Don’t give information unless comfortable

• Investigate the Website, if the information is
sensitive

• Say no to requests for secondary uses of
your information

Internet



What can e-Healthcare
companies do to

protect consumers?

Distribute profiles Sell cookies

Emp loy Privacy Standards 

All of the Above

Employ privacy standardsRequire passwords



What should eHealthcare companies do?

• Establish firm privacy policies

• Work with the Internet community to disable
mechanism that permits secondary uses

• Employ appropriate security technologies

• Engage in collective activity to create
industry-wide privacy standards



 drkoop.com’s Commitment to You

• Without cookies, third party sites
can not link personal information

• Advertisers can not place cookies
on product or banner ads.



Shared Medical Systems 200,000 Doctors

SMS
Data Products Group, Inc.

2,000 Clinics

5,000 Hospitals



drkoop.com and SMS Join Forces

SMS
Data Products Group, Inc.



Summary

• Privacy is key – build an online
“trustmark”

• The consumerism of healthcare is at
full speed!

• Hospitals are “Healthcare Portals

• Media convergence presents
opportunities.



Attention: CEO

• Own your privacy policy

• Hire a Chief Privacy
Officer (CPO)


