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Why be Concerned?



GoalGoal
To promote a qualityTo promote a quality

Internet healthInternet health
experience...experience...



…and protect against
a bad experience



How Do We Reach This Goal?

ò Where are we today?
l What are the stumbling blocks?
l How can we ensure success?



How Will We Define Healthcare?



Online Today



The Players

l Healthcare sector
– Healthcare providers
– Healthcare delivery systems

l Healthcare related industry
– Pharmaceuticals

l Health content providers/services



Increased Role of Third Parties

l Third party “involvement” in managing
health
– Not bound by health care provider - patient

relationship
– No “licensure” or validation requirements
– Not covered by HIPAA, FDA, FTC
– Revenue generation

l selling of user information
l advertising
l sales



How Do We Reach This Goal?

l Where are we today?
ò What are the stumbling blocks?
l How can we ensure success?



What are the Stumbling
Blocks?

l Fraud and quality
l Confidentiality, privacy and security
l Medical practice



How Do We Reach This Goal?

l Where are we today?
l What are the stumbling blocks?
ò How can we ensure success?



How Can We Ensure Success?

ò Excellence
l Ethics
l Education
l Enforcement



The Starting Point:
Defining Excellence

l Fraud and quality
l Confidentiality, privacy and security
l Medical practice



Fraud is Legally Defined



What is Quality?



Quality Criteria

l Basic criteria
– Health Summit Working Group

http://hitiweb.mitretek.org/hswg
Policy paper available
Internet based educational tool (beta) available

l Additional criteria for risk assessments



Quality Criteria:
Health Summit Working Group

l Credibility
l Content
l Disclosure
l Links

l Design
l Interactivity
l Caveats



Health Summit Working Group
 What makes this effort unique?
l All stakeholders

– Health care providers, international,
pharmacists, consumers, librarians,
academicians, government (FTC, NLM, NCI,

ODPHP, OAM), IHC, AMIA, HON, Science
Panel

l International scope
– White paper and policy paper translated into

numerous languages



Health Summit Working Group
 What makes this effort unique?

l Developed through consensus
l Implemented

– Policy Paper broad endorsements
– IQ Tool



Special Issues With Interactive
Applications

Health Age Achievable Age Life Expectancy

36 34 83

37 37 83

38 38

39 38

*

*

* Same source

*

*



Quality Criteria:
Criteria Specific to Health Assessments

l Source of algorithm
l Testing of algorithm
l Algorithm availability
l Privacy and security
l Appropriate questions
l Appropriate results



Quality Criteria:
Formal Evaluation of Health Assessments

l Successful studies
– Controlled environment (can be Internet)
– Outcome measures in design
– Tracking features in design



Interactive Applications:
Evaluation

Http://www.scipich.org



Steps to a Quality Site

l Develop a quality assurance procedure
l Follow guidelines

– HSWG recommendations
– SciPanel recommendations

l Link cautiously
l Disclose fully



Privacy, Confidentiality &
Security

ll What will the data be used for?What will the data be used for?
ll Most issues related to privacy,Most issues related to privacy,

confidentiality and security are NOTconfidentiality and security are NOT
technology dependenttechnology dependent



HIPAA

l Health insurance portability and
accountability act of 1996 (HIPAA)

l Nov. 3 1999 - DHHS published a notice of
proposed rule making - “standards for
privacy of individually identifiable health
information”



HIPAA
l Information protected:

– Information relating to individual’s
health….From transmission to maintenance
in a computer system

l Covered entities:
– Health care providers who transmit data

electronically
– Health plans
– Healthcare clearinghouses



HIPAA
ll Individual rightsIndividual rights

–– E.g.: Notice of information practices fromE.g.: Notice of information practices from
providers, rights to access their information,providers, rights to access their information,
amend, audit trailamend, audit trail

ll Obligations of health care providers andObligations of health care providers and
plansplans
–– Develop and provide notice of informationDevelop and provide notice of information

practices, training, provide safeguard, applypractices, training, provide safeguard, apply
sanctions, document compliance...sanctions, document compliance...



HIPAA
ll Cost of complianceCost of compliance

–– $3.8 billion over 5 years$3.8 billion over 5 years

ll EnforcementEnforcement
–– Penalty of $25,000/yearPenalty of $25,000/year
–– Criminal penalties up to $50,000 or moreCriminal penalties up to $50,000 or more
–– Patients can not sue entities for privacyPatients can not sue entities for privacy

violationsviolations



HIPAA

ll With respect to data security With respect to data security (credit(credit suisse suisse first first
boston corpboston corp, 10/99), 10/99)

–– Compliance assessment (24%)Compliance assessment (24%)
–– Document policies and procedures (22%)Document policies and procedures (22%)
–– Implement policies and procedures (18%)Implement policies and procedures (18%)
–– Not yet planned (13%)Not yet planned (13%)



Medical Practice
ll E-mail useE-mail use
ll The provider-pt relationshipThe provider-pt relationship



Patient-Provider Link
is Important

l No disclaimer
l Personalization at its best
l Confidential
l Placebo effect
l Healthcare provider skepticism kills



Using E-Mail

l AMIA Guidelines
– http://www.amia.org/pubs/pospaper/positio2.htm

l Kane, B., Sands, D.Z for the AMIA Internet
Working Group, Task Force on Guidelines for
the Use of Clinic-Pt Electronic E-mail



AMIA E-Mail Guidelines

l Establish turn-around time
l Inform patients on privacy issues
l Establish types of transactions and

sensitivity allowed
l Instruct patients to provide a category to

the transaction



AMIA E-Mail Guidelines

l Request patient name and identifiers in
the body of the text

l Configure automatic reply
l Print all messages, with receipt, and

place in pt’s chart
l Send new message to inform pt re:task

completion



AMIA E-Mail Guidelines

l Request pts use auto-reply to
acknowledge receipt

l Maintain mailing list of pts, use blind
copy features

l Avoid anger, sarcasm, harsh criticism,
and libelous references to third parties in
messages



How Can We Ensure Success?

l Excellence
ò Ethics
l Education
l Enforcement



Ethics

Four Reasons:
l Protect from harm
l Create ethical environment
l Pride, not embarrassment
l Fairness/Synergy

Source:  Tom Murray



Ethics





Hi-Ethics

l Hi-Ethics represents the efforts of major
health web sites to develop “best
practices”

l Lead:  Don Kemper
l US commercial site focus
l A promise to users



eHealth Code of Ethics

l Sponsored by the Internet Healthcare
Coalition

l January 31, February 1 & 2, 2000
l Host - Pan American Health

Organization
l http://www.ihealthcoalition.org



Steering Group

l Summit members:
– Lynn Cates, drspock.com
– Murray Kopelow, ACCME
– Blackford Middleton, Medicalogic
– Beth Nash, Physicians Online, Hi-

Ethics
– Tim Nater, HON
– Helga Rippen, Pfizer Health

Solutions
– Ahmad Risk, British Healthcare

Association
– Michael Samuelson, cancerfacts.com

l Facilitator:
– Kathy Alison, TRG

l Ethicists
– Tom Murray, Hastings

Center
– Ruth Faden, Johns

Hopkins

l Editor
– Bette Crigger



From the Statement of Vision

“...The goal of the "eHealth Code of
Ethics" is to ensure that all people

worldwide can confidently, and without
risk, realize the full benefits of the Internet

to improve their health.”



eHealth Code of Ethics

l Eight Principles
– Candor
– Honesty
– Quality
– Informed Consent
– Privacy

– Professionalism in
Online Health
Care

– Responsible
Partnering

– Accountability



Health Code of Ethics

l Unique
– International
– Inclusive
– Comprehensive
– Public commentary period
– Focused on ethics, not law



SPECIFICATION & INTERPRETATION

Hi Ethics AMAHON
Others

ex: accrediting org

eHealth Code of Ethics
¥ International

¥ All stakeholders

Pharmaceutical
companies

GovÕt agencies
(FDA, FTC, etc.)

Hi Ethics AMAHON

Universities Lawyers

Physicians NursesPAHO Patients

IHC

Others

Ethicists

Board of Trustees

Abridged version

of code

A Vision



Pulling it Together

US Government
(Science Panel)

HWSG

Effectiveness of Interactive
Health Communication

How to assess
quality

Ethics
Initiative

s

HON

Principles to abide by

eHealth Ethics
Initiative

Hi-Ethics



Approaches to Ensuring Excellence

Internal
l Established policies and procedures

– Use quality assurance mechanisms (e.g.,
peer review)

– Use appropriate criteria

l If applicable do outcomes research
l Abide by principles



Approaches to Ensuring Excellence

External
l Seal of approval
l Regulation
l Labeling technology
l Accreditation of developers
l Education



How Can We Ensure Success?

l Excellence
l Ethics
ò Education
l Enforcement



Education

l Educate Internet Website developers on
what “quality and ethics” mean

l Educate site evaluators on what to look
for

l Educate the consumer on what to look for



Interactive Education Online
The Information Quality Tool

(IQ)

Interactive Education OnlineInteractive Education Online
The Information Quality ToolThe Information Quality Tool

(IQ)(IQ)









Score &
Explanations



IQ - One Tool for Education

l Reminder - Internet presence does not
give automatic credibility

l Introduce and reinforce attributes of
quality

l Foster common vocabulary



Internet Healthcare Coalition

l Education
– Disseminating principles to all stakeholders
– www.ihealthcoalition.org



How Can We Ensure Success?

l Excellence
l Ethics
l Education
ò Enforcement



Enforcement

l Already established law





Internet Healthcare Coalition
“Anti-Fraud” Initiative

l Education and Enforcement
– International collection of regulations and

contacts
– International “fraud” reporting site
– Complaints forwarded to appropriate

government agencies



Excellence, Ethics, Education and
Enforcement:

Ensuring a
safe and

rewarding
experience

for the
Internet in

health


