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Session Agenda

The Problem
Options
What is an administrative system?
Selection criteria
Case studies
Are we there yet?
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Why Bother

Regulatory requirements
It’s the right thing to do
Patient/participant/client/customer concerns
Legal concerns
Headlines
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Headlines

Former Cleveland Clinic worker, kin
charged with fraud, HIPAA violation
Subcontractor Notifies VA of Missing 
Computer with Vet Files: VA, Law 
Enforcement Authorities Investigating

Man pleads guilty in attack on 
hospital computer system

Flurry of new data breaches disclosed
Four lose jobs after data breach at 
Oregon health care facility
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More Headlines

Lawmakers offer up several IT-
security bills
Every 79 seconds a thief steals 
someone's identity and goes shopping!
Hackers post 30-40 new tools to 
the Internet every month

Aetna says computer with member 
information stolen
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Compliance strategies

Risk assessment to beat deadline
Ad hoc crisis management
Cool technical tools that help
$$$$$$$$$$$$$$
Delegate, delegate, delegate
Just say YES
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The Problem

$$$$$$$$$$$$
HIPAA §164.308 Administrative safeguards
– Periodic evaluation
– Security administration
Organizational issues
– Limited security expertise/interest of domain 

experts
– Treatment as an IT problem not a 

management problem
Too many moving parts (see next slide)
How to decide when you are compliant
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Remote Office

Remote Users

Trading Partners

EMail

Internet

Switch

Router

FireWall

Application Server

Backup

Scanner
Permanent Archive Backup

Servers

Domain. Email, WEB

Application, Storage

Etc.

Network Backbone

User Work Stations

Paper and other media File Storage
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Lengthy Technical Security To Do list

1. Firewall and System Probing 
2. Network File Systems (NFS) Application Attacks 
3. Electronic Mail Attacks 
4. Vendor Default Password Attacks 
5. Spoofing, Sniffing, Fragmentation and Splicing 

Attacks
6. Social Engineering Attacks
7. Easy-To-Guess Password Compromise
8. Destructive Computer Viruses
9. Prefix Scanning
10. Trojan Horses
11. Malicious modification of hardware
12. Denial of Service (DoS)
13. Back-ups
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AHIMA 2006 Survey
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Hard to Control Stuff

Administrative security
– Governance
– Policy and procedure implementation
– Human resource practices
– Reporting of suspicious activities

Secure culture
Physical security
Ennui
– Adequate disaster recovery planning
– Periodic risk assessments
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What administrative tools need to do

Support bottom up security responsibilities
Track compliance from the top down
Provide lots of documentation
– Audits
– Risk Assessment results
– Management reports
Lower costs
Assure state-of-the-art program
Minimize disruption
Manage process consistency 
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Other, different security tools

Technical solutions
Technical policy management tools
Framework without any guts
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What an Administrative System Is:

Supports and maps controls to industry standards:
HIPAA ● NIST ● ISO ● COBIT ● ISSA

Builds program base with detailed Risk Assessment
Has a control library and built-in intelligence
Permits customization
Maintains documentation
Manages diverse locations and IT platforms
Identifies and controls remediation

Think:  TurboTax
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System Snapshot
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System Snapshot
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System Snapshot
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System Snapshot
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System Snapshot
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System Snapshot
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System Snapshot
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System Snapshot
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Implementation process

Specify control needs
Identify domain experts
Set up organizational structure and users
Users log-on
– Report on existing controls
– Describe “rationales” when specified 

safeguards are inapplicable
– Commit to timeframe on planned controls
Security manager follows-up to validate 
controls and manage process
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Why these things work

Common analytical framework
Algorithmic approach
Long history—multiple standard setting 
bodies
Regulators borrow from accepted standards
MS SQL makes for easy database 
management
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Administrative System Criteria

Routine comprehensive assessments
Due diligence documentation
Management level reports
Good library of controls
Multipurpose applicability
Easy to implement
Multiple-sites/multiple users
Support for domain expert contributors
Simple risk assessment process
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Examples

Decentralized organization with multiple 
locations
– Need for minimal intrusion on local operations
– Limited field security expertise
– Provision for consolidated, auditable results
Business associate with IT but no security 
specialist
– Tight margins
– Responsibility to covered entity clients
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Conclusion

Administrative simplification requires 
automation of administration
Granular security alone is not sufficient
Administrative tools exist to provide a 
security program that is:
– Comprehensive
– State-of-the-art
– Manageable
– Affordable
– Compliant
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