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The Risk
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Z1J | THE WALL STREET JOURNAL

ERNST & YOUNG

Likely Sources of Cyber Attack

Required Activities

STATUS Your

Yes No Response?

Criminal syndicates, 59%. 0| O
2. | Employee, 56% o|o
3. | Hactivists, 54% o| o
4. | Lone-wolf hacker, 43% o | o
5. | External contractor, 36% O| o
6. | State-sponsored attacker, 35% O | O
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Z1J | THE WALL STREET JOURNAL

ERNST & YOUNG
High Security Priority in 2016!
Required Activities STATES Your
Yes No Response?
1. | Data leakage/Data loss prevention, 56% o | O
2. | Business continuity/Disaster recovery, 55% O | O
3. | Identity & access management, 47% O | O
4. | Security awareness & training, 44% O | O
5. | Incident response capabilities, 44% O | O
6. | Security operations (e.g. encryption, patching), 41% O | o
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Operations

Required Activities

Your
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enges to Information Security

1. | Budget constraints, 62%

Response?

2. | Lack of skilled resources, 57%

3. | Lack of executive awareness or support, 32%

a Lack of quality tools for managing information security,
"1 28%

5. | Management & governance issues, 28%

6. | Compliance/regulation issues, 23%
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Cyber Soft Spots: Prepared?
THE WALL STREET JOURNAL.

Hackers Exploit Staffers!

eSocial media posts give hackers valuable info
ePhishing emails to gullible employees

eFake phishing email sent by a large U.S. bank to its more than 100,000
employees resulted in a 20% click rate! Average is a 2% click rate

¢30% of data breaches result from employee error

“We spend an ocean of money on cyber security. It is the only expense

where | ask if it's enough.” =
John Stumpf, Wells Fargo, Chief Executive {j cfirst




Encryption: Ready?
THE WALL STREET JOURNAL.

Largest Cyber Attack on Federal Data
127-page Security Clearance Form
Compromised

22 Million People Impacted
o e

Many of the records held by the U.S. government’s Office of Personnel

Vcfirst
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Risk to a Healthcare Entity

$800,000

Medical
records left
unattended
and vulnerable

$1,215,000

Previously
leased copier
with
unencrypted
Medical
information

$1,725,000

Unencrypted
laptop
computer
stolen

$2,250,000

PHI discovered
in public
dumpsters

$4,800,000

EPHI accessible
on internet
search engines
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Cost of Breaches: Eight Figure

Risk!

Over
$130M

Settlement

O,

TARGET

$25M

Settlement
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Learning from Latest
HIPAA Settlements




Entity: Feinstein Institute for Medical
Research (FIMR)

Fine: $3.9 million Duration of CAP: Three Years

Date of Fine: March 17, 2016 Date of Incident: September 2, 2012

eOCR'’s investigation began after Feinstein filed a breach report indicating that on
September 2, 2012, laptop computer with EPHI of ~13,000 patients & research
participants was stolen from an employee’s car.

eEPHI stored in the laptop included the names of research participants, dates of birth,
addresses, SSN, diagnoses, laboratory results, medications, & medical information
relating to potential participation in a research study.

eFIMR’s security management process was limited in scope, incomplete, & insufficient to
address potential risks & vulnerabilities to the CIA of EPHI held by the entity.

eFeinstein lacked policies & procedures for authorizing access to EPHI by its workforce
members; failed to implement safeguards to restrict access to unauthorized users, &
lacked policies & procedures to govern the receipt & removal of laptops that contained
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Entity: Feinstein Cont'd..

\ CEE Attestation:
—

e An attestation signed by an owner or officer of FIMR attesting that the Policies &
Procedures are being implemented & have been distributed to all appropriate members of
the workforce, & that FIMR has obtained all of the compliance certifications.

e An attestation signed by an owner or officer of FIMR attesting that all workforce members
have completed the initial training required by this CAP & have executed the training
certifications.

e An attestation signed by an owner or officer of FIMR listing all locations owned or
controlled by FIMR, the corresponding name under which each location is doing business,
the corresponding phone numbers and fax numbers, & attesting that each such location
has complied with the obligations of the CAP.

e An attestation signed by an owner or officer of FIMR stating that he or she has reviewed
the Implementation Report, has made a reasonable inquiry regarding its content & believes
that, upon such inquiry, the information is accurate & truthful.
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Entity: Feinstein Cont'd..

E ~  Attestation:

H
e An attestation signed by an owner or officer of FIMR attesting that it is obtaining and

maintaining written or electronic training certifications from all workforce members that
require training that they received training pursuant to the requirements set forth in this
CAP.

e An attestation signed by an owner or officer of FIMR attesting that he or she has
reviewed the Annual Report, has made a reasonable inquiry regarding its content &
believes that, upon such inquiry, the information is accurate & truthful.

OCR Guidance

e “Research institutions subject to HIPAA must be held to the same compliance
standards as all other HIPAA-covered entities. For individuals to trust in the

research process & for patients to trust in those institutions, they must have some
assurance that their information is kept private & secure.”




Entity: North Memorial Health Care

Fine: $1,550,000 Duration of CAP: Two Years
Date of Fine: March 16, 2016 Date of Incident Report: Sept. 27, 2011

eOCR initiated its investigation of North Memorial following receipt of a breach report, which
indicated that an unencrypted, password-protected laptop was stolen from a business associate’s
workforce member’s locked vehicle, impacting the EPHI of 9,497 individuals.

eNorth Memorial gave its business associate, Accretive Health, Inc., access to North Memorial's
hospital database, which stored the EPHI of 289,904 patients.

eAccretive also received access to non-EPHI as it performed services on-site at North Memorial.

eNorth Memorial failed to complete a risk analysis to address all of the potential risks &
vulnerabilities to the EPHI that it maintained, accessed, or transmitted across its entire IT
infrastructure -- including but not limited to all applications, software, databases, servers,
workstations, mobile devices & electronic media, network administration & security devices, &
associated business processes.

eNorth Memorial is required to develop an organization-wide risk analysis & risk management plan.
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Entity: North Memorial Cont'd..

=

S Attestation:

e An attestation signed by an officer of North Memorial attesting that the policies and
procedures and risk management plan: (a) have been adopted; (b) are being
implemented; & (c) have been distributed to all appropriate workforce members.

e An attestation signed by an officer of North Memorial attesting that it has obtained & is
maintaining written or electronic certifications from all workforce members that are
required to receive training that they received the requisite training pursuant to the
requirements set forth in this CAP.

e An attestation signed by an officer of North Memorial listing all of North Memorial’s
locations, the name under which each location is doing business, the corresponding
mailing address, phone number and fax number for each location, & attesting that each
location has complied with the obligations of this CAP.
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Entity: North Memorial Cont'd..

=

\ , Attestation:

e An attestation signed by an officer of North Memorial stating that he or she has reviewed the Annual
Report, has made a reasonable inquiry regarding its content, & believes that, upon such inquiry, the
information is accurate & truthful.

OCR Guidance

e “Two major cornerstones of the HIPAA Rules were overlooked by this entity.

Organizations must have in place compliant BAAs as well as an accurate & thorough
risk analysis that addresses their enterprise-wide IT infrastructure.”

: :\ -
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Entity: Complete P.T., Pool & Land Physical
Therapy, Inc. (CPT)

Fine: $25,000 Duration of CAP: Three Years

Date of Fine: February 16, 2016 Date of Incident Report: August 8, 2012

eOn August 8, 2012, OCR received a complaint alleging that Complete P.T. had
impermissibly disclosed numerous individuals’ EPHI, when it posted patient testimonials,
including full names and full face photographic images, to its website without obtaining valid,
HIPAA-compliant authorizations.

eComplete P.T.:
O Failed to reasonably safeguard EPHI,
O Impermissibly disclosed EPHI without an authorization; and

O Failed to implement policies and procedures with respect to EPHI that were designed
to comply with HIPAA’s requirements with regard to authorization.
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Entity: CPT Cont'd..

. Attestation:

e An attestation signed by CPT’s owner attesting that the Policies and: (a) have been adopted; (b) are
being implemented; (c) have been distributed to all members of the workforce; & (d) that CPT obtained
all the compliance certifications.

=

e An attestation signed by the owner of CPT attesting that all members of the workforce have
completed the initial training required by this CAP & have executed the training certifications.

e An attestation signed by the owner of CPT listing all CPT locations, the corresponding name under
which each location is doing business, the corresponding phone numbers & fax numbers, & attesting
that each location has complied with the terms of the CAP.

e An attestation signed by CPT’s owner or designee stating that they have reviewed the
Implementation Report, have made a reasonable inquiry regarding its content & believe that, upon
such inquiry, the information contained therein is accurate, truthful, & complete.

e An attestation signed by CPT’s owner or designated Privacy Officer attesting that it is obtaining &
maintaining written or electronic training certifications from all workforce members & that such persons
received training pursuant to the requirements set forth in this CAP.

O cfirst
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Entity: CPT Cont'd..

EEE ~ Attestation:

N—
e An attestation signed by CPT’s owner or designated Privacy Officer attesting that he or

she has reviewed the Annual Report, has made a reasonable inquiry regarding its content
& believes that, upon such inquiry, the information is accurate, truthful, & complete.

ﬁCR Guidance —
e “The HIPAA Privacy Rule gives individuals important controls over whether & how their\1

PHI is used and disclosed for marketing purposes. With limited exceptions, the Rule
requires an individual’s written authorization before a use or disclosure of his or her PH
can be made for marketing. All covered entities, including physical therapy providers,
must ensure that they have adequate policies & procedures to obtain an individual’'s
authorization for such purposes, including for posting on a website &/or social media
pages, & a valid authorization form.”
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Entity: University of Washington Medicine
(UWM)

Fine: $750,000 Duration of CAP: Two Years

Date of Fine: December 15, 2015 Date of Incident: Nov. 27, 2013

oOCR initiated its investigation of the UWM following receipt of a breach report, which
indicated that EPHI of approximately 90,000 individuals was accessed after an employee
downloaded an email attachment that contained malicious malware.

e The malware compromised the organization’s IT system, affecting the data of two different
groups of patients:

O Approximately 76,000 patients involving a combination of patient names, medical record numbers,
dates of service, and/or charges or bill balances; &

O Approximately 15,000 patients involving names, medical record numbers, other demographics
such as address & phone #, dates of birth, charges or bill balances, SSNs, insurance
identification or Medicare #’s.

N\ A f:
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Entity: UWM Cont'd..

EE ~ Attestation:

H
e An attestation signed by an owner or officer of UWM attesting that UWM has complied

with the obligations of the CAP.

e An attestation signed by an officer of UWM attesting that he or she has reviewed the
Annual Report, has made a reasonable inquiry regarding its content, & believes, based
upon such inquiry, that the information is accurate & truthful.

OCR Guidance

e “All too often we see covered entities with a limited risk analysis that focuses on a
specific system such as the electronic medical record or that fails to provide

appropriate oversight and accountability for all parts of the enterprise. An effective
risk analysis is one that is comprehensive in scope & is conducted across the
organization to sufficiently address the risks and vulnerabilities to patient data.”




Entity: Triple-S Management Corporation
(“Triple-S”)

Fine: $3.5 million Duration of CAP: Three Years
Date of Fine: November 30, 2015

Date of Incident: March 31, 2015, February 27, 2015, August 13, 2015

eOn March 31, 2015, TSA reported to OCR that on October 15, 2014, an unauthorized
disclosure occurred when enrolment staff placed the incorrect member ID cards in mailing
envelopes, resulting in beneficiaries receiving the member ID card of another individual.

eOn February 27, 2015, TSA reported to OCR that on December 12, 2014, an unauthorized
disclosure of PHI occurred when beneficiaries Health Plan Identification numbers was
placed on labels used in a mailing to their beneficiaries.

eOn August 13, 2015, TSA reported to OCR that on January 28, 2015, a preventive mailing
was sent to beneficiaries that included PHI for another member on the back of the
member’s letter. PHI impermissibly disclosed included members’ names, addresses and the
name of the preventative test the member should have their doctor perform.

-
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Entity: Triple-S Cont'd..

Attestations:

e An attestation signed by an owner or officer of Triple-S attesting that the Policies &
Procedures are being implemented, have been distributed to all workforce members, &
that Triple-S is in compliance.

e An attestation signed by an owner or officer of Triple-S attesting that all workforce
members have completed the initial training required by this CAP & have executed
training certifications.

e An attestation signed by an owner or officer of Triple-S listing each legal entity within
Triple-S & each Triple-S Business Associate, including mailing addresses, the
corresponding name under which each entity is doing business, & the corresponding
phone #'s & fax #'s, & attesting that each such entity has complied with the obligations of
this CAP.

e An attestation signed by an owner or officer of Triple-S stating that he or she has
reviewed the Implementation Report, has made a reasonable inquiry regarding its
content & believes that, upon such inquiry, the information is accurate & truthful.—

\‘\ -
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Entity: Triple-S Cont'd..

An attestation signed by an owner or officer of Triple-S attesting that it is obtaining &
maintaining written or electronic training certifications from all persons that require
training that they received training pursuant to the requirements set forth in this CAP.

An attestation signed by an owner or officer of Triple-S attesting that he or she has
re- viewed the Annual Report, has made a reasonable inquiry regarding its content
and believes that, upon such inquiry, the information is accurate & truthful.

OCR Guidance

“OCR remains committed to strong enforcement of the HIPAA Rules,” said OCR
Director Jocelyn Samuels. “This case sends an important message for HIPAA
Covered Entities not only about compliance with the requirements of the Security
Rule, including risk analysis, but compliance with the requirements of the Privacy
Rule, including those addressing BAA & the minimum necessary use of PHI.”

| el
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Entity: Lahey Hospital & Medical Center

(Lahey)
Fine: $850,000 Duration of CAP: Two years
Date of Fine: November 25, 2015 Date of Incident: August 11, 2011

el_ahey notified OCR that a laptop was stolen from an unlocked treatment room during
the overnight hours.

e The laptop was on a stand that accompanied a portable CT scanner, the laptop
operated the scanner & produced images for viewing through Lahey’s Radiology
Information System and Picture Archiving and Communication System.

e The laptop hard drive contained the PHI of 599 individuals.

E)cfirst



Entity: Lahey Cont'd..

“» Attestations:

e An attestation signed by an officer of Lahey attesting the Policies & Procedures & also an attestation
signed by an officer of Lahey attesting the mechanisms required.

e An attestation signed by an officer of Lahey attesting that any revised Policies and Procedures have
been fully implemented & that all members of the workforce who have access to EPHI have completed
training on any revised Policies & Procedures consistent with the requirements.

e An attestation signed by an officer of Lahey stating that he or she has reviewed the Implementation
Report, has made a reasonable inquiry regarding its content & believes that, upon such inquiry, the
information is accurate & truthful.

OCR Guidance

®“|t is essential that entities apply appropriate protections to workstations associated with medical
devices such as diagnostic or laboratory equipment,” said OCR Director Jocelyn Samuels. “Because
these workstations often contain EPHI & are highly portable, such EPHI must be considered during an

entity’s risk analysis, & entities must ensure that necessary safeguards that conform to HIPAA’s
standards are in place.”




Entity: Cancer Care Group (CCG)

Fine: $750,000 Duration of CAP: Three years

Date of Fine: September 2, 2015 Date of Incident: August 29, 2012

e OCR received notification from Cancer Care regarding a breach of unsecured EPHI after
a laptop bag was stolen from an employee’s car.

e The bag contained the employee’s computer and unencrypted backup media, which
contained the names, addresses, dates of birth, Social Security numbers, insurance
information and clinical information of approximately 55,000 current and former Cancer

Care patients.
eOCR'’s subsequent investigation found that, prior to the breach, Cancer Care was in

widespread non-compliance with the HIPAA Security Rule. It had not conducted an
enterprise-wide risk analysis when the breach occurred in July 2012.

E)cfirst



Entity: CCG Contd..

=

e Attestation:

e An attestation signed by an officer of CCG attesting that he or she has reviewed the
Annual Report, has made a reasonable inquiry regarding its content & believes that, upon
such inquiry, the information is accurate & truthful.

- ™~
OCR Guidance

e“Organizations must complete a comprehensive risk analysis and establish strong
policies and procedures to PHI,” said OCR Director Jocelyn Samuels. “Further, proper
encryption of mobile devices & electronic media reduces the likelihood of a breach of
PHI.”
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Healthcare Data Breaches

Summary, 2015
Antheme 78.8 Million Impacted Cal”@hl’St-- 1.1 Million Impacted
R BlueCross BlueShield

BlueCross
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BLUE CROSS
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2016 Compliance & Cyber
Security Dashboard
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Credible Risk Assessment?

Scope of Risk
Assessment

Asset
Inventory

Threats

4  Vulnerabilities

Risk

Evaluation

Risk
Treatment

Version
History

Executive
Summary
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Budgeted Enterprise Plan?

Sample Topics

Key Facts

eCompliance Mandates to Meet Priorities
eSecurity Priorities in 2016

eCompliance Periorities in 2016

e Current Security Controls

eSecurity Control Deficiencies

eSecurity Control Priorities in 2016

Risk Analysis — Scope & Timeline

e\/ulnerability Assessment — Scope &
Timeline

ePenetration Testing

Documentation

eSecurity Policies — Summary
ePrivacy Policies — Summary
eSecurity Procedures — Summary

Contingency Plan
eBusiness Impact Analysis (BIA) in 2016
eDisaster Recovery Plan (DRP)

Incident Response Plan
eBreach Discovery & Reporting Tools

Audit Controls
el.og Automation & Consolidation Tools

~
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;f;;'f;?/,cfirst | Compliance & Cyber Security

~ Training & Cerfificafion
CHA = CHP * CSCS = CCSA

~.,
\ Managed Compliance
___’f Managed Securify

Securify Risk Assessment
HIPAA* PCI DSS * ISO 27000+ NIST

7; On-Demand Consulting
-_. Flexible = Flat Rale + Fixed Cosl

Delwermg Everythmg Compliance. Everything Security.

1000s of Clients | Clients in all 50 States | Clients on 5 Continents
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C S C S Certified Security
ESHHESSY Compliance Spedialist™

\ S

First Compliance &
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Certified Cyber Security Architect SQ cur |TV AI’Ch ITQ CTSM
An Execufive Cyber Securify Program

e First executive training program designed to enable development of a
cyber security program in the class.

e The CCSAM training validates knowledge and skill sets in cyber security
with particular focus and emphasis on the development of an applicable
cyber security incident response and an enterprise cyber security program.

e Class is only delivered privately as an on-site class.

' Program Delivered as a Private Class Anywhere in the United States!
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The HIPAA Portal
www.HIPAAAcademy.net/portal/

The HIPAA Portal Exchasbvely From
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