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Morning Agenda

 Introduction and Overview (8:00 am to 8:30 am)
 OCR Policy and Implementation Update (8:30 am 

to 10:00 am)
 Break (10:00 am to 10:30 am)
 Best Practices in Preparing for and Responding to 

OCR Desk and Onsite Audits (10:30 am to 11:30 
am)

 Keynote: FTC Role in Healthcare Privacy and 
Security (11:30 am to 12:00 pm)

 Networking Luncheon (12:00 pm to 1:00 pm)
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Housekeeping
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New Challenges
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New Challenges

 What is your photography policy for patients?

 What is your policy on facility visitors in public 
areas? In non-public areas?

 Can workforce install apps on work phones?

 Can workforce use personal devices at the 
facility?
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New Enforcement



Enforcement Highlights

2 Civil Monetary
Penalty Actions38 OCR Settlements

$52,589,700
In settlements and CMPs

$1,264,471
Average settlement amount

27 of 40
enforcement actions 

arose from breach reports 
to HHS

40

9

5

4

Required an internal monitor

Required an external monitor

Monitor required in 9 out of 40

10



1 1 2 3 5 5 7 6 10
in 2008      in 2009     in 2010       in 2011      in 2012       in 2013        in 2014       in 2015         in 2016

(as of August 23, 2016)

Average minimum length of 
a corrective plan:
APPROXIMATELY 2 YEARS Average attorney 

general enforcement 
action:

$347,909*

11 actions by state
attorneys general/
in just over 6 years:

5
Massachusetts

1
New York

1
Vermont

2
Connecticut

1
Indiana

1
Minnesota

*may represent financial 
settlements associated with 
claims unrelated to HIPAA 

violations 

Enforcement Highlights
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Average Settlement Amount

$100,000

$2,250,000

$517,500

$932,750 $970,000

$748,156

$1,134,317
$1,032,233

$2,230,556
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New Case Law
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To establish injury in fact, a plaintiff must show that he or she 
suffered “an invasion of a legally protected interest” that is 
“concrete and particularized” and “actual or imminent, not 
conjectural or hypothetical.” 

To establish injury in fact, a plaintiff must show that he or she 
suffered “an invasion of a legally protected interest” that is 
“concrete and particularized” and “actual or imminent, not 
conjectural or hypothetical.” 

We take no position as to whether the Ninth Circuit’s ultimate 
conclusion—that Robins adequately alleged an injury in fact—
was correct.

We take no position as to whether the Ninth Circuit’s ultimate 
conclusion—that Robins adequately alleged an injury in fact—
was correct.
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We conclude that the disclosure of sensitive health or medical 
information causes additional harms that are neither economic 
nor physical in nature but are nonetheless real and substantial 
and thus cognizable under Section 5(n). 

We conclude that the disclosure of sensitive health or medical 
information causes additional harms that are neither economic 
nor physical in nature but are nonetheless real and substantial 
and thus cognizable under Section 5(n). 
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New [?] Security Threats
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New [?] Security Threats

Information Security - The protection of 
information and information systems from 
unauthorized access, use, disclosure, disruption, 
modification, or destruction in order to provide 
confidentiality, integrity, and availability.

Source: NIST Glossary of Key Information Security Terms

availability
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Cheer Up
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