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Data is Worth 
More Than 

Why Focusing on HIPAA May 
Be Your Biggest Mistake



©2018 Semel Consulting LLC          MAY NOT BE SHARED OUTSIDE YOUR ORGANIZATION WITHOUT PERMISSION     www.semelconsulting.com 
2

Mike Semel

Mike Semel
President

Chief Compliance Officer
SEMEL Consulting

▪ 35-year IT business owner/manager

▪ 12 year certified HIPAA Professional

▪ EMT/ER Tech/FD Rescue Captain/IndyCar Safety Team

▪ Hospital/Skilled Nursing CIO 

▪ School District CIO 

▪ Cloud Backup Service COO
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Speaking, Writing



©2018 Semel Consulting LLC          MAY NOT BE SHARED OUTSIDE YOUR ORGANIZATION WITHOUT PERMISSION     www.semelconsulting.com 
4

Amazon Best-Seller
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1. Does your senior management treat HIPAA as a business risk?

2. Is HIPAA treated just as a compliance requirement to get out of the way?

3. Do you know the notification & reporting requirements in your state laws?

4. Do you know the requirements in your cyber liability insurance policy?

5. Do you know the requirements of any contracts or data use agreements 
your organization has signed?

6. Can you QUANTIFY your risks in DOLLARS to get the right resources?
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What is Compliance?

Having to meet requirements set by others

Federal & State Laws

Industry Regulations

Contractual Obligations

Insurance Policy Requirements
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A
COMPLIANCE
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Patient Data Published to Internet
• Cottage Health’s IT vendor installed a server 

and accidently published it to the Internet
• Patients Googled Themselves & Got their 

Medical Records
• IT Vendor did not have insurance so Cottage 

Health filed a claim with its cyber-liability 
carrier, Columbia Casualty

• Patients sued, lawsuit settled for $ 4.1 million
• Columbia Casualty paid settlement and 

lawyer’s fees, but said it was still 
investigating…

• Columbia is sued Cottage Health to recover 
its    $ 4.1 million
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Will Your Cyber Liability Insurance Pay Off?

Columbia Casualty alleges that Cottage Health's application 
for coverage under the Columbia policy "contained 
misrepresentations and/or omissions of material fact that 
were made negligently or with intent to deceive concerning 
Cottage's data breach risk controls," according to the 
insurer's lawsuit.
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State & Federal Penalties • Failed to conduct an 
accurate and thorough 
assessment of the potential 
risks

• Failed to implement 
security measures sufficient 
to reduce risks 

• Failed to perform periodic 
technical and non-technical 

• Failed to obtain a written 
business associate 
agreement with a 
contractor that maintained 
ePHI on its behalf.
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For an error caused by a vendor…

• Lawsuit - $ 4,125,000

•California - $ 2,000,000

•OCR - $ 3,000,000

TOTAL $ 9,125,000
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Security is a BUSINESS problem 
With a TECHNICAL solution

$ 9,125,000
is a BUSINESS problem
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HIPAA Penalties

2014 – 2015

$ 14 million
2016 – 2017 

$ 42 million
2018

$ 28.7 million
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Data Protection = Consumer Protection
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Data Protection = Consumer Protection

Accretive Stock Price   &   Market Cap

Before Breach $ 30/share     $ 865 million

After Breach $  2/share $ 197 million
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Every business in ALL 50 states is regulated !!!

• ALL states, plus Washington, DC, 
Guam, Puerto Rico, & USVI

• Protect: 
• Social Security Number
• Driver’s License Number or state 

issued ID card
• Account number, credit or debit 

card with access info

• 20 states protect Medical Records 
Beyond HIPAA

• States have shorter reporting 
deadlines

• You must comply with the laws 
protecting data on customers whose 
info you have, not just where you are

CANADA – PIPEDA
Alberta
British Columbia
Quebec
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Increased State Legislation
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Breach Notification Laws

HIPAA - Breaches over 500 records 
report without unreasonable delay or 
a maximum of 60 days

California requires 15-day notification
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Increased Litigation
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Patient Lawsuits

• Medical Malpractice
• Medical Treatment
• Complaint from 1 patient
• Insurance coverage
• Liability Limitations

Then -

Medical Malpractice
– Data Breach

– Sued by ALL patients at same time?

– Insurance coverage ?

– Liability Limitations ?

– $ 1.4 million jury award

Now -

Breach of Contract
Negligent Misrepresentation

Court considered Notice of 
Privacy Practices a contract with 
patients
Complaint from ALL patients at 
same time

$ 853,000 jury award
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Contracts MAYO CLINIC

Business Associate Agreement

Information Security Schedule
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Data Use Agreements
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Incident Management Plan

•Know what your insurance company requires for 
coverage
•Audit your Insurance Policy Compliance
• Immediately involve a cyber & compliance attorney
•Get pre-approval for forensic & compliance specialists
•Are you required to notify law enforcement?

• Include all reporting requirements
• Federal, state, contractual
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Be ready to respond
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Data is Worth More 

Than 

Translating Risk
into

Dollars
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Medical Record Black Market
• Credit Card Number

25¢ - $1

• Medical Record

$ 10 - $50



©2018 Semel Consulting LLC          MAY NOT BE SHARED OUTSIDE YOUR ORGANIZATION WITHOUT PERMISSION     www.semelconsulting.com 
27

2018 Cost of a Data Breach Report

Per Record 

Across All Industries

Per Medical Record

$ 231

10,000 records  -- $ 2- $ 4 million

25,000 records  -- $ 5 - $ 10 million

100,000 records  -- $ 20 – $ 40 million

$ 408
Source: 2018 Ponemon 
Cost of a Data Breach 
Report
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Data is Worth More 
Than Gold

28
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Lost Thumb Drives
Thumb Drive Weight – ¾ of one ounce

Gold = $ 1200 per ounce

If Thumb Drive was solid gold it would be 
worth $ 995

A medical practice paid a $ 150,000 fine 
when it lost a thumb drive containing patient 
records

A health plan paid $ 2.2 million when it lost 
a thumb drive

Data Worth $ 150,000
To $ 2.2 million

29
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Data is EVERYWHERE

ANSWERING 
SERVICE
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Threats Have Changed

Then Now
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Security Is More Important Now
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January 14, 2020

•Windows 7 Professional End-of-Life
•Windows Server 2008 R2 End-of-Life

• Budget Now
• New Computers & Servers → New 

Operating Systems
• Plan Long Replacement Projects

• 120 computers x 2 hours = 240 hours
• 15 servers x 3 hours = 45 hours
• Total Replacement project = 285 hours/40 hours = 7 weeks


