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1. Does your senior management treat HIPAA as a business risk?

2. Is HIPAA treated just as a compliance requirement to get out of the way?

3. Do you know the notification & reporting requirements in your state laws?

4. Do you know the requirements in your cyber liability insurance policy?

5. Do you know the requirements of any contracts or data use agreements
your organization has signed?

6. Can you QUANTIFY your risks in DOLLARS to get the right resources?
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What is Compliance?

Having to meet requirements set by others
Federal & State Laws
Industry Regulations
Contractual Obligations
Insurance Policy Requirements
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Patient Data Published to Internet

* Cottage Health’s IT vendor installed a server
and accidently published it to the Internet

e Patients Googled Themselves & Got their
Medical Records

* IT Vendor did not have insurance so Cottage
Health filed a claim with its cyber-liability
carrier, Columbia Casualty

e Patients sued, lawsuit settled for S 4.1 million

* Columbia Casualty paid settlement and
lawyer’s fees, but said it was still
Investigating...

* Columbia is sued Cottage Health to recover
its S 4.1 million

C CONSULTING 8
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Will Your Cyber Liability Insurance Pay Off?

s
EiHEﬂLTHC#RE SECURITY®

Insurer Seeks Breach Settlement
Repayment

Alleges Client Failed to Follow "Minimum Practices’

Columbia Casualty alleges that Cottage Health's application
for coverage under the Columbia policy "contained
misrepresentations and/or omissions of material fact that
were made negligently or with intent to deceive concerning
Cottage's data breach risk controls,” according to the
insurer's lawsuit.
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State & Federal Penalties . Failed to conduct an

HHS gov accurate and thorough .
assessment of the potential
Health Information Privacy risks

Cottage Health Settles Potential Violations of Failed to implement

HIPAA Rules for $3 Million security measures sufficient
to reduce risks

Z55  wAVIER BECERRA * Failed to perform periodic

/) Attorney General technical and non-technical
Attorney General Becerra Announces $2 Million * Failed to obtain a written
Settlement Involving Santa Barbara-based Cottage Health business associate
System Over Failure to Protect Patient Medical Records agreement with a

contractor that maintained
ePHI on its behalf.
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For an error caused by a vendor...

e Lawsuit - S 4,125,000
e California- $ 2,000,000

* OCR - $ 3,000,000

TOTAL $ 9,125,000
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Security is a BUSINESS problem
With a TECHNICAL solution

$ 9,125,000
is @ BUSINESS problem




HIPAA Penalties

2014 - 2015
S 14 million
2016 — 2017

S 42 million
2018

S 28.7 million




Data Protection = Consumer Protection

0 } FEDERAL TRADE COMMISSION

RNg7Z# PROTECTING AMERICA’S CONSUMERS

When The Government Closes Your Business

The FTC's Data Security Error: Treating Small
Businesses Like The Fortune 1000 Forbes

LABM

D¢
-ff; Daugherty opened LabMD 18 years ago, in 1996. The lab
operated as a small business of 20-some employees and
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Data Protection = Consumer Protection

{0 FEDERAL TRADE COMMISSION
\+}’é¢ PROTECTING AMERICA’S CONSUMERS

étolen Laptop Leads to 20-Year FTC Oversight
for Accretive Health

- Thursday, January 2nd, 2014 Print | Email

EEEEEEEE

HOSPITAL REVIEW

Accretive Stock Price & Market Cap
Before Breach S 30/share S 865 million

After Breach S 2/share S 197 million
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Every business in ALL 50 states is regulated !!!

CANADA — PIPEDA

Alberta
e ALL states, plus Washington, DC, British Columbia
Guam, Puerto Rico, & USVI Quebec
* Protect:

* Social Security Number

* Driver’s License Number or state
issued ID card

* Account number, credit or debit
card with access info

e 20 states protect Medical Records
Beyond HIPAA

e States have shorter reporting
deadlines

* You must comply with the laws
protecting data on customers whose
info you have, not just where you are

( CONSULTING
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Increased State Legislation

K©|=|x CBS SF BayArea

California Consumer Data Privacy Protections Expanded
Under Proposed Law

February 25,2019 at 3:16 pm  Filed Under: Attorney General Xavier Becerra, California, California Senate, Consumer Privacy Act, Data Breach, |dentity theft, Privacy, SB 561

SACRAMENTO (CBS SF/AP) — California consumers would have more power to sue
corporations for misusing their data under a proposal to expand what already is the
nation's most far-reaching law protecting personal information.

Sweeping New Colorado Data Privacy Law Impacts Health Care

Industr
g Delaware Passes Amendment to Data Breach Notification Law ...
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Breach Notification Laws

HIPAA - Breaches over 500 records
report without unreasonable delay or
a maximum of 60 days

California requires 15-day notification




Increased Litigation

CoHELAN KHoury & SINGER

Leading Employment Rights and Consumer Protection Lawyers

California Data Breach & Internet Privacy
and Internet Fraud Lawyers

Data Breach Issues

If you believe your private medical records, credit or debit card information, social security number,
personal or financial information has been compromised, you should consult with lawyers qualified to

advise you of your rights. Shoppers at Target, Neiman-Marcus, discount retailers, medical center
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Patient Lawsuits Now -

* Medical Malpractice
* Medical Treatment

Medical Malpractice
— Data Breach
— Sued by ALL patients at same time?
— Insurance coverage ?
— Liability Limitations ?

— $ 1.4 million jury award

Breach of Contract

Negligent Misrepresentation
Court considered Notice of
Privacy Practices a contract with

* Complaint from 1 patient patients |
* Insurance coverage Complaint from ALL patients at
« Liability Limitations same time

S 853,000 jury award
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Contracts

MAYO CLINIC

Business Associate Agreement

Information Security Schedule
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II. Risk Assessment and Security Controls Audit.
Business Associate must conduct a security risk
assessment on at least an annual basis. Identification of
material threats and vulnerabilities must be addressed
with effective security controls within a reasonable period
of time after the completion of the assessment. If Business
Associate hosts applications which store or process PHI,
Business Associate must also have a compliance audit of
security controls performed by an external audit firm on

at least an annual basis. This may take the form of an



Data Use Agreements

) TEXAS

7 Health and Human Services

DATA USE AGREEMENT

ARTICLE 4. BREACH NOTICE, REPORTING AND CORRECTION REQUIREMENTS

a. For federal information, including without limitation, Federal Tax Information, Social Security
Administration Data, and Medicaid Client Information, within the first, consecutive clock hour
of Discovery, and for all other types of Confidential Information not more than 24 hours after
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Incident Management Plan

 Know what your insurance company requires for
coverage
* Audit your Insurance Policy Compliance
* Immediately involve a cyber & compliance attorney
* Get pre-approval for forensic & compliance specialists
* Are you required to notify law enforcement?

*Include all reporting requirements
* Federal, state, contractual
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Be ready to respond

SECURITY

4
POLICIES

PROCEDURES

EVIDENCE
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Translating Risk
Into
Dollars




Medical Record Black Market
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2018 Cost of a Data Breach Report

$ 23 1 Per Record

Across All Industries

S 408 Per Medical Record

source: 2018 ponemon 10,000 records -- S 2- S 4 million
Cost of a Data Breach
Report 25,000 records -- S$5-5 10 million

100,000 records -- S 20— S 40 million
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©2018 Semel Consulting LLC

Data is Worth More
Than Gold
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Lost Thumb Drives

Thumb Drive Weight — % of one ounce
Gold = $ 1200 per ounce

If Thumb Drive was solid gold it would be
worth $ 995

A medical practice paid a $ 150,000 fine
when it lost a thumb drive containing patient
records

Data Worth S 150,000

A health plan paid $ 2.2 million whenitlost To S 2.2 million
a thumb drive
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Data Is EVERYWHERE
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Threats Have Changed
Then
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Security Is More Important Now

G IBM Security Ransomware increased 6,000 percent in 2016

Percent of spam with ransomware attachments

i Per the IBM survey, seven in ten of those who
have experience with ransomware attacks (70
The average ransomware attachment percent) have paid to get data back. Resolution

rate in spam rose from an average of

ek ol il has come at a hefty price for some, with more
than half paying over $10,000.

- 20 percent paid more than $40,000

- 25 percent paid $20,000 - $40,000

- 11 percent paid $10,000 - $20,000
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January 14, 2020

* Windows 7 Professional End-of-Life =
* Windows Server 2008 R2 End-of-Life &

* Budget Now

* New Computers & Servers 2 New
Operating Systems

* Plan Long Replacement Projects

* 120 computers x 2 hours = 240 hours
e 15 servers x 3 hours =45 hours
* Total Replacement project = 285 hours/40 hours = 7 weeks

©2018 Semel Consulting LLC MAY NOT BE SHARED OUTSIDE YOUR ORGANIZATION WITHOUT PERMISSION  www.semelconsulting.com



