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Who Am |

Rt. Rev of Ministry Spirit of HIPAA
M assachusetts bar, 1967
Florida bar, 1984
DC bar, sooner rather than later
Past Pres. American Health Lawyers
American Bar Association e-Health
Adjunct Professor of Law

Suffolk University Law School
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It'sall in thecards



CDR Rabb JAGC



LT Goldberg JAGC



lron Man Award



Professor Goldberg's
Honest Lawyer Privacy Policy

 Nothing | say In this room Is
private

e Everything you say In this
room Is public

 We have zero privacy In this
room: get over it!
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Healthcare Stilli"RunsOn
\/ertical Dead I'ree Vledia




HealthSouth & Oracle



Hospital of Future

o Will minimize paperwork

o Written information &
medical Images normally
kept in big metal filing
cabinets will be stored
electronically and be
accessible Dy computer







Privacy & Security Are Part
of Health Care









We Have Lots of Law
Professional State
Obligations | aw

Privacy Before HIPAA
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HCFA (CMS) Internet

Security Policy
e 1997 — Drop Dead | nternet

e 1998 - Inter net Communications
Security & Appropriate Use
Policy

e Encryption, authentication

e Temporary pre-HIPAA
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Conditions of Participation

© ASGoldberg 2001 All Rights Resd 18



Conditions of Participation

eResident has right
to personal privacy
& confidentiality
of personal &
clinical records
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Conditions of Participation

eResident may
approve or refuse
release of personal &
clinical records to
any individual

outside of.facility |






Conditions of Participation

e Resident has right to be
fuI'Iy infolrjmed in Ianguage '
that resident can
understand resident’s total
health status, Iincluding
resident’s medical condition
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Conditions of Participation

e Privacy includes
accommodations, medical
treatment, written & telephone
communications, personal care,
Visits, & meetings of family &
resident groups

e Does not require facility to
provide aspsiwvaie-pem for eachs

eVl We Pal =2 X =



Conditions of Participation

eResident may
approve or refuse
release of personal &
clinical records to
any individual
outside,. facility A



Conditions of Participation

e But resident’'s right to
refuse release of personal &
clinical records does not
apply when resident
transferred to another
health care institution
record or release required

by law
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MDS data are part of
resident’s clinical
record

eProtected from
Improper disclosure
by facilities




eNursing homes must
INnform each resident

about electronic
transmission of MDS
to State & HCFA




National Assocliation
of Attorneys General



eState consumer
protection laws

eState health care
privacy laws
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HIPAA IsTippa
Privacy & Security | ceberg






The HIPAA Monologues



If a HIPAA could talk, what
would it want to say?

281,000,000+ patients

e Tell usyour medical
history please (fat chance)

 Wakeup & smell the
HIPAA
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*HIPPA
*HIPA
*‘HIPPAA

’ﬂ | P A A I_‘t‘sEovver'fuJ

An ol Awesome
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Privacy Added To Rear of
Employee Benefits Law

Administrative§mp|ification

Subtitle




Ministry of Spirit
of HIPAA



Embrace the Church of
What's HI PAA’IN Now

Do we believe in privacy?

YES!
Arewe all patients?

YES!
Will wetakethe HIPAA pledge?

YES!

HALLELULA, PRAISE HIPAA, AMENI
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HIPAA Pledge

“| pledgeto preserve, protect, and
defend the privacy and security of
Individually identifiable health
Information, to the best of my
ability, and in furtherance of the
best interests of morethan
281,000,000 patients.”
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HIPAA Applicability
e Health plan
e Health care clearinghouse

 Health care provider that
transmits health
Information electronically In
connection with covered
transaction

© ASGoldberg 2001 All Rights Resd 39



Lost HI PAAgINI
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HIPAA |s About
Standards



Standard Transaction

e Transmission of
Infor mation between two
partiesto carry out
financial/administrative
activitiesrelated to
health care
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HIPAA ISABOUT PRIVACY



HIPAA |s About Security
On internet nobody knows you're a dog



Health Care Provider

 Provider of medical or health
Ser VICEeS

 Any other person or
or ganization who furnishes,
bills, or Ispaid for health care
In normal course of business
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What | s Health Care?
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Workforce

 Employees, volunteers,
trainees, & otherswho
wor k under direct control
of a covered entity, whether
or not paid

e Must train & over see
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Business Assoclate

e Financial, actuarial, accounting,
consulting, claims, data
aggr egation, management,
administrative, legal,
accreditation, financial services

 Must haveindividually
identifiable health infor mation
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Business Assoclate
Criteria




 Any individually identifiable

health infor mation
transmitted by or maintained
In electronic media or In any
other form or medium




| ndividually | dentifiable

e |D of patient, relatives, employers, household

 (A) Names; (B) Geographic subdivisions
smaller than a State, including street address,
city, county, precinct, zip code, & geocodes; (C)
birth date, admission date, discharge date, date
of death; (D) E-mail addresses; (E) Telephone,
Fax, Social Security, Medical record, Health
Plan Beneficiary, Account, Certificate/license,

Vehicle, License Plate; (F) Full face photo ;
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e Protected health information:
Individually identifiable health
Information transmitted by or
maintained In electronic media or In

any other form or medium

e Consent: use/disclose for payment,
treatment, healthcare operations

e Authorization: outside use or disclosure




/'

Use & Disclosure




Use

e Sharing, employment,
application, utilization,
examination, or analysis of
individually identifiable
health information within an
entity that maintains such

Information
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Disclosure

e Release, transfer,
provision of accessto, or
divulging in any other
manner of information
outside the entity holding
the information
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Authorization
Beyond Consent

e Covered entity may not use
or disclose protected
health information without
valid written & time-
limited authorization



_ Mlnlmally Necessary

 Using/disclosing/requesting
protected health information
from another covered entlty

. Covered entlty must make
reasonable effortsto limit
protected health information to
minimum necessary to
accomplish intended purpose
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Except for Treatment

 No “minimally
necessary” for
disclosuresto or
requests by (but not use
by) a health care
provider for treatment






Psychotherapy |s
Special under HIPAA



Psychotherapy Notes

* Notesrecorded (in any medium) by
health care provider who isa mental
health professional documenting or
analyzing contents of conver sation
during a private counseling session or a
group, joint, or family counseling session

and that are separated from the rest of the
Individual’ s medical record
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NOT Psych. Notes

e Prescription & monitoring,
counseling session start & stop
times, modalities & frequencies of
treatment fur nished, r esults of
clinical tests

« SUmmary of diagnosis, functional
status, treatment plan, symptoms,
prognosis, & progressto date
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Psychotherapy Consent

e Covered entity (other than covered health care
provider) is permitted to use or disclose
protected health infor mation without consent,
If consent isnot otherwise required under
HIPAA, to carry out treatment, payment, or
health care operations

« EXCEPT with respect to psych. notes
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Authorization Required for Covered Entity
Use/Discl. of Psych. Notes EXCEPT:

 Tocarry out the following treatment,

payment, or health care operations, consistent
with consent requirements:

e By originator of psych. notesfor treatment

e By covered entity in training programsin
which students, trainees, or practitionersin
mental health learn under supervision to
practice or improvetheir skillsin group, joint,
family, or individual counseling
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Authorization Required for Covered Entity
Use/Discl. of Psych. Notes EXCEPT:

By covered entity to defend legal action or
other proceeding brought by the individual

 Asrequired toinvestigate or determine
cover ed entity's compliance with HI PAA

e Asrequired by law or health oversight agency
for oversight activities or with respect to the
oversight of the originator of psych. notes; or

Oy coroners or medical examiners; or to

orevent/lessen a serious & imminent threat to

nealth/safety of a person or the public
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No Access to Psych. Notes

e |ndividual hasright of accessto inspect &
obtain protected health infor mation about the
individual in a designated record set, for as
long asthe protected health information is

maintained in the designated record set, except
for psychotherapy notes

e Covered entity may deny an individual accessto
psychother apy notes without providing an
opportunity for review
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Consent Required for Covered Health Care
Provider Use or Disclosure of T/P/O EXCEPT:

 |f covered health care provider has an indirect
treatment relationship with the individual

e |f covered health care provider created or
recelved protected health infor mation in
cour se of providing health careto an inmate

e |n emergency treatment situations, if covered
health care provider attemptsto obtain
consent as soon as reasonably practicable
after delivery of such treatment
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Consent Required for Covered Health Care
Provider Use or Disclosure of T/P/O EXCEPT:

 |f covered health care provider required by
law to treat & tries but cannot obtain consent

* |f covered health care provider tries but cannot
obtain consent dueto substantial barriersto
communicating & makes professional
judgment that consent to recelve treatment Is
clearly inferred from the circumstances

e Absence of consent must be documented
including r eason why consent was not obtained
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Authorization & Consent

e Covered entities need authorization to use or
disclose psych. notesto carry out treatment,
payment, or health care operations

e Consent, but not authorization, needed for
person who created psych. notes to use notes to
carry out treatment & for covered entity to use
or disclose psych. notesfor supervised training
of studentsor practitionersin mental health
under to practice or improve their skillsin
group, joint, family or individual counseling
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Verbal Agreement

» Covered entities must obtain
Individual's ver bal
"agreement” beforeusing or
disclosing protected health
Information for facility
directories & to persons
assisting in the individual's
care
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Verbal Agreement

e Unlike" consent” and
"authorization," verbal
agreement may be
Informal & implied from
the circumstances
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Verbal Agreement

e Verbal agreementsareintended to
accommodate situationswhereit is
neither appropriatetoremove from
theindividual the ability to control
protected health information nor
appropriateto require formal,
written permission to share such
Infor mation
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Use of Psychotherapy Notes

o Covered entity may, pursuant to a
consent & without an authorization, use
psych. notesto defend legal action or
other proceeding brought by individual

e Disclosure allowed to covered entity's
attor ney to defend against action or
proceeding & to othersduring judicial or
administrative proceeding
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Authorization Not Required for Covered
Entity Disclosure of Psych. Notes to Defend

e Because authorization isrequired for disclosur e of
psych. notesfor " health care operations," exception
needed to allow covered entitiesto use protected
health infor mation about individual to defend
against an action threatened or brought by that
individual without asking individual for
authorization to do so

e Otherwise, a consent isnot sufficient for the use or
disclosur e of psych. notesto carry out treatment,
payment, or health care operations -- authorization is
required
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Authorization Required for Covered Entity
Use/Discl. of Psych. Notes for T/P/O

 Theseauthorizationswill rarely be necessary, since
psych. notesdo not include infor mation that covered
entitiestypically need for treatment, payment, or
other types of health care operations

e Authorization not required for useor disclosure of
psych. notes when required for enfor cement
purposes, or when mandated by law, or when needed
for oversight of the health care provider who created
psych. notes, or by a coroner or medical examiner, or
when needed to avert a serious and imminent threat
to health or safety
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No Right of Access
Unless Covered Entity Says Yes

e Psychotherapy notes

o |nformation compiled in reasonable
anticipation of, or for usein, civil,
criminal, or administrative action or
proceeding

e Certain protected health information
maintained by a covered entity that Is
subject to or exempted from Clinical
L aboratory | mprovements Amendments
Of 1988 © ASGoldberg 2001 All Rights Resd 82



Health Plans & Psych. Notes

 Health plans may not condition
payment, eligibility, or enrollment on
thereceipt of an authorization for the
use or disclosure of psychotherapy
notes, even if the health plan intends
to usethe information for
underwriting or payment purposes
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Covered Health Plans

Group Health Plan
« ERISA Emp. Wel. Ben. Plan

e« =>50 participantsor TPA
e |Insurer, HMO, ‘Care, ‘Caid

e Or any other individual or
group plan that paysfor cost of
medical care
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Disclosures to Sponsor

e Plan documentsrestrict use/disclosure

 May disclose summary health info.

e Toobtain premium bids & modify,
amend, terminate plan

« Amend plan to establish permitted &
required uses/disclosures

 Ensureagents/subs. getting PHI agreeto
same restrictions/conditions as plan
SpoNsor
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Sponsor Requirements

e Don't use infor mation for
employment-related actions/decisions
or other benefit plans

* Report inconastent disclosures

o Show internal
practices/books/records on PHI
use/disclosure to HHS for compliance
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Sponsor Requirements

e Destroy/return PHI when no
longer needed

* Provide for adequate separation
from plan

* Restrict employee access/use
» Lawyer/client privilege
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Sponsor vs. Plan
* Fiduciary respongabilities
* Cost allocations
* | nsurance
* Personnedl additions
* Two entities, not one
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Disclosur es to Sponsor

 Tocarry out administration

e Restrict insurer/HM O disclosures

* No disclosure for employment-
related actions/decisions or in
connection with other benefit plan of
SpoNsor

* Sponsor not covered entity or
business associate or wor kforce
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Enrollee Rights

* Notice from plan OR
 Notice from insurer/HMO

* But plan must maintain/provide
limited notice

* “Thisnotice describes how medical
infor mation about you may be used
& disclosed & how you can get access
to thisinformation....”
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Special Plan Notice

 On compliance dateto all
covered individuals

 Thereafter at time of enrollment

* Within 60 days of material
revisonsto notice

e At least every threeyearstdl
them how to get notice of rights
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Exceptions for Plans

 Benefits solely thru
iInsurer/HMO

* Do not createlreceive PHI
other than summary or
participation infor mation
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Not Covered Entities

 Employers (but noteinfo.)
e TPAS

e Property/casualty/disability/auto
plans event If pay for health care

e \Workers compensation
e Stop-losscarriersé& reinsurers
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eSign Law & Beyond

e US: eSign Law Effective
October 1, 2000

e German: Digital
Sighature Law

e European Union:
Electronic Sighature
D | rect | \/escoldberg 2001 Al Rights Resd 98



Security & Technology



Purpose of eSign Law

e To regulate Interstate
commerce by electronic
means by permitting &
encouraging continued
expansion of electronic
commerce through
operation of free market
forcag  ©AeerTmalRgee:



Purpose of HIPAA

e To Improve Medicare &
Medicaid programs, & efficiency
& effectiveness of health care
system, by encouraging
development of health
information system through
establishment of standards &
requwements for & electronic

transmission of Certaln health

© ASGoldberg 2001 ATRIgNS Resa_—_ 101
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eSign & Standards

eeSign law does not limit,
alter, or otherwise affect
any requirement of law
relating to rights &
obligations

e EXcept any requirement
that contracts or other

recor d S ©Q6%berg\é¥1rA'lliR;gh;!:R§dn ] 102

cinnod nr nnt alartranice




HIPAA & Standards

e HIPAA iIs first, foremost, &
uppermost about standards

e HIPAA iIs first, foremost, &
uppermost about standards

e HIPAA iIs first, foremost, &
uppermost about standards
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eSign General Validity

eSignature, contract, or
other record relating to
a transaction may not
be denied legal effect,
validity, or
enforceability solely
because It Is In
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eSign General Validity

e Contract relating to such
transaction may not be
denied legal effect,
validity, or enforceability
solely because an
electronic signature or
record used In Its
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eSign Transaction Coverage
e Action(s) relating to
the conduct of
business, consumer, or
commercial affairs
between 2+ persons

N or affecting
Interstate or foreign
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eSign Electronic

eTechnology having
electrical, digital,
maghnetic,
wireless, optical,
electromagnetic or
similar capabilities
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HIPAA Electronic Media

elnternet, Extranet,
leased & dial-up
lines, private
networks,
transmissions using
magnetic tape, disk,
or compact disk









eSign Electronic Signature

eElectronic sound,
symbol, or process,
attached to or logically
assoclated with a
contract or other
record

e AnNd executed or
adoptedetrya gerson =



HIPAA Electronic Signature

°The attribute
affixed to an
electronic
document to bind
It to a particular
entity

© ASGoldberg 2001 All Rights Resd
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eSign Does Not Make You Use
or Accept Electronic

e You do not have to agree
to use 0Or accept
electronic records or
signatures

e But government agency
Mmust accept a record
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HIPAA Electronic Signature

* Covered entities are not yet
required to use electronic
signature -- but can be

e But if electronic signature IS
used Iin a covered
transaction, HIPAA
electronic signature
standard would be required

to be ap pbddho: airigsrea 115




*Electronic signhature
based upon
cryptographic methods
of originator

authentication,
computed by using set
of rules & parameters
so that identity of
signer & iIntegrity of




HIPAA Use of
Electronic Signature

e Use of electronic signature
refersto act of attaching
signatur e by electronic means

e Authentication of signatory

e Binding of signatureto
document & non-alterability
after affixation
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Single Key Encryption

e




Trusted W Private Key
Authority

V




e Acomputer program or an
electronic or other automated
means used independently to

Initiate an action or respond to
electronic records or

performances in whole or In
nart without review or action

oy an individual at the time of
the action.or response




Use of Electronic Agent

e Contract/record relating to
transaction in or affecting
Interstate/foreign commerce
may not be denied legal effect,
validity, or enforceability solely
because Its formation, creation,
or delivery involved the action
of one or more electronic
agents so long as action is

legally atirtbubadde£0 person te
hAa hAaitrnnA







Federal/State eSign
Standards

eeSign does not limit or
supercede Federal or
state regulatory agency
requirement that
records be filed in
specified standards or

© ASGoldberg 2001 All Rights Resd 124
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eSign Preemption
e State law may preempt
eSign with Uniform
Electronic Transactions
Act of National
Conference of
Commissions on
Uniform State Laws
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HIPAA Preemption

e Proposed security rule
preempts state law

e Final privacy rule does
not preempt more
stringent state law

eFInal standards/data

sets rule preempts
S t a_t e I ﬁWIdberg 2001 All Rights Resd 127



Federal/State eSign
Rules/Inter pretation

e Federal/state
regulatory agency with
statutory rulemaking
authority may interpret
eSign Law

e HHS to-taterpret eSigna



eSign Enforcement

e NO specific
delegation under
eSign for
enforcement or
sanctions for failure
to honor eSign
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Office for Civil Rights
Enforcer With a Heart



HI PAA Offncefor CIVI| nghts
- Enforcement

e HHS delegates — with author ity
to redelegate — authority under
HIPAA to administer regulations
& to make decisionsregarding
interpretation, implementation &
enforcement of standards &
administrative requir ements

© ASGoldberg 2001 All Rights Resd 131






Cooperation

e HHS will, to extent
practicable, seek
cooper ation of
covered entitiesin
obtaining compliance

© ASGoldberg 2001 All Rights Resd



We'reHereto Help You

*HHS may provide
technical assistanceto
cover ed entitiesto
help them comply
voluntarily



Complaints

e Per son who believes
covered entity Is not
complying with HIPAA
may file complaint
within 180 days +
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Must Mitigate

e Covered entity must
mitigate, to extent
practicable, known har mful
effect of violations involving
use/disclosur e of protected
health information by
business associates
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| nvestigations

e HHS may Investigate
complaints & review policies,
procedures, & practices of
covered entity &
circumstancesregarding
alleged compliance acts &
omissions
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Access to Records

e Covered entity must keep records
& submit compliancereports, as,
when & how HHSreguires

 |n exigent circumstances if
documents may be hidden or
destroyed, covered entity must
permit access by HHS at any time
without notice
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Findings
e | Investigation/compliance
review indicatesfailureto

comply, HHS may attempt
Infor mal resolution

e |f violation occurs & informal
resolution not possible, HHS may
Issue written findings
documenting non-compliance
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| nvestigations

e HHS may investigate
complaints

e Review of policies, procedures,
or practices of covered entity
& circumstancesregarding
alleged acts/omissions
concer ning compliance
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Compliance Review

e Covered entity must cooper ate
with investigation

e Permit access during normal
business hour sto premises &

records including protected health
Information

e Access already exists under
M edicar e/M edicaid/state license
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Enforcement
-« HHS sanctionsfor violations
~ * Federal civil sanctions
o Federal criminal sanctions
e State sanctions
~« Contractual sanctions
¢ Professional sanctions
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<« HIPAA Corporate
Compliance Program

e DOJ Sentencing Guidelines

e Can abate costspenalties &
enfor cement actions
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False Claims Act

“Whoever...knowingly and willfull
makes or causes to be made any false
statement or representation of a
material fact in any application for
any benefit or payment under a
Federal health care program....”

Max. Penalty: $25,000/
Syearsin jail
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Why Have Compliance Plan

* Reduces Non-compliance Costs

— Sanctions
— Survey compliance issues

e Reduces Potential Penalties

— USDOJ sentencing guidelines
— Criminal and civil fines & penalties
— Program exclusion

e ReducesLikelihood of Enforcement Action
o Government strongly recommends
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Risk Assessment
EmMpIoyess Vendors  Patients




Compliancein a Nutshell

 \What you cannot do: violatethelaw by,
among other things, not using the data sets
and standard transactions; or violating the
prohibitions against disseminating
protected health infor mation or have bad
Secur ity

e \What you must do: Institute a QA-type
process to monitor, track, correct and
prevent non-compliance
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What Arethe L aws?

False Claims Act (Civil/Criminal/State)
Anti-Kickback Statute

Federal Health Care Offense

Health Care Fraud

Theft or Embezzlement

False Statements

Obstruction of I nvestigations

Wire Fraud/Mail Fraud

General (consumer protection)

HIPAA
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False Claims Act (Criminal)

“Whoever...knowingly and willfully
makes or causesto be made any false

statement or representation of a
material fact in any application for
any benefit or payment under a
Federal health care program....”

Max. Penalty: $25,000/5 yearsin jail
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False Claims Act (Criminal)

e Criminalizes Billing For Services:

—never delivered

—never documented

—different than delivered

—doubly billed to two payors

—not medically necessary

—not accurately coded

—violation of Conditions/Participation

— In violation of HI PAA rules???

© ASGoldberg 2001 All Rights Resd 151



False Claims Act (Criminal)

Whoever ... having knowledge of the occurrence
of any event affecting (A) hisinitial or continued
right to any such benefit/payment, or (B) the
Initial/continued right to any such
benefit/payment of any other individual in
whose behalf he has applied for or Isreceiving
such benefit/payment, conceals or failsto
disclose such event with an intent fraudulently to
secure such benefit/payment either in a greater
amount or guantity than isdue or when no such
benefit or payment isauthorized
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False ClaimsAct (Civil)

o Civil War era statute

 Prohibits“knowingly” submitting a
clam to the federal government for
payment of afalse or fraudulent claim,
or using afalse record to support a
clam for payment.

o Penalties: up.to $10,000 plus double
or treble damages
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False Claims Act (Civil)

e “Knowing” or “Knowingly” isnot solely
specific intent, instead it means any of the
following:

— having actual knowledge of the
Information

— acting in deliberate ignorance of the truth
or falsity of theinformation; or

— acting in reckless disregard of thetruth or
falsity of the information.
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False Claims Act (Civil)

Eight Factorsthe DOJ/OIG Must Consider
Notice of Rule or Policy

Clarity of Ruleor Policy

Pervasiveness/ M agnitude of False Claims
Adherenceto a Compliance Plan

| dentification of/Response to Noncompliance
Guidance Sought from HCFA

Previous Auditsfor Same I ssues

Any Other State of Mind I nformation
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False Claims Act (Ciwvil)

Five Responses DOJ/OIG Must Consider

e good faith reliance upon applicable statutory
and regulatory provisions and inter pretations

 misled by inconsistent and often contradictory
guidance from the carrier

e provider’swell-documented compliance and
self-reporting procedures did not reveal the
billing mistake

e error wasimmaterial

e “Innocent” mistake/no intent to defraud
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Anti-Kickback Statute

Illegal to knowingly and willfully solicit,
recelve, offer or pay remuneration in
cash or in kind toinduceor in return
for referring, recommending or
arranging for the furnishing of any item
or service payable by Medicare or
Medicaid programs

$25,000/5 yearsin jail
civil penalties and program exclusion
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Effective Compliance Plan

1. Establisnh written standards & procedures
2. Designate responsible individuals

3. Regular & effectivetraining

4. Effective means of communication

5. Audit & monitor compliance

6. Compliant hiring & discipline

/. Establish investigation protocols
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Organizational Structure

* Designation of a Privacy/Compliance
Official

— who

reporting obligations

oversight & monitoring

develop training programs
coordinate personnel & contractors
over see audits

conduct investigations
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Organizational Structure

« Form HIPAA Compliance
Committee

— Composition

— Function

— “high integrity, good judgment,
assertiveness and an approachable
demeanor”

— develop standards of conduct

— resourcesfor compliance official
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Chief Privacy Official






Written Standards:
Code of Conduct

Brief statement of general principles
Expectations of employees

Summary of basic laws

Basic instructions for reporting & response
M anagement involvement

Readable (trandlated if necessary)

Posted & distributed

Attestations of receipt & understanding
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e Basdaline audit recommended
e Written data

e Electronic data

e Accessto Iinformation
 Document, document, document
 Minimally necessary infor mation




Employee Screening
Pre-employment screening

“a...facility also should serioudly consider
whether to employ individuals who have
been convicted of crimes of neglect,
violence, theft or dishonesty, or financial
misconduct”

avold excluded individuals & contractors

Ol G Exclusions List:
http//exclusions.oig.hhs.gov/epls
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Your Privacy Official’s Job:
ToWorry, Worry, Worry



HIPAA NOTICE

« THIS NOTICE DESCRIBES
HOW MEDICAL
INFORMATION ABOUT YOU

MAY -BE USED AND
DISCLOSED AND HOW YOU
CAN GET ACCESS TO THIS
INFORMATION. PLEASE
REVIEW IT CAREFULLY.”




Notice Creates
Obligations & Liabilities

*Operation CureAll



Erin HIPAAvich
ANCIASSY ACHIGN?







Weld et al. vs. CVSet al.

e CVSscanned databases for
drug company criteria

e Mailingsto customers from
CV S promoting drugs

e Alleged conspiracy with drug
companies against “class’

© ASGoldberg 2001 All Rights Resd



More Litigation

e Sutherland casein VA
e South Carolina Med'’|
Assoclation et al.

e AS n of Amer. Physicians
& Surgeons Houston, TX



So. Carolina Med'| As' n

 HIPAA law & rules defective
e Unconstitutional delegation

e Preemption Isvague

e Save stringency?

* Rule expands > electronic
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Amer. Phys. & Surgeons

e Unconstitutional delegation
e Gov't Intrusion w/o warrant
e Should not affect intrastate
e Rule expands > electric
 Houston, Texas, y'all
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Judge Jones says.

|l|n light of the strong
federal policy In favor
of protecting the

privacy of medical
records....”
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Judge Jones says.

o“ | n accord with the

[HI PAA privacy]
Standards issued by
[HHS ...
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HIPAA For Dummies

 Civil sanctionsfor violation of standards
» Except if you did not know

» EXxercising reasonable diligence you
would not have known of violation

* Penalty waived if violation dueto
reasonable cause & not willful neglect

e 30 days+ tocure & technical advice
» $100 for each violation or $25, OOO/year
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VERY BAAAD HIPAA




HIPAA For Crooks

o Unlawful use or disclosure
e $250,000 + 10 yearsin jail if

with intent to sal, transfer or

use health information for
commer cial advantage,
personal gain, or malicious
harm

© ASGoldberg 2001 All Rights Resd 183



FIRST HIPAARARIAN



FBI Likes HI PAA




HIPAA: Largest Unfunded
Federal Mandate in Healthcare



| Gave You CMS Because | Feeal Your Pain
and | “See A Mess’
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Congressional Testimony

« HCFA [CM S] lacks specially trained
personnel to over see security

« HCFA's contractors are outright
obstructive to providing sound
Secur ity

e Compounding these errorswas
HCFA’sInability to catch or prevent
errors
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Guidance Overview

e 17 “reasonable(ly)” seps

criteria, reliance, efforts, safeguards,
precautions

e 18 “ professional(ly)”
o / “professional judgment”

e 23 " appropriate(ly)”



- Clarifications

«HHS & most partiesagree
that privacy protections
must not interferewith a
patient’saccessto or the
quality of health care
delivery
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Clarifications

- Phoned-In Prescriptions — per mit
pharmaciststo fill prescriptions
phoned

- Referral Appointments— per mit
direct treatment providers
recalving first timereferral to
schedule procedures before
obtaining consent
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Clarifications

- Allowable Communications-—
okay to have whatever communications
required for quick, effective, high quality
health care, including routineoral
communications

- Minimum Necessary Scope -
common practices, such as use of sign-up
sheets & X-ray lightboards, &
maintenance of patient medical charts at
bedside, are okay
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Clarifications

- HIPAA does NOT require:

- Private rooms
. Soundpr oofing of rooms

- Encryption of wirelessor other
emer gency medical radio
communications which can be
Inter cepted by scanners

- Encryption of telephone systems
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Clarifications

 ThePrivacy Ruledoesnot “passthrough”
ItSrequirementsto business associates

e Set of contractual obligations far
narrower than the provisionsof therule

e Covered entitiesdo not need to ask their
pUSINess associatesto agree to appoint a
orivacy officer [sic], or develop policies &
oroceduresfor use & disclosure of PHI

© ASGoldberg 2001 All Rights Resd 194



Clarifications
~« Covered entity not liable for privacy
~violations of business associates

~ » Covered entitiesnot required to
actively monitor or over see how
business associate carries out
safeguards or extent to which
business associate abides by

requir ements of contract
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Americans Wants HI PAA



HIPAA IN A BOX?












as good as It gets?




Don't Get Benhind HI PAA



BE A HIPAA
HERO .,
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BE A HIPAA
HEROINE




Professor Goldberg's

Year 3000 readiness Disclosure

To the best of my knowledge, this presentation will not cause the
Interruption or cessation of, or other negative impact on,
business or other operations, attributable directly or indirectly
to the processing (including but not limited to calculating,
comparing, sequencing, displaying, or storing), transmitting, or
receiving of date data from, into, and between the 20th and 22nd
centuries, and during the calendar year 1998 and thereafter
(including but not limited to the calendar years 1999-3000), and
leap year calculations, or giveriseto theinability of one or more
computer software or hardware programs, machines or devices
accurately to receive, store, process or transmit data on account
of calendar information applicable to such programs, machines
or devices, including without limitation calendar information
relating to datesfrom and after October 24, 2001.
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Why is this man smiling?
We practice safe HI PAA!

www.healthlawyer.com







www.healthlawyer.com

. For additional materials
Including the HI PAA law, rules,

& other materialsrelating to
health care and infor mation

technology, please visit

http://www.healthlawyer .com
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Alan S. Goldberg, JD, LLM

Third National HIPAA Summit

Basic HIPAA for the Rest of Us
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