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Background
National Account Service Company LLC

- Transaction processing for 37 BCBS Plans, 6
million members

- 80 million claims per year
Involves many IT vendors
Data and application centers
National Processing System (NPS)

. Tests applications and provides Customer Plan NPS
training
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Privacy Challenges
. Complex Organization

Relationships and Contracts with 37 BCBS
Plans

Involves many Business Assoclates, Vendors

NASCO Wears Two Business Hats -- NASCO
and Health Plan

E-Business Initiatives (Healthcare Benefits
Online Website)

No In House Legal Department
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Operational
2Understanding flow of PHI
2Uses angi disclosures
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@ Privacy Regulatory Grid

= Privacy Regulation ioti i NASCO's Response
e-business Ra:]l?i?le‘n?]t and Citation Destription of Requirement If Applicable, Indude Policy/Procedure Link

8§ 164.528 Accounting of Anindividua hastheright to receive an accounting of the disdosures | Does NASCO have documentation of the purposes of their disclosures? No

disdosuresof protected health of PHI mede by the covered entity in the Six years prior to the request

information. except for disclosures: (1) for payment trestment and operations, (2) to | IsthereaPHI disclosurelog? No
theindividud, (3) for thefacility’ s directory or to person’sinvolvedin | (If “no” stop)
theindividud’s care, (4) for nationa security or intelligence purposes, | Doesit include:

(5) to correctiond indtitutions or law enforcement officids, (6) prior to | disclosure date
the compliance date. person disclosed to
Covered Entities must provide: description of disclosed information
One free accounting per year; additiona copies for areasonable fee copy of the authorization or disclosure request?
Within 60 days of request (90 with extension) Doesit cover 6 years? (y/n)
The covered entity must provide awritten accounting of disclosures Does your operations support disclosure log retrieval and dissemination within 60 days? (y/n)
that for each disclosure includes the date of the disclosure, theperson | Do you document or track through other mechanisms the accounting of disclosures? No
to whom the information was disclosed, abrief description of the
information disclosed or in lieu of the summary, acopy of the
authorization or request for disclosure.
Business Associates must sign a contract that includes a provision that
they will provide an accounting of disclosures (other than for
trestment, payment, and health care operations)
§ 164.530 Adminigtr ative reguirements
i | l §164.530 (a) Personnel Covered Entity must Isthere a Privacy Officia?Yes
i vl I. ﬁ k | '-’ designations. Designate a Privacy Officid responsible for the development and Isthis privacy officia responsible for the privacy policies and practices? Yes
i |+ g ! implementation of the policies and procedures of the entity Isthere a contact office or person for complaints and to provide information regarding privacy practices a
L] AND acontact person or office to receive complaints provide further NASCO?Yes

information about the covered entities privacy practices.

§164.530 (b) Training A covered entity must train members of its workforce about the entity’s | Do you have atraining program concerning PHI for your workforce? No
policies and procedures for protected hedth information and document | If Yes, isthistraining documented? (e.g., Signed statements by workforce)
that training has been provided. The entity may demonstrate Arethetraining materias updated on aregular basis?
compliance by simply documenting attendance at the training; for Arethere ongoing re-education to address changes as they occur?
example, by meens of Sign-in sheets or notationsin personne records.

Training must be completed by the following dates

For each member of the covered entity’ sworkforce, by no later than
the compliance date for the covered entity; and

Theresfter, for each new member of the workforce, within aressonable
period of time following the date of hire; and

Within areasonable period of time after amaterid changein one of the
entity’s privacy policies or procedure becomes effective

8 164.530 () SAfeguards

A covered entity must have in place appropriate administrative,
technica, and physical safeguardsto protect the privacy of PHI and
reasonably safeguard PHI from any intentiona or unintentiona use or
disclosure, or violation of the requirements of the regulation.

For PHI in electronic form, compliance would be required with both
the privacy standard and the HIPAA Security Slandards
related to safeguarding the privacy and integrity of hedlth information

Do you have appropriate (1) administrative (2) technica (3) and physical safeguardsin place to protect PHI?
No, only limited and very informa safeguards
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Front End:

M embership, Provider,
and Pricing

Benefit Adm: Claims
Adjudication, Medical

BA - Business Policy, Benefit
Associate Determination
CH - Clearinghouse Backend Financials:
HP - HealthPlan P&P Claim Check, Utilization
DESCRIPTION APPLICABILITY IMPACT |Review, COB, Payment Functionality NASCO'S Capability to Support Individual Right
BA|CH | CH |HP D FIB|B FJR|C S System Requirements Current Capability Gap
(BA)| not a e rlejaile]ue
(BA) \% olnjcn]p]sr
e nlelk ajo]t v
I t]flen]roi
0 ifnc|t]|mec
p Elt]di]i]ece
n apn r
P d|A I'lg
& d S
P m
Individual Rights
ccess/Copy > System must include PHI identifier  |>Subscriber ID search capability [> NASCO- NO
e theright of access search capability (e.g. name of individual [>SSN search capability NPShasa
d obtain a copy of or some identifying number, symbol, or  [>Membership system includes  |subscriber search
ted health information in other identifier assigned to an individual  [qualifier search (e.g. sex and function;
ed record set. Covered >|f healthplan requests dependent level  [relationship) for dependents YES, thereisa
may deny this request search, s >No COB or other PHI qualifier |gap if the search
egulatory exception searches isrequesting a
' dependent level
> NPS to support
HP - Same as
above
X1 X X YES | X[X] X |[X] X >
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HIPAA Privacy Assessment

Key Findings
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HIPAA Privacy Assessment-

Key Findings
L ack of centralized responsibility to track contracts, business
associate relationships, permission letters
L ack of formalized processfor releasing PHI
Use of PHI in training materials

Some NASCO associates have accessto PHI that is hot necessary
to perform their jobs

| nformal policies and procedures exist surrounding the uses and
disclosures of protected health information

L ack of processin placeto track disclosures of PHI
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O Existing confidentiality statements W
O Lack of formal, written privacy policies v

(I and proceduresfor protecting PHI (fax, email,
FRYV Y training manuals, etc.)

O Informal authorization procedures

O Lack of tracking proceduresto document disclosures
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FINDINGS GAP
Individual Rights Gap
__ (Confidential Communication)
. .| Storage No Gap

s I|” I.'lll' Iill L

Preemption TBD

- [Membership Gap
(Confidential Communication)
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HIPAA Privacy Assessment

Key Next Steps

A Roadmap to Meet Privacy
Requirements
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0 Designate aperson or department to track existing
contracts, business associate relationships

Formalizerelease of information process (P& P)
Develop processesto support individual rights (P& P)

Develop privacy policy and training program (P& P)

0O O O 0O

Review HCBO website (privacy statement, features,
branding, etc.)

Ol

Develop implementation project plan




@ Contracts/Agreements -

ebusiness 1 Centralize responsibility for identifying and
tracking Business Associates

O Develop strategy for contract coordination and
management

i) O Negotiate Business Associate Contracts

d Iilil'iu. S

R Name of Entity | Function Involves Contract |Doesa Is Contract
Perfor med Protected Required |contract | Signed?
Health Y/N exist? Y/N
Information? Y/N
Y/N Date
Signed
1. XXXVendor Print checks, Yes Yes Yes Yes
EOBs, vouchers | Vendor employees 02/26/02
for NASCO; access/view/print
host website PHI
(VISIONS) for
health plans
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Track Accounting of Disclosu-

Rauete | Didosed | Date | TimePeriodfor | Nameand Dexription | Mutiple
PHI reues addresd | of purpose | Disdoures
(las 6yearsY/N) | personrecaving
PHI
Qbject EOB May2 | April 51998 John Srith Ledl No
Individua 2000 (within 6 years Pdlice Offior Proossding

e Develop processesto implement theindividual’sright
to receive an accounting of disclosures

— Identify disclosures outside of treatment, payment, health care
operations
— create logging mechanism (could manual log) for those disclosures
outside of treatment, payment, health care operations

— designate person responsible for responding to this request
— respond (approve/deny) in atimely manner (devel op response form)
— maintain documentation for 6 years

>




@ Support Individual Rights: -
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O Develop policy and proceduresto receive
requests from cover ed entities and individuals
(including schedule and costs), access process,
approve and/or deny process, amend process

O Document and log requests, actions, infor mation
copied

O Designate NASCO contact person to process
requests

O Maintain documentation for 6 years
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O Develop privacy mission statement

“NASCO is committed to protecting the privacy of
health information”

Part of Branding I nitiative

— O Develop written privacy policies and procedures
L AL, for protecting PHI (fax, email, training manuals,
Rt 4 etc.)

O Develop formal complaint processes and
sanction policies

O Formalizereease of PHI form

O Deveop privacy manual (duediligence
document)




Summary of Next Steps.
@ | mplementation Plan
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Next Steps Owner/Team

Estimated Completion

1. Coordination of tracking XXX
contracts — Business Associate,
Trading Partner, Chain of Trust

2002

2. Develop strategy for training XXX
materials

2002

3. Develop privacy policies and XXX
procedures

03/31/02

4. Develop standard authorization XXX
.+ 1 |forms and procedures for outside
' o l00 ' [ disclosures

."11" [

03/31/02

‘ 5. Develop policy and procedureto | XXX
“ | support the three individual rights as

a Business Associate:

Access/Copy, Amend, Accounting

of Disclosures

03/31/02

6. Coordinate privacy workgroup to | XXX
facilitate discussion of HIPAA
related to ongoing business
Initiatives (e.g. E-Business

| Workgroup M eeting)

04/14/03

I 7. Develop ongoing privacy XXX
awareness education program

04/14/03

Each has its own project plan with milestones
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Summary of Next Steps:

| mplementation Plan
Next Steps Owner/Team Estimated Completion
8. Preemption — Assign point of XXX TBD — Will be
contact driven based on
Plan requirements
9. Satisfy storage requirements — XXX 03/31/02
develop procedures for
documentation storage requirements
(policy and procedure)
10. Support Individual Right of XXX TBD
Confidential Communication
11. Support Revocation of XXX 03/31/02

Authorization — Manual Procedure
(policy and procedure)
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Privacy |mplemented at N

Manager (support from

Privacy Work Group)

7

Related Security Corporate Privacy
Safeguardsfor all Policiesand
Formatsof PHI
et Procedures
. NASCQO's PHI Uses
Ind|V|§h_JaI Rights . andDisdlosures
Polidiesand HIPAA Privacy Documented and
Procedures Developed . ]
Compliance
BUSQ?OAn:?C':Ie Users Categorized and
1onsnip Typeof Accessand Use
| dentified and Defined
Contractsin Place
Condderationsfor State
Privacy and Confidentiality
Regulations
>

This depicts NASCO’s due diligence




@ Privacy | mplementation Chall

B Understanding Uses and Disclosures M Business Associate (BA) Contracts

e-business Y ldentify Protected Health Information ¥ Understanding Information Sharing
Y Documenting Information Flows Practices and Procedures
Y Understand Permitted and Required ¥ ldentifying All Business Associates
Y Train Workforce Y ldentifying Y our Own Entity asaBA
B Document M anagement ¥ Negotiating/Renegotiating Contracts
W Consents, Authorizations, Opt Outs g Contract Management
¥ Privacy Policies, Notices of Practices B Preemption
Y Track Requeststo Exercise Rights ¥ ldentifying Contrary and
_ Y Track Individual Appeals, Disputes More Stringent Laws
A kln'tf s Y Maintain Accounting of Disclosures W Existing Patchwork of Privacy Laws
RS B Minimum Necessary ¥ Multi State and National Locations
' W Determining Need to Know B Administrative Safeguards
¥ Use and Disclosure Procedures ¥ Intersection of Privacy and
Y Defining Routine and Recurring Security Controls
W Defining Individual Criteria ¥ ldentifying Need for Audit Trails
Y Training Workforce B Compliance
" B |ndividual Rights ¥ Internal Audit
Y Assess System Functionality Y Audit Controls
Y Tracking Requests, Denias, Reasons ¥ Monitoring

Y Tracking Revocations (manual ?)
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e-business O Confirm what you are under theregulation

O Privacy isnot just about policy and procedures -
- It also impacts systems

O Understand and document PHI business process
flows (Sr. management verification and
consensus)

O Communication iskey

O Need for coordinated, organized and structured
approach

O Useof data collection tools
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e-business O Importance of identifying Business Associates
(and obtaining approval)

O Don’t wait to develop strategy for contract
negotiations

O Critical tounderstand HIPAA impactson future
businessinitiatives

O Important to obtain assistance from HR
department (P& P, training)

O Involvelegal counsel asappropriate

O Document, document, document (due diligence)
>




@ Questions?
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Protected
Approach Information '
Policies and Privacy Regulation
Procedures ' Assessment \ )
[] IIl|I
,"‘I*-"“.' '.H-' . Interwews Flndlngs




