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Two Sections;

e Implementing an Online System for
Executing and Renewing Confidentiality
Agreements

e Organizing and Centralizing the Access-
granting Process for Multiple Information
Systems Containing PHI
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Background on PeaceHealth
Info systems that link our entities together:

e “Community Health Record”
— |DX LastWord
— |IDXtend

e Organization-wide Intranet — “ Crossroads’
o Other organization-wide systems

— ESI (materials mgmt, surgery)

— Infinium (HR)

— Applix (Corporate Help Desk)

— Elc.




Part 1
Online Confidentiality
Agreements

Mandate:

e Create a system to capture annual
renewals of confidentiality agreements
electronically for all PeaceHealth
Information system users

e Block accessto information systems for
all userswho fall to renew thelr
agreements.




Narrowing the Scope

(1ssues)

Requirement for annual renewal was a new concept for
some PeaceHealth Regions

No uniform policy requiring annual renewal

Separate systems track “Users’ vs. “Employees.”
— Despite significant overlap, interconnectivity between the two
IS Inadequate
Majority of non-employee users are Providers and their
office staff
— Require special handling




Narrowed Scope for First
Year (2001)

 Limited to PeaceHealth employees

e No concrete consequences for falureto
renew

e Scope to be expanded in subseguent years




Technical Design

Dataresides in Applix (Help Desk) caller database

— Network user ID

— SSN as entered by user

— SSN as stored in Applix Caller table
— Date stamp

“Signature” captured viaintranet web page linked
to Applix DB

Detalled reports available to Region Coordinators
online

Nightly download sends data to Infinium HR
system

Managers able to view compliance data for their
employees via HR “ Manager Dashboard.”




Technical Design: Online Agreement

3 Security Agreement - Microsoft Internet Explorer provided by Crossroads
File ':Edft_ E:e'w:ff ""E_Q.‘sﬁrﬁité_sl;' Tools  Help
. S | W A G @ B3| 9
Back Forward — Stop Refresh  Home Search Favorites  Media  History | Print
P&'ﬂd'ress;@ http:l,l',l'shrncsql1,l'apps,l'he!pdesk,l'SecurityF\greement,l’

Crossroads|

Statement and Agreement
Regarding PeaceHealth Information

A5 a user of PeaceHealth information, you may dewvelop, utilize or maintain patient information, employment information, or business
information hereinafter referred to as "PeaceHealth Information". PeaceHealth Information from any source in any form {including paper
records, oral communication, audio recordings, and electronic displays) is strictly confidential. Access to PeaceHealth Information is
permitted only on a reed-to-krow basis.

All users of PeaceHealth Information shall comply with PeaceHealth’s policies and procedures to respect and preserve the privacy,
security, and confidentiality of PeaceHealth Information.

Violations of PeaceHealth's policies and procedures may include, but are not iimited to:

Accessing information that is not within the scope of your job or responsibilities to PeaceHealth,

Leaving patient medical records or charts in an unsecured place or leaving a secured application unattended while signed on.
Misusing, disclosing without proper authorization, or altering PeaceHealth Information.

Disclosing your sign-on code and/or password or using another person’s sign-on code and/or password for accessing electronic or
computerized records.

Discussing patient, employment and/or business information in a public place {e.g. elevator, cafeteria).

Yiolation of PeaceHealth policies and procedures by any user of PeaceHealth Information may constitute grounds for corrective action,
up to and including termination of employment or loss of medical staff privileges, in accordance with applicable Medical Staff Bylaws,
REules, and Regulations. Yiolation of PeaceHealth policies and procedures by students may constitute grounds for corrective action in
aoccordance with applicable PeaceHealth or educational institution procedures. Yiolation of PeaceHealth policies and procedures by third
parties, such as wendors, may constitute grounds for termination of the contract or other terms of affiliation. Yiolation of PeaceHealth
policies and procedures may also result in civil and/or criminal liabilities and penalties.

I agree to comply with the terms of the above statement and have also read and sagree to comply with PeaceNealth Information
Systerms Security, and Cormmunications Policies. I understand that the chiigations set forth in this statement and sgresment continue
beyond the end of my relationship with Pesceiealth.

T e
Network/E-mail Logon Name: | Social Security #: | (| AGREE
|@ Done ]_]_]_ ﬁzl;'r Local inkranet




Technical Design:; Online
Administrative Reports

ft Internet Explorer provided by Crossroads

@ G @

7 smp  Refresh Search Favorites  Media Hr,-srw‘ Frint

RIS

é’nﬁss]@ http:_!f,fs_hmcsql_l ,l’apps,l’he!pdesk,l's_ecurityagreement!fre_ports.as_P

Crossroads|

Security Agreement Reports

Crossriogds

who has sigred Y{ Who Has Slgned

who hasn't signed (HRY
YWho hasn't signed (Appliz)
SShs don't match
Department manager maintenance Back to reports

Taken between: I&&B{U‘I | and I

NT Logon: I
Region: I )
Company: [Whatcom 7] (HR)
Department: | =l Ry

=l cappiing

JUNISH [PHARMACY SERVICES ‘e/19/02
[PEDIATRICS B/22/01
[MaTERNAL CHILD SERVICES | 10/28/01

RELL [ENVIROMMENTAL SVCS la/ze/01

HIMET 10/1/01

(FREY [EMERGENCY SERVICES 1275701
[MEDICAL CARE UNIT 1/23/02
[FHARMACY SERVICES le/iz/o2
[INTENSIVE CaRE 1715002
[soCIAL DETOR 172402
[MATERIALS MANAGEMENT  2/14/02

RECOVERY CENTER NURSING | 2/7/02

ENVIROMMENT AL SVCS ‘10/28/01

| T‘
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Technical Design; Manager
Dashboar

rossroads

29 Ba A wmog 9
(Forwerd  Stop Refresh Home
I ESSI@ http: ffsis400:3030{phnet/corp d2wvlidate

ach Favortes  Media Hi__tidir.?-"| Print

Crossroads]

-

b-Department and Employee Information (for direct reports)

Welcome to the Manager Dashboard &

e Basic Employee Information .
e Job & Salary Range Report Crossroads|

e PTO Report % Course Wamings

e .~ RED CousehasNOTbeentaken

o By Department PINE: Course date has expired.
o By Manager YELLOW: Course EXPIRES in less than 60 days.

Bty Pahaat s Tt it All Employees are reguired to take
annually:

+ By Employee
e By Course Body Mechanics

Electrical Safety
b Other Reports Emergency Prepardness
Fire Safety

o HID Appliz Dashboard Hazard Communications

s Job Posting Request

Course Warnings for
Confidentiality Agreement
Click on Employee Name to view complete History

All Employees with patient contact are
required to take annually:

e CPR (Either CPR review or CPR Basic ElqElEEE L Dy
Life Support for SHMC only’)
e Infection Control Click on Employee Name to view complete History
+ Age-Specific Training 1 Total Employees
1 Employees have not taken this course or course has

Nursing employees at SHMC are required _e_xplr_ed.
P R T Pt Participation: 0%o




Communications

Announcements made in regional
management meetings

E-mail announcement to all management

Announcements in regional employee
newsletters

Bulletin board posters

“Headline” article on intranet home page
Reminder e-mails




Communications; |ntranet Homep

rossroads - Microsoft Internet Explorer provided by Crossroads

Bl Edk Vew Favortes Tools Help

.2 -0 B 4|9 @ @ 3

Back  Fouad  Stop Refresh  Home | Search Favortes  Media

Agress [ @] http:rossroads Homedefault i

QuickLinks = Corporate-Wide | Department | Paersonal

Recent

7

Your PeaceHealth
Community
Information Source

PeaceHealth

Center for Mission Confidentiality Agresment Goes Onling; YWwhat
s ice Cent every PeaceHealth employes needs to know
ervice Lenters Massages now offered at Cottage Grove and
& Departments Wester
Food Services wants your opinion
i r Fehr

News and
Information

Internet previous headlines - suggest a headline

Search

Help .
Organizational Health Survey for oML, HID,
Policies PHOR

i Il

Employees

Organizational Integrity Training now live
Acom Lecture Series

previous features - suggest a feature

de Webs

Business Development

fi
Crossroads Directary
Duplicate MRMN Lookup
Ellee'trc'nic: Library
Financial Statements
Grant Writing

Homne Health and Hospice
Hurman Resources
Incident Reporting

-
Missian Fulfillment
Organizational Inteqrity
Patient Financial Set_'arices

P ili
Physician/Clinician Dire
Risk Managernent

Wideo Conferencing Schedule

e




Communications; | nstructions &
Link to Agreement

nusroads

Apnl 16, =001

&l PeaceHaalh Employees

Serurity ard Privacy Owersight Commidas
Orgarizatons Integricy Ta=k Force

SN Agreamants on-lne

What EVERY PeaceHealth Employse
Needs to Know

It you ara a PeacaHealth employas, this information |s far YOU . Scarting this yaar, al PeacaHaakh amplyess wil be required 1 ranaw thar Corfidantialcy Agreansarcs onling. Wi
our evar-noeasng elecronic capabilty s PasceHeakh, this armual task will b autamatesd far all employaas whether you work ina dinic, the haspital, or another Incation. and tha
Qreat ness—isaT dificult, [n Faof, iKrakes onk' @ tew minuoas,

Hare 15 tha Step-by-step Procedure for onine ranesal of the Confidentiality Sgreamants.

L T you have nat iogoad on ba the PasceHealth MHabwark
within the last 90 days, plesse call tha Halp Desk bafare
proceedng. fou will need ba hewe pour Nebwork
Pasewond resed, You can cortack the Help Dask fram
st feecikties by disling axtstision 5464, IF you are
unable bo use the aboye e=benzion, please cal (541)
BEE-Sdad, of 1-300-452-1325.

Read the Statemant and Sgresmant Regardog

PeaceHeal Infomnaton, [T you would [ke more

informabon ragardng PeaceHealth's Tnformaton Sacourity
aftar rasding tha Pobcias, click heres,

instructions to the Wiben you are ready o renew pour agreement, type

right, click hore to waur parsonal NT Matwark legon name [(24+3] in tha frst

box =t the botom of the sgreemant page, Hest, type

(FEFHE R YOI
2 yaur Sadal Sacirty Mumbar, withaut dashas, in the
{anreement on-ine. ==cand bas.

Ermmplac The
Trs
Pene: Do
Chols thea 1 WSREE™ hutton.
Chse Crossraads.
1F wou are firished using the compater, 10g aff,

For a st of Fraqusnt by Acked OQuesibnns, o g reodbng below

Home | Ol Home | OTF | HPAASEOS | Flens | Policies | Educabon | Comtact Lis




Renewa Month — Process

Started with e-mail announcement (with
link to Instructions) to all employees

Weekly reports to managers

Weekly e-mail reminders sent to those
who had not yet renewed (auto-generated
distribution list)

roubleshooting, assisting, responding to
guestions and issues




Renewa month; Weekly

Reports to Managers
(also available via M anager Dashboard)

ssN

51
1




Renewa month: Reminder e-mail

Johnston, Kewvin

Wednesday, May 02, 2001 1:58 PM
DL =dH-Unzigned Security Agreement
Re-Zign On-Line

Re-Sign On-Line!
This is the month for you to renew your confidentiality agreement with PeaceHealth.
Az part of our efforts at PeaceHealth to be diligent about confidentiality and security of private information, we have automated our

annual confidentiality agreement renewal process. An electronic renewal farm is now available on Crossroads, and it takes only a
fews minutes to complete.

Renewal is required for all PeaceHealth employees, so don't delay! Renew your confidentiality agreement
today.

To learn mare about the Cnline Confidentiality Agreement, click an:
zhttpefphcinet Mews CorporateCenterfAgreement htm:s

To go directly to the online confidentiality agreement, click on:
hitp:f/shmcsal l/appsihelpdeskiSecuritgAoreement!

If wou hawve any guestions about renewing vour confidentiality agreement anline, please contact Tonya Ramsay, your Regional
Zoordinatar for Security and Privacy at (3807 738-6400, ext. 2265,

Thank youl




Renewa month: 1ssues encountered

e New hires

— Newly hired employees signed a paper
agreement, but show up in the system as not
having renewed.

o Social Security Number

— Some employees uncomfortable with
entering SSN online




Solutions — New hires

e Decided that, if hired > 6 months prior, not
required to renew

e Communicated this repeatedly

e Some managers had new hires renew anyway
to “clean up”’ data on Manager Dashboard




Solutions — SSN

* Provided information on actual confidentiality
of SSN

e Provided information on our use of SSN

e Came up with a“witness’ process for those
who absolutely refused to enter SSN




Results from first year

e Over 95% of PeaceHealth employees
renewed thelir agreements

e Some regions began to use online renewal
system to capture original signatures, not just
renewals




Planning for Year 2

 Policy requiring annual renewals of
confidentiality agreement needed

* Desire to expand scope to:
— Include non-employees
— block access for those who fail to renew

« Eliminate problems with new hires and
SSN




1.

Year 2
Expanded Scope & Improvements

Require independent providers and their
office staff who have access to our info
systems to renew agreements annually

. Block access to information systems for

most users who fail to renew thelr
agreements.

. Eliminate use of SSN
. Account for new hires



1. Include independent
providers and their office staff

 |dentification: Independent providers are
registered in our systems no differently than
employed providers

« Not all are set up as Network users —
required for online agreement renewal

« Deactivation of independent providers a
sensitive issue




2. Block access to information
systems for most users who fail
to renew their agreements

 Politically charged; inactivated personnel
will be unable to work

e Requires parallel processes, significant
applications (LastWord, IDXtend, etc.) don't
require network login for access

 Reactivation process complex and involves
many players




ORCA Process for non-
hay 1, 2002 Above lists sent to
PeaceHealth-ermployed [eysripoces Med Staff

[ u
: Coordinators and
Froviders Chiefs of Staff for
falloww-up
r OC% "
I Regional

ary, 2002 coordinators

perform weekly
check in with hed

— . . Staff re: followe-u
Explains new requirement, Wi Non-renewers
¥ and that all uzers who have
Jan - Feb 2002 Letters zert to all not reneyved their

agreements by April 30,
2002 will be inactivated.

non-PeaceHeath-
employed

Providers)

¥

May 24, 2002

Final wearning sent
to Providers who
have not reneswed

¥ O : -
Letters =ert to all Again explains new

March, 2002 non-PeaceHealth- requireme_r!t a_nd DFU\_"idES
employed clear, specific instructions on

providers and renevwal process
attached to Med
Staff nevsletters

at all hospitals

¥

June 3, 2002 Final clearance for

inactivation
received from
Chiefs of Staff

h 4

April, 2002 Renewvval month;

weeekly reminders
posted | placed in
mailboxes, etc.

¥
Listz of non-
June 3, 2002 renewers sent to
HID Metweark and
Region Security
Analysts for
inactivation.

¥
May 1, 2002 Grace period
begins, Lists of
thoze who have
niot reneswed
compiled




User calls Help Assumes that one-month

= - Desk, complaing grace period after "renewal
that =he iz unakle i
talog an month* has lapsed, and that
the user's MNetwork and
l LastWord accounts have
been inactivated.

Help Desk Analyst explains

Help Desk Analyst
Help Desk Analyst to the uzers that they have 7
reinstates netwoark days to renew their

checks Applix for
r OC% B
access only & logs agreements
call which e-r_‘n_ails (RiC= Regional Coordinator)
Does flag indicate RC wi specifics
O r reneyyval complete? l

RC cross checks

vES reports of those who
¥ haven't renewed with
mailz from help desk.

Help Desk Analyst
starts routine
troukleshooting

procedures

Does User renevy
agreement win 7-
day period?

YES
¥

User's Manager
calls Regional
Security Analyst

RC notifies
Metwork Analyst tol
inactivate network

account.
If & repeat, notifies
uzer's manager of
repeated process,

I

and regquests Ly
ACCESS

|

Regional Security
Analyst checks
ORCA DB

Has user
renewed?

YES
¥

Redgional Security
Analyst
reactivates user's
Lastwiord accaount

Regional Security
Analyst notifies
user's manager

¥

User's manager
weorks with user an)
renevval process,

and haz the user
retry




3. Eliminate use of SSN

o SSN was used only to link renewal record
with user’s HR record

 HR system now stores network |D for each
employee

e Programming change enacted to transfer
renewal record to HR system using network
|D as link instead of SSN




4. Account for new hires

e SOome regions are having new hires sign
agreement electronically

e New policy requires that, when signed on
paper, HR must enter record of agreement In
electronic system

e Manager Dashboard now correctly reflects
new hire signatures




Renewa Month Process: Y ear 2

Communicate re: potential loss of access for failure
to renew

— Lettersto independent providers

— Announcements to management

— Announcements in employee newsl etters

Weekly reports to managers

Weekly e-mail reminders sent to those who have not
yet renewed (auto-generated distribution list)

Troubleshooting, assisting, responding to questions
and Issues




Planning for the future

 Include all other systems users
— Students
— Vendors
— Volunteers

e Technical possibilities
— Integrate with other systems better
— Systems access database?
— Automate deactivations?




Part 2

Organizing the Access-granting
Process for Multiple Information

Systems Containing PHI




Systems and Applications
In use at PeaceHealth

(apartia list)

Network/E-mall o Applix (Help Desk; User
IDX LastWord (Clinical/ HIS) database)
|DXtend (Practice Mgmt.) Infinium (HR, Training/

Antrim (L1S) Education tracking)
Morrisey (Med Staff Mgmt.)

ES| (Materials Mgmt: Cascade (Inpatient coding)
Surgery) HcM (Financial Decision
Support)

Data Warehouse) Pyxis (Pharmacy)

Lanier Transcription Services

Enterprise View (Clinical




Current Processes
Involve In various combinations:

Managers

Desktop Support Analysts
Systems Administrators
Data Stewards

Security Analysts




Defining the need

Define “ access’

Comply with HIPAA rules (Privacy &
Security)

Centralize access-granting, modification, and
termination processes

Facilitate manager involvement
Make It auditable




Defining the Need:
What Is “ Access?”’

* Noun: the ability or right to enter or use
— (anon-material possession)

e Verb: to make contact with or gain accessto
— (an action)




Defining the Need:
L evels of Access

e Level 1: everything up to, and including, general
access to an information resource; one can “open
the door”

* Level 2: onceyou're “in the door” of the
Information resource, what “rooms’ you can get
Into

e Level 3: onceyou are “in the room,” what you
actually do (behavior)




Defining the Need:
Comply with HIPAA Rules

Privacy § 164.514(d)(2)(1) re: Minimum
Necessary

A covered entity must identify:

— (A) Those persons or classes of persons, as
appropriate, in its workforce who need access to
protected health information to carry out their
duties; and

— (B) For each such person or class of persons, the
category or categories of protected health
Information to which access is needed and any
conditions appropriate to such access.




Defining the Need:
Comply with HIPAA Rules

Security (proposed) 8§ 142.308(a) re:
Administrative Procedures; Information Access
Control

—Access authorization policies and
procedures

—A ccess establishment policies and
procedures

—Access modification policies and procedures




Defining the Need:
Comply with HIPAA Rules

Security (proposed) § 142.308(c) re: Technical
Security Services, Access Control

— Context-based access
— Role-based access
— User-based access




Defining the Need:
Centralize the access granting,
modification, and termination

Processes

e Eliminate questions about who controls access
to what

e Create aplace for “one-stop shopping’ for
access control




Defining the Need:
Facilitate manager involvement

Managers are typically the ones to request
access for staff

Managers are typically most knowledgeable
about what their staff people do and need
accessto

Managers typically have front line
accountability for staff behavior




Defining the Need:
Make It auditable

* \WWe should be able to monitor our compliance
with our policies and with HIPAA rules




Envisioning a Solution

Q: What can we realistically control centrally?

A: Leve 1 Access, somelLevel 2 Access




Envisioning a Solution:
Different Needs

 New hires
e Job/responsibility changes
e Terminations

— voluntary
— involuntary




Envisioning a Solution:
Different Systems

Different attributes define a user in each
system

Different user name/l D conventions

Some systems have less than compl ete user
data (SSN)

Different people manage systems — in some
cases, different cultures




Envisioning a Solution:
Putting It all Together

Find ways to interface with the user file/table
In each system

Gather data

Combine user data with employee data (job
classes)

Create User Access Templates

Create system/processes that use, update, and
reinforce templates




Putting it all Together, cont.

e Manager interface to allow:

— Viewing user access templates
e Per user
s Per template

— Adding or deleting selections for a user
— Automatic reinforcement of user access templates

e Audit capabilities — templates and users




New Hire Process

Systems and System
Administrators are
determined
ID He'w Hire/
gathering
data
Systems are Proposed jcati
(Access Template) Datahase of identified that O Manager Communication Set up
Position info on systemg—.. iti d I i systel F_’ + to System +
is determined ROSIHON-cone; emplayee to manager Approval Administrator | | | 266858
systems and needs { based for approval Dy
individual data ':gr::‘;:;? i
{Level 1 database) g
Enter new To interface : Level Il access
et to Database included whenever
Infinium HR possible Manager revises
{+/-} template for
ACCess
{includes look- maﬁTp;ﬁe;{Iﬁed‘_
up capability for a
manager on
other people
Do not who report to
manager}

input in
Irfiriuim




System progress to date
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User Details

- Back

Human Resources Information

[KEVIN [KEVIN DoHMsTON  [B (87160 B

-|REG COORD, SECURITY & PRIVACY |ORGP.NIEP.TION.'5.L INTEGRITYT 10/21/85

LastWord security

213 KEVIN. JoHNSTON [B [D6/D1/1956 [A REGN COORD booss  [11/8/01 |8/7/00 11:18:10 AM

¥MS security

%213 |KEWIN B JOHNSTOM |Disuser

IDXTend security

213 |kBJO1 |IOHNSTON,KEVIN B

System Security

|l<n_3vj_n_:|h |_NT

|kevj|:|h _|Exchange.|l<ewn Jl:uhnstcun Cl:nrpl:urate Organlzatlnnal Intn3|;|r|t1,r |3.a’19.-'“98 10.03.38 F'.M
[KEWIOH |Lastwiord [JOHNSTON, KEVIN B |1/1/00

Applix Information

[KEWIOH [PHC_OI_EUG |DAVCRA




Plans for the Future
(Immediate)

Provide manager access to systems access
database via Manager Dashboard

Display user access templates

Suggest Level 1 access template per job class

Allow manager interaction — selection and/or
de-selection of specific systems Level 1
access




Plans for the Future
(long term)

Systems Access database may interact with
other systems such as.

e Single SIgn-On system
e Online Renewal of Confidentiality
Agreements

e Others?




Questions?




