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The HIPAA Privacy Regulation: 
The Never-Ending Story
Our story thus far: In an effort to ensure the privacy of patients’ health
information, in 1996 Congress passed the Health Insurance Portability and
Accountability Act of 1996, now known to all as HIPAA. In the waning days
of the Clinton Administration, the Department of Health and Human Ser-
vices (HHS), issued a massive and far-reaching final regulation (Privacy Regu-
lation), which would have instituted a variety of new and comprehensive
requirements related to the privacy of health information. The compliance
date of those requirements is April 2003. The incoming Bush Administra-
tion was widely expected to significantly modify the final Privacy Regulation.
However, although it requested additional comments on the impact of the
Privacy Regulation, the new administration left the rule in place, promising
instead to propose additional changes in the future to reduce the burdens
associated with the rule. 

In the latest episode, HHS made good on that promise, issuing a proposed
rule on March 27, 2002 (Proposed Rule), which would, if made final, make
significant changes in a number of key areas. In the discussion below, we focus
on the following five areas: (1) new requirements for consents; (2) revision of
the authorization requirements; (3) changes to the marketing provisions; (4) new
proposals related to medical research; and (5) changes to the business associate
provisions. Although this Advisory focuses on five key issues, the Proposed
Rule contains other significant changes to the Privacy Regulation. Comments
on the Proposed Rule are due April 26. Although this is a relatively brief com-
ment period for such a complex proposal, HHS said it was necessary because
by statute, any changes to the regulation must be final by October 13, 2002,
six months before the Privacy Regulation’s compliance date.

New Consent Requirements
The Proposed Rule significantly reduces the burden on providers with respect
to obtaining an individual’s consent to use or disclose protected health infor-
mation (PHI) for treatment, payment, or health care operations (TPO) pur-
poses. Under the original Privacy Regulation, health care providers with a
direct treatment relationship with the individual are required to obtain written
consent from the individual before using or disclosing the individual’s PHI for
treatment, payment, or health care operations. In response to providers’ con-
cerns about the unintended consequences of this requirement, the Proposed
Rule would eliminate the consent requirement for health care providers with
a direct treatment relationship with the individual, but would allow all health
care providers to obtain a consent if they so chose. 

Not only would covered entities have the option of obtaining or not obtaining
consent, if a covered entity decided to obtain consent, it would be permitted
to design its consent form and process however it chose because the Proposed
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Rule eliminates the current standards for
consents. Providers would have discretion
in creating the consent form and decid-
ing when and how to obtain the consent
from individuals. A consent, however,
could still only apply to uses and disclo-
sures that are otherwise permitted by the
Privacy Regulation — i.e., a consent
would not permit a covered entity to
use or disclose PHI for purposes which
would otherwise require an authorization
(e.g., uses or disclosures for research pur-
poses). Furthermore, it is important to
remember that states may impose their
own standards regarding consent, which
will still apply even though the Proposed
Rule eliminates the consent requirements.

No Consent for Information Sharing

The Proposed Rule also would allow
covered entities more freedom to share
PHI with other covered entities and
non-covered health care providers. The
current Privacy Regulation permits cov-
ered entities to disclose PHI for treat-
ment purposes, and to use and disclose
PHI for their own payment and health
care operations activities. However, cov-
ered entities must obtain an authoriza-
tion in order to disclose PHI for the
payment or health care operations of
another entity. For example, where an
ambulance service needed a patient’s
PHI from the treating hospital in order
to bill the patient’s insurer for the trans-
portation provided, the hospital would
be required to obtain an authorization
from the patient before disclosing this
information to the ambulance service.
By contrast, the Proposed Rule would
permit a covered entity to disclose PHI
for the payment activities of other cov-
ered entities and non-covered health
care providers. For instance, a physician
could share a patient’s PHI with a durable
medical equipment supplier so that the
supplier could establish that the equip-
ment was medically necessary in order 
to obtain payment from the Medicare
program for providing the equipment 
to the patient.

The Proposed Rule also would allow cov-
ered entities to disclose PHI for certain
health care operations of other covered
entities so long as each entity has, or has
had, a relationship with the individual.
Where the relationship between the indi-
vidual and the covered entity has ended,
the covered entity would be permitted to
disclose the PHI if it related to the past
relationship. In particular, covered enti-
ties would be allowed to disclose PHI 
to another covered entity for:

• quality assessment and improvement
activities;

• population-based activities relating to
improving health or reducing health
care costs;

• case management; 

• conducting training programs; 

• accreditation, certification, licensing
or credentialing activities; and 

• health care fraud and abuse detection
and compliance programs. 

By limiting the sharing of PHI in this
way, the Proposed Rule aims to protect
the individual’s privacy while still allow-
ing covered entities to engage in activi-
ties necessary for the provision of
high-quality and effective health care. 

New Acknowledgement Requirement

Although the Proposed Rule eliminates
the consent requirement, it does create a
mechanism to ensure that individuals 
still have the opportunity to discuss with
providers how their PHI will be used and
disclosed. In particular, the Proposed Rule
requires covered health care providers
with a direct treatment relationship with
the individual to make a good faith effort
to obtain a written acknowledgment of
receipt of the provider’s Notice of Privacy
Practices. This written acknowledgement
would be required at the time of first
service delivery — the same time that
the Notice must be provided. The Pro-
posed Rule would impose no other

requirements for obtaining an acknowl-
edgement, other than the requirement
that it be in writing. 

One way for providers to obtain an
acknowledgement would be to require
individuals to sign the paper Notice they
are provided. Providers might also con-
sider having the individual sign a sepa-
rate list or initial a cover or end sheet of
the Notice that would then be retained
by the provider. A provider would also
still be allowed to provide its Notice elec-
tronically; however, the provider’s com-
puter system would have to be capable 
of capturing the individual’s acknowl-
edgement of receipt electronically. It is
important to note that the Proposed
Rule would require only a good faith
effort to obtain an acknowledgement
from the individual. If a provider was
unsuccessful in obtaining an individ-
ual’s acknowledgement, so long as the
provider documented its good faith
efforts to obtain the acknowledgement
and the reason that it was unable to
obtain the acknowledgement, the
provider would be in compliance with
this requirement.

Revision of Authorization
Requirements
The Privacy Regulation requires covered
entities to obtain an individual’s authori-
zation before using or disclosing PHI
for any purpose that is not otherwise
permitted or required under the Privacy
Regulation. The Proposed Rule would
streamline and simplify the requirements
for authorizations. Most importantly,
the Proposed Rule would consolidate the
authorization requirements by requiring
all authorizations to contain the follow-
ing core elements:

• a description of the information to 
be used or disclosed that identifies
the information in a specific and
meaningful fashion;
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• the identification of the persons or
class of persons authorized to make
the use or disclosure of the PHI;

• the identification of the persons or
class of persons to whom the covered
entity is authorized to make the use
or disclosure; 

• a description of each purpose of the
use or disclosure; 

• an expiration date or event that
relates to the individual or the pur-
pose of the use or disclosure; 

• the individual’s signature and date;
and

• if signed by a personal representative,
a description of his or her authority
to act for the individual.

The Proposed Rule would also require
all authorizations to contain the follow-
ing notifications:

• a statement that the individual may
revoke the authorization in writing,
and either a statement regarding the
right to revoke, and instructions on
how to exercise this right, or to the
extent the information is included in
the covered entity’s Notice, a reference
to the Notice;

• a statement that treatment, payment,
enrollment, or eligibility for benefits
may not be conditioned on obtaining
the authorization if such conditioning
is prohibited by the Privacy Regula-
tion, or, if conditioning is permitted
by the Privacy Regulation, a state-
ment about the consequences of
refusing to sign the authorization;
and

• a statement about the potential for
the PHI to be subject to redisclosure
by the recipient.

These changes would ease the adminis-
trative burden on covered entities by
allowing them to create a single authori-
zation form that could be used in most
situations. 

In addition, no longer would all authori-
zations have to disclose whether a cov-
ered entity will receive remuneration as a
result of obtaining an authorization; only
authorizations for marketing activities
would be required to include informa-
tion about remuneration, if applicable.
The Proposed Rule would also clarify
that the minimum necessary standard
does not apply to uses or disclosures
made pursuant to an authorization for
any purpose, and that disclosures made
pursuant to a valid authorization do not
have to be included in an accounting
provided to the individual. The exclusion
of uses and disclosures made pursuant
to an authorization from the accounting
requirement significantly reduces a cov-
ered entity’s obligation to account for
disclosures. In essence, covered entities
will only be required to track and account
for disclosures made for so-called national
priority purposes (e.g., disclosures required
by law, for public health activities, to law
enforcement, in judicial proceedings)
because TPO disclosures were already
exempt from the accounting requirement. 

Changes to Marketing
Requirements
The Proposed Rule significantly modi-
fies the Privacy Regulation’s require-
ments related to marketing, including
when a covered entity must obtain an
authorization before making a market-
ing communication. While the Proposed
Rule appears more restrictive in certain
ways, it also relaxes some requirements
related to marketing; therefore, it is
unclear what the reaction of providers
and consumers is likely to be. 

The Privacy Regulation defines the term
“marketing” as a communication about a
product or service, the purpose of which
is to encourage recipients of the commu-
nication to purchase or use the product
or service. Certain broad areas are specif-
ically carved out of this definition, how-
ever, including:

• disclosures that describe the partici-
pants in a health care provider net-
work;

• disclosures describing whether, and to
what extent, a product or service is
furnished by an entity or covered by 
a health plan;

• communications to a patient related
to his or her treatment; and

• communications made to recommend
alternative treatments, therapies,
providers or settings of care. 

However, these “carve outs” would not
usually apply if the provider receives pay-
ment from a third party for making the
communication. A separate provision of
the Privacy Regulation lays out the spe-
cific requirements for “marketing.” While
an authorization is usually required for
any marketing disclosures, certain mar-
keting communications are exempt from
this requirement, including those occur-
ring in a face-to-face encounter, those
involving products or services of “nomi-
nal value,” and those related to “health-
related products and services” of the
covered entity or a third party, but only
if certain additional requirements are
met. Even then, individuals have to be
given the ability to “opt out” of future
marketing communications. 

Not surprisingly, the Proposed Rule con-
cludes that both industry groups and
consumer groups found the marketing
provisions “complicated and confusing.”
Questions were raised about whether
certain types of communications consti-
tuted marketing at all, such as those
related to disease management or pre-
scription refill reminders. In addition,
many of those commenting on the Pri-
vacy Regulation stated that they were
dissatisfied with provisions that permit-
ted consumers to “opt out” of future
marketing communications, but did not
permit them to avoid such communica-
tions in the first place, before the mar-
keting — and the use of their health
information — occurred.

Simplified Marketing Provisions

To alleviate these concerns, the Proposed
Rule attempts to simplify the marketing
rules and to eliminate the numerous fine
distinctions in the Privacy Regulation.
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First, the Proposed Rule makes minor
changes in the definition of marketing
to make clear that the entity’s intent in
making the communication is not deter-
minative. Rather, any communication
about a product or service that encour-
ages the recipient to purchase or use a
product or service constitutes marketing.

Second, the Proposed Rule would elimi-
nate entirely the Privacy Regulation’s spe-
cial provision setting out standards and
implementation specifications for mar-
keting. This provision was deemed no
longer necessary because the new pro-
posal takes the position that if the com-
munication meets the definition of the
term “marketing,” an authorization
would be required. As a result, if a com-
munication constitutes marketing, it
will not usually be permissible to make
it without a patient authorization and
then simply give the patient an opportu-
nity to “opt out” later. 

The Proposed Rule does continue to
carve out from the definition of market-
ing those communications describing
who is participating in a health care net-
work, whether a particular service is
covered and to what extent, and those
related to treatment of the individual
(e.g., a letter from an insurer noting that
a particular prescription drug is covered
by its formulary). The Proposal also clar-
ifies that communications related to case
management or case coordination for the
individual who is the subject of the PHI
also are excluded from the definition of
marketing.

Unlike the Privacy Regulation, however,
these communications are excluded from
the definition of marketing regardless of
whether they are made orally or in writ-
ing and regardless of whether or not the
entity is receiving remuneration from a
third party for making the communica-
tion. According to the Preamble discus-
sion, concerns were raised that the
Privacy Regulation would limit the abil-
ity of providers and patients to commu-
nicate freely about treatment because a
marketing communication related to
treatment for which an entity was paid

by a third party would require the
patient’s prior authorization. The Pro-
posed Rule states that HHS determined
that a health care provider should always
be permitted to send out a prescription
refill reminder, for example, even if the
provider was compensated by a third
party for that activity, and regardless of
whether or not it had received an author-
ization from the patient.

Authorizations for Marketing

While the Proposed Rule eliminates the
previous provisions establishing stan-
dards for the use and disclosure of PHI
for marketing, it does add new market-
ing provisions related to authorizations.
The new provision explicitly requires an
authorization for a use or disclosure of
PHI for marketing purposes, as that term
is defined in the regulations. The Pream-
ble to the Proposed Rule is quite specific
that entities continue to be prohibited
from selling lists of patients or enrollees
to third parties or from disclosing PHI 
to third parties for independent market-
ing activities without the express authori-
zation of the individual. Two previously
existing exceptions are kept in this new
section — face-to-face communication
between a covered entity and an individ-
ual still does not require an authorization
nor does a communication in the form
of a promotional gift of nominal value.
All other forms of marketing, as that
term is defined in the Proposed Rule,
would require authorization. Further-
more, if the entity making the communi-
cation expects to receive direct or indirect
remuneration from a third party, that fact
must be stated in the authorization itself. 

The new marketing provisions appear 
to eliminate some of the confusion that
exists in the Privacy Regulation. In addi-
tion, the proposal attempts to address
the concerns of many privacy advocates
that the Privacy Regulation does not ade-
quately protect individuals from the ini-
tial disclosure of their PHI for marketing
purposes, but simply gives them the
opportunity to avoid subsequent disclo-
sures through the opt out provisions.
The biggest change in the new rules,
however, is that all relevant communica-

tions related to treatment are carved out
of the definition of the term “market-
ing,” regardless of whether or not the
entity making the communication 
is paid by a third party. This is likely to
trouble some consumers, who may feel it
continues to offer inadequate protection
from unwanted marketing activities.

New Proposals for
Medical Research
Since research does not fall within the
definition of treatment, payment or
health care operations, the Privacy Regu-
lation requires that no PHI be used or
disclosed for research purposes unless an
authorization has been obtained, except
in limited circumstances such as where
a waiver of the authorization requirement
is obtained from an IRB or a Privacy
Board, based on enumerated criteria. 
(A Privacy Board is a new entity created
by the Privacy Regulation to assess the
privacy issues created by disclosures in
research, without the individual’s author-
ization.) This requirement was not with-
out controversy as the so-called federal
Common Rule (which governs federally-
funded research) and the Food and Drug
Administration’s (FDA) regulations
already impose requirements on research
that many believe make the Privacy Reg-
ulation at best duplicative of, and in
some cases contradictory to, existing
requirements.

Revised Waived Criteria

In an attempt to make the Privacy Regu-
lation more consistent with the Common
Rule, the Proposed Rule reduces the
number of criteria that must be met in
order for a waiver to be obtained. The
only two criteria listed in the Privacy
Regulation that would be retained, if the
Proposed Rule is adopted, would be the
following: (1) the use or disclosure of
protected information must involve no
more than a minimal risk to the privacy
of the individual, and (2) it must be
found that the research could not practi-
cably be conducted without the waiver or
alteration. The waiver criteria contained
in the Privacy Regulation relating to
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destruction of identifiers, protection of
identifiers, and written assurance against
redisclosure, would become elements to
be considered as part of the first criteria,
the degree of risk to the individual’s pri-
vacy interests. The other criteria in the
Privacy Regulation relating to privacy
risks versus anticipated benefits would be
eliminated. Further, the Proposed Rule
requests comments on the possible modi-
fication of the data set that would be
considered identifiers for research pur-
poses in order to allow for personally
identifiable information to be removed
from research information while retaining
some identifiers that are critical to research
and still be considered de-identified. This
proposal is an attempt to respond to con-
cerns that if information is de-identified,
in compliance with the Privacy Regula-
tion, it will be useless for research because
all the key variables will have been
removed.

The Proposed Rule includes several gen-
eral proposals with respect to authoriza-
tions, many of which are discussed
above. With regard to research specifi-
cally, the Proposed Rule would eliminate
the distinction between authorizations
for research involving treatment (i.e.,
clinical trials) and authorizations relating
to research that does not involve treat-
ment. In addition, an authorization
would no longer need to be a stand-alone
document, but could be combined with
other research-related documents, such
as the consent to participate in the study.

In the research context, the Proposed
Rule provides that the expiration date
requirement for authorizations could be
met by the statement “end of research
study” or similar language. Further, if
the authorization is for a covered entity
to use or disclose PHI for the creation or
maintenance of a research database or
repository, the statement “none” could
be used. However, if subsequent research
is conducted using data in the database,
the authorization would, at the least,
need to contain the statement “end of
the research study” as the expiration
date. The full implications of this change
are yet to be clarified. All of these pro-
posals, however, are intended to facilitate

and encourage important research to
move forward while at the same time
continuing to offer protection to research
participants.

Transition Rules

The Privacy Regulation also contains
specific transition rules for research stud-
ies. The current rules are different
depending on whether the research does
or does not include treatment. In the
case of research that includes treatment,
so long as legal permission was obtained
to use or disclose PHI, that permission
would remain valid (whether it complied
with the authorization requirements or
not) for information that was created or
received before or after the compliance
date. However, for research that does not
include treatment, the permission would
only be valid for information obtained
before the compliance date. The Pro-
posed Rule would eliminate the distinc-
tion between types of research and would
permit a covered entity to use or disclose
PHI obtained for a specific research proj-
ect, either before or after the compliance
date, if the covered entity had obtained
before the compliance date a legal per-
mission or authorization for the specific
study — regardless of whether such per-
mission complied with the Common
Rule or FDA requirements, or with the
Privacy Regulation’s authorization
requirements. The permission would 
be applicable as long as it was obtained
before the compliance date, even if the
study did not begin until after the com-
pliance date. In addition, research con-
ducted pursuant to a waiver of informed
consent in accordance with the Common
Rule or FDA regulations also would be
grandfathered under the Proposed Rule.

New Business Associate
Provisions
The Privacy Regulation permits the dis-
closure of PHI by a covered entity to a
business associate that performs specified
functions on behalf of the covered entity,
so long as the covered entity obtains rea-
sonable assurances from the business
associate that the PHI it receives will be
safeguarded appropriately. To satisfy this

requirement, in most cases, the covered
entity must enter into a written agree-
ment with the business associate specify-
ing the purposes for which the PHI will
be used or disclosed.

Given that covered entities do not typi-
cally perform all business functions “in
house,” but rather use billing services,
utilization review companies, third party
administrators and the like, it is reason-
able to assume that virtually every cov-
ered entity has at least one business
associate with whom it will need to enter
into a written agreement. While entering
into one agreement may not seem like a
burden, other covered entities may have
hundreds, if not thousands, of business
associates with whom they must con-
tract. Under the Privacy Regulation, all
agreements with business associates were
required to be in place by April 14, 2003
(the compliance date). This meant that
even if any existing agreement between,
for example, a covered entity and a billing
service was not expiring prior to that
date, the agreement would need to be
amended to comply with the business
associate requirements. Such an amend-
ment process could have opened up
many agreements to renegotiation at
very inopportune times.

Extension of Compliance Deadline

The Proposed Rule addresses this con-
cern by providing an extended compli-
ance period for covered entities, other
than small health plans (which were
already granted a one-year extension),
that have existing agreements with busi-
ness associates, even if such agreements
do not comply with the business associ-
ate agreement requirements of the Pri-
vacy Regulation. Specifically, the
Proposed Rule extends the compliance
period for existing agreements until, at
the latest, April 14, 2004. However, if an
agreement comes up for renewal or is
modified prior to the 2004 date, provi-
sions must be added to the agreement 
at that time to comply with the business
associate requirements. An agreement
that automatically renews (contains a
so-called evergreen provision) will not be
deemed to have been renewed as of the
deemed renewal date, and thus covered
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entities will have until April 14, 2004 to
amend evergreen contracts (that are not
otherwise modified prior to that date).
Oral agreements are not eligible for the
extended compliance period. In addi-
tion, covered entities that enter into new
contracts (as opposed to renewing or
modifying existing contracts) after the
effective date of the Proposed Rule would
be required to comply at that time with
the business associate contract provisions
in the Privacy Regulation. The extension
does not affect a covered entity’s responsi-
bility to make PHI available to HHS
(even if it is held by a business associate),
to make PHI available (even if held by a
business associate) to individuals for
review and amendment or to give an
accounting of uses or disclosures of
PHI (including that held by a business
associate).

In order to further assist covered entities
in entering into agreements with busi-
ness associates, the Proposed Rule con-
tains model language that can be used to
frame a business associate agreement. The
Proposed Rule makes it clear that cov-
ered entities are not required to use the
model language and that the language
proposed is not intended to make up a
complete agreement. However, the pub-
lication of model language may make
compliance with the written agreement
requirement somewhat simpler. In fact,

in the case of existing agreements, cov-
ered entities may choose to simply use
the model language as an addendum to
the agreement.

Other Obligations of Business Associates

The Privacy Regulation requires that a
covered entity be diligent in ensuring
that a business associate not misuse PHI.
The broad language used in the Privacy
Regulation raised a concern among
many covered entities that they would
have to actively monitor their business
associates in order to comply with the
Privacy Regulation. The Proposed Rule
reiterates a point made in guidance
issued last summer that covered entities
are not required to actively monitor their
business associates and generally will not
be held liable for their misdeeds. Rather,
if a covered entity knows of a pattern of
misdeeds that breaches the business asso-
ciate’s obligations, the covered entity
must take steps to cure or end the viola-
tion or, if not curable (or cured), to ter-
minate the agreement with the business
associate or notify HHS where termina-
tion is not feasible.

The Privacy Regulation requires covered
entities that act as business associates to
enter into business associate agreements
with respect to such activities. While
many believed this was unnecessary, due
to the fact that a covered entity is already

obligated, by virtue of its status, to main-
tain the confidentiality of PHI, the Pro-
posed Rule reiterates the requirement and
points out that it is important to delin-
eate permissible uses of PHI by business
associates, and ensure that disclosure is
only made for those purposes, including
by covered entities. Thus, covered enti-
ties will continue to need to evaluate
their operations to determine if they are
providing services as business associates,
(e.g., hospitals that bill for certain physi-
cian practice), and in such cases enter into
business associate agreements that comply
with the requirements of the Privacy Reg-
ulation.

Conclusion
It is clear that while the provider com-
munity welcomes most of the changes,
consumer advocates have concerns that
the changes may not adequately protect
the privacy rights of patients. The elimi-
nation of the consent requirement seems
likely to be especially controversial. At
least one Congressional committee, the
Senate Health, Education, Labor, and
Pensions Committee, chaired by Senator
Edward Kennedy (D-MA), has already
scheduled hearings on the new Proposed
Rule. All of this seems to guarantee that
the last chapter has yet to be written in
the never-ending HIPAA story. 
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