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Agenda

° How Well Has the Industry Done?

* Review of Preparations

* Were They Adequate?

* What Has Been the Impact on HIM?

°* Training

° Unauthorized Disclosures

°* Non-Routine Disclosures and Accounting
* Lessons Learned
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How Well Has the Industry Done?

° Why HIPAA?

°* Public understanding?
* We the people!

° People power

° In-house directory




Rights




Right to Privacy

...The right to privacy is an integral part
of our humanity; one has a public
persona, exposed and active, and a

private persona, guarded and preserved.

The heart of our liberty is choosing
which parts of our lives shall become
public and which parts we shall hold
close.

Justice Blatz, Minnesota Supreme Court




How Well Has the Industry Done?

* Consumer awareness - AARP
°* Preparation

* Policies and procedures

°* Frequently asked questions




Review of Preparations

v'Privacy notice

v’ Complaint process
v'Policies and procedures

v Training

v'Scanning into HR files

v Certificates

v Accounting of disclosures
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At Least We Have These!

Privacy official with job description

Privacy principles

Education of workforce

Notice of information practices




More Policies

* Patient Rights

= Amendment denial process
= Restrictions

= Rights to confidential information (alternate
method of communication)

x Access denial process
s Accounting of disclosures




And More Policies

Research

Family/friend access

Media inquiry

Human resource policy revisions




Were They Adequate

° Privacy notice — revisions

* Inclusions — state agencies

* QOverall




Where Are Requests for PHI
Processed?
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High Percentage - HIM

(HEALTHCARE PROVIDERS)

pmamptie b gklatien _ i
fatprobot prikt oo o I TG = Health cermices research

infa T Inct oo i o Froam, L. |

Cmat poligrand HIM: = Clinicaltriale _ (M 0H-HEALTHCARE PROVIDERS)

preceduny thatpmnt » Duas oty = Allied heatih edhacation .

o nidn Tdin Tk s ba = Ex} Fomedi for Hc:n

Train afd mirain Wons gume zit Hiualhcomm Frovaden:

wmployter andmedial = Crality f . * Fuctfiloml

raff AT G T ﬁm}dﬂ kglbton

Izaoeaziption tpreRcE patihnt

Fpilimk g HEALTH INFORMATION ] e oo i T

BANAGENMENT {;H]I!ﬂ Frohibit mdic ke of
HIM profes siopals collect, Ioalih fufamaton
wrarehoise, anabrms, and hqum_a Pationt

Intummalbecpinl diccemirate patient Fiormation ;o“ﬂ”_m“"n“‘“]’r“:

ety mm e ko Lor mm of

rfi s B Froam 1 Mo nfifin bl mfemmation

patntcam ATRAs 4 ke amtherimd e

= Carn : ﬁ-lmnl_-:-:shh b oz

ATs et i - I iyt s

- e A
Di::hf:g Patent Cae

+ Lalozak i
- Sos:iai’:n:ﬁsns f EH‘IPbYEt’S
* Flhyvical [Self-imaed)

Tlazap” ADMISSIONS
* Euspinanzys ."

Ilazapr
= Radilkgr ‘f

Chrgndes tin o ¢mppdin d wifh patint
Flowr of health mfbanation i formaton s partefaccmdintion
s : ATl T e

simularto hospitals: __ . ; sopatic

ACC, HHP, LT, Clinies and berocistion

Fehah TointCommicinon
Foomdittion o f Hoshesm

Ch gnides tio s

fhk rmnEyo T

Fuor i@ worpnmstors

CHARTONE

chart management solutions




What Has Been the Impact
on HIM?

* Requests for PHI disclosure returned

°* Fewer requests for PHI

* Attorneys in oblivion

° Tremendous correspondence

* Constant reinforcement

° Administration understanding dilemma
* Recognition for HIM profession

° Team work
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Training

* Locating every member of workforce
with access to PHI

* Keeping log and documentation

°* Reinforcement — newsletter

° Keep momentum — professional journals
* Communities of practice

° OCR, HCCA, AHIMA, JCAHO, CMS
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Responsibilities and Role

°* Business associate agreements and
contracts

°* Negotiating

e Administers ’

* Mitigation

* Management of patient review and
amendment process

* Patient relations

* Information security

CHARTONE




FAQ

Workers’ compensation
Patient representative
Inmates

Any and all
Viewing
Non-routine disclosures




Exceptions

* Workers’ Compensation

* Office of State Medical Examiner (OSME)




Work Plan - Audit

* List e Communication
policies/procedures events - plan many
to revise and perhaps a few

fairs (market share)

* Education plan for * Compliance audit -
each policy or how will you know if
procedure revised your policies and

procedures are being
followed?

* Reinforcement
° Do you have a plan?
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Unauthorized Disclosures

Facsimile
Via snail mail

Via e-mail
Verbally — over the telephone
Sanctions

Mitigation




Non-Routine Disclosures
and Accounting

* Section 164.528 describes what does
NOT need to be accounted for ...

* What is left?

+ Birth/death, communicable diseases, cancer,
other registries, domestic violence and
abuse

v Incident reporting
v Research (patient did not sign authorization)

under IRB or privacy board waiver
v BA disclosures not for TPO




Disclosure Reporting Service (DRS) W

* HIPAA mandates that all facilities
provide protected health information
disclosure reports to all patients

requesting their information-April 14,
2003

* DRS captures, tracks, maintains and
reports on all requests to view any
portion of patients’ protected health
information.
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HIM is the Hub

*Requests logged in at other
areas are collected on a
server.

*HIM will have the ability to
enter data, suspensions,
restrictions and to print
reports (Responds +)

*Ancillary areas are data
entry points only (Disclosure
Wizard)
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Disclosure Reporting Services

Track and report disclosures of patient medical
information from any department

_ .HIPAA compliance
- Rapid response to requests
- Minimize expense

o =F-Telg dlsclosure of health information is logged by chart

Al 1AdC C -10]0 -‘-l JV .'-“..V"‘ 'V
departments Ilke lab and radiology. Whenever a patlent asks
the question, “who has seen my record?” Step up to the
computer and in seconds provide the answer.

Needed where:

v No method of hospital-wide disclosure capture before Apr 14
v Overstretched information systems staff
v Desire for high-quality low-cost solution




Report Designer - nrd.frx - Page 1

Boyle Medical Center - Hon-Routine Disclosures Accounting Report

100152

Disclosure requested on 101002 by Doe, John for period covering 11/21/96 - 11/21/02

MREN# 123456789 Birth Date: 010142 Social Security: ™-""-6739

Report Date: 11/21/02 Elapsed Time: 42 Dayis)

Following is an accounting of disclosures made by Boyle Medical Center for the period specified above. Boyle Medical Center is required by law to provide

this list ta you. If you have any gquestions regarding this account, please contact Patient Services at (408)865-5168.

[
Date Recipient Infarmation Sent® Purpose Infarmation Provided by
0e07 02 ACCIDENMT INSURAMCE Episode of 01/01/07 - 01,/10/01 Life Insurance Radiology
2323 RED RD Anesthesia Repart, Discharoe Summary, bt
ANYWHERE CA 322372 Higtory & Plryzical, MR, Murses notes,
‘ia LISIIZ‘S Physician Orders, Recovery Room Records,
Stress Tedt
07802 LAY OFFICES OF JAY Episade of 01/01,01 - 0141001 Adoption Fadiology
MWILLER Ahstract, Discharge Summary, Face Shee, Ra&
12345 BROAD STREET History & Physicd
AMYYWHERE, CA 23232
Wig FED-EX
0a/21402 STATE FARM INSURAMCE Episode of 020101 - 02/15/01 Auto Insurance Medical Records
FO BOX 453 Stress Test M
ANYWHERE, CA 122334
Wia Pick Up
08412102 WARWICK, BOYLE, Epigode of 010101 - 0171001 Adoption Laboratory
WA EA T Ahstract, Discharge Summary, Face Sheg, L&
4564 SOUTH PLAZA TRAIL Flowrhests, History & Physical
SUITE 344
PHOENIX, AZ 2343
Wia Pick Up
I o
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Disclosure Report - Self

ChartOne General Hospital - Patient Information Disclosure Report 168542-2

n 7/20/2006 by Martha Smith for period covering 05/14/2004 - 06/19/2006

MRN#: 0 7 Birth Date: 04, : - rity: ***-**-5419 Report Date: 8/1/2006  Elapsed Tim Days

Following is an accounting of disclosures made by ChartOne General Hospital for the period specified above. ChartOne General Hospital is required by law to
provide tl ccount to you, If you have any questions regarding this account, please contact Patient Services at (800) 23-HIPAA

Recipient Information Sent* Purpose Information Provided by

Episode of 08/13/2004

Designated Record Set Defendant Subpoena Medical Records - Main Campus

0, CA 55142

ial Branch Episode of 1/13/2005

San Francisco, CA 55142 Lab Reports Investigation Medical Records - Main Campus

Episode of 6/02/2005
David Cheatem, Esq. History & Physical
8/10/2005 ggfgfg;i Howe o 1qq| Discharge Summary o o

SO o Consultations, Trauma Litigation - Plaintiff's
San Francisco, CA 55142 |Rgcords, Operative Report, Altorney

! Reports,

Progress Notes,
Anesthesia

Medical Records - Main Campus

Vocational Rehabilitation
of Santa Rosa

3241 Carlos Blvd

Santa Rosa, CA 56198

Placement Medical Records - Main Campus

Episode of 6/02/2005

State Farm Insurance History & Physical,

101 Good Hands Road Discharge Summary, Tt 5 3
ol di Consultations, Trauma Underwriling New Medical Records - Main Campus

Records, Operative Report, pO”CY
Pathology Reports, Lab
Reports

* See other side for definitions




isclosure Report Self (

ChartOne General Hospital - Patient Information Disclosure Report 168432-1
ed on 7/20/2006 for Martha Smith Jo Revis (HIM Directo
Social Security: ***-**-5419

This accounting of disclosures, for the period specified above, is for internal use only. Kindly adhere to local, state and federal laws in the handling of this
document. This document must be retumed to ChartOne General Hospital Medical Records for destruction.

Recipient Information Sent* Purpose Information Provided by

Episode of 08/13/2004

Designated Record Set Defendant Subpoena Medical Records - Main Campus

0, CA 55142

Episode of 1/13/2005

San Francisco, CA 55142 Lab Reports Investigation _— Medical Records - Main Campus

J tem: 2

David Cheatem, Esq. Episode of 6/02/2005
Dewey, Cheatem & Howe History & Physical
2313 San Fermando Discharge Summary
Suite 101 Con ult'a‘timns.‘ Trauma Litigation - Plaintiff's
San Francisc Records, Operative Report, Attorney

Pathology Reports,

Progress Notes,
Anesthesia

Medical Records - Main Campus

Vocational Rehabilitation

of Santa Rosa o .

3241 Carlos Bivd : ) Placement Medical Records - Main Campus
Santa Rosa, CA 56198

Episode of 6/02/2005

State Farm Insurance History & Physical,

101 Good Hands Road Discharge Summary, Tt 5 3
ol di Consultations, Trauma Underwriling New Medical Records - Main Campus

Records, Operative Report, pO”CY
Pathology Reports, Lab
Reports

* See other side for definitions




isclosure Report (Parent for Minor)

ChartOne General Hospital - Patient Information Disclosure Report 167324-3

05/14/2004 - 09/25/2005 r

Report Date: 12/18/2005  Elapsed Time: 8 Days

Following is an accounting of disclosures made by ChartOne General Hospital for the period specified above. ChartOne General Hospital is required by law to
provide this unt to you, If you have any questions regarding this account, please contact Patient Services at (800) 23-HIPAA

Recipient Information Sent* Purpose Information Provided by

Dr. Sam Lepler R
123 Main Street Chest Exam report New physiclen recor

f Radiology Department - Building 7 - Santa Clara
Los Gatos, CA 54123 transfer

: Episode of 6/4/2004
Dr. Elliot Dopler Histary & Physical
Discharge Summary
Lab Reports

314 South Street
Santa Clara, CA 54123

Referral Medical Records - Building 3 - Sunnyvale

Episode of 6/10/2005

Cl (-
Aetna Insurance Chest x-Ray

8/10/2006 4673 State Street i ; Disability Determination Medical Records - Building 3 - Sunnyvale
Los Angeles, CA 91254 Meﬁi ¥ i »st

Arterial Blood Gas

* See other side for definitions




L.essons Learned To Date

* Patients have a new power

* More education is good business

* Frivolous complaints minimized

e Credibl I : ”

* Automated non-routine disclosure accounting

* Increased patient satisfaction and larger more
loyal patient base

* Patient confidence
* Increased market share
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arobertson@chartone.com

E

408.453.4473




HIPAA — It’s a Good Thing




Questions and Answers
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