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2 The threats

Unconsciously competent | Unconsciously incompetent
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2 Different orbits

Compliance
Security and
Investigations
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An effective protective security regime relies
on the successful coordination and integration CPNI
of physical, cyber and people related
security measures to keep critical assets
secure.

Centre for the Protection
of National Infrastructure




Educate why?

CPNI

Enable how? .
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of National Infrastructure
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7 Business culture
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The way that things

get done when
no-one is looking
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Integrity drift

“In a shockingly short amount of time, small
cultural compromises can snowball and
fundamentally transform the ethos of an
organisation.

Leaders of organisations big and small must be
aware of the perils of organisational drift and
strive to avoid its damaging effects”.

Chris Myers.
Learning From Goldman Sachs: How Organisational
Drift Can Transform A Company's Culture.



https://www.forbes.com/sites/chrismyers/
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Over 35 years of age.
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15th Global Fraud survey 2018




Predict Prevent

Detect




Predict Prevent
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- The reactive approach
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PERIOD OF LOSS AND HARM RESPONSE

INTELLIGENCE COLLECTION




The pro-active approach

Learning
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- Investigation — Step 1
A

AUDOPOLY



- Investigation — Step 1
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- Investigation — Step 1
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Square 2 - First line evaluation
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Critical decisions

Decisions made in circumstances
which present a high level of risk
and uncertainty

System 2 response

® [ssues
¢ Problems
e Difficulties

What
do we
believe?

Question 3
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Square 2 - First line evaluation

THINK - Don’t rush into making a
critical decision

moK What is the organisational risk
and urgency?

74

ASSESS What is the information actually
telling me?

- Implement a tactical plan and
commence a decision log
7]

FRAUDOPOLY



Investigation plan -exam
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Investigation record
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Interviews

Allacatad 1o Diate issised: Diale completad

Actian |:|

Allacatad 1o Date isswed: Drale completad

Re=ult

Interview Subject

Aire and abjectives

Lo ation:

Diata Timea:

Qulzame

Interview Subject

Aime and abjectives

Lovealion:

Diata Tima:

Quloame

M primary source of information
will be from the recollection of
Individuals who have seen, heard
ar atherwse perosneed relevant
ayents.

There are many different ways in
which the accounts of different
individuals may be relevant ta pour
investigation, When recording the
accaunt, it critical that you
capture that persen's can
uncantaminated account.

How you repard @ person’s account
will depend an the circumstances
of the persan and the evidenoe
they can prowide. The prime
comsideration is to ensure the
integrity of the recarded account.

Electronically recorded interviews
provids greater assurance as bo the
integrity of the sccount, but can be
urnwieldy and awkward to manage
aver the length of a protracted
investigation pracess.

The undertaking of interviews both
farmil and formal should be part
of an owverarching strategic plan. All
interviews should be planned and
tactical working ta identified aims
and objectives.

FRAUDOPOLY




Square 3/4 — Collect and Analysis

A

Accept or
Create case reject
theories
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Square 3/4 — Collect and Analysis
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Completed in a timely
fashion

Evidences not just what

you did but what you

Investigation ’ could have done but
records e made the decision not

. 4 to.

Contain all relevant
decisions made
with rationale

FRAUDOPOLY




Square 5 — Predication

A

An Informed position

What do | What do What is
we Now we know still
know? believe? | unknown?

FRAUDOPOLY






