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ldentity Theft

« FTC Complaints: * Average impact:
= 2000: 31,000 = $1500
= 2001: 86,000 = 175 hours of clean up
= 2002: 162,000 = credit disruptions

= [op consumer fraud

complaint in 2002 « 42% of complaints

= 30% growth predicted involve credit card
going| forward fraud

Identity theft coverage now available



Soclal Security Numibers

« California:

= Correspondence to residential addresses cannot
include a SSN

= (Simitian bill) employers cannot use SSN for
purpoeses other than taxes

* Feds:

= Proposals to limit use as college ID

* Looking ahead:

s Restrictions on the use of SSNs as internal identifiers

« May be used for verification of identity, accessing medical
files and credit reports

« May not be used as an account number



SPAM

Hotmail — 80% unsolicited
bulk email

31 billien per day (2002)

60 billion per day(2006)

Dial up concerns (EU
local call problems)
Work productivity/liability
concerns

Deliverability concerns

Channel viability
concerns (the “900"
phenomenon)




Will'the Cure Kill Email?

* Legal Responses: * Tech Responses
= 20 states with anti- = Blacklists
spam;legisiation = Filtering by ISPs
= Can Spam Act in = Solution providers

Congress (expected to « Habeus

pass this year) « Trusted Sender
= EU opt-in * lronPort
requirements * Brightmail

Aggressive filtering results in “false positives”
(legitimate email being blocked)
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Employee Email Privacy

Blurring ofi work/home
bounadaries

30% of ecommerce sales
generated from the
workplace

Extensive use of
company email for
personal use

Issue: employer
monitoring?

European v. US
approaches




llelemarketing

The “must have®
legislation for every up-
and-coming AG

TCPA — allows: for single
vendor opt-out

ETC's 2001 gift to
consumers: a national do
not call registry (call Billy
Tauzin)

Telemarketing will
diminish as a sales
vehicle




[Fair Credit Reporting Act

« Reauthorization in 2003
* Big Issues:
= Expand consumer privacy protections?

= Sunset state preemption?
« NAAG says “YES!”
« Business community says “please, no!”
« For insurers: beware of scope creep in FCRA
reauthorization (Sen. Shelby — GLBA did not go

far enough; wants opt in for third party transfers)



Layered Privacy Notices
Nutrltlon Eacts

Amount Per Senrin

Calories 90 Calories from Fat 0
% Daily YValue®

Total Fat 0 0%

Saturated Fat 0g 0%
Cholesterol Omg 0%
Sodium 470mg 20%
Total Carbohydrate 18g 6%

Dietary Fiber less than 1g 4%,

Sugars less than 1g
Protein 1g

300mg
2,400mg 2,
0 Carbahydrate 30 ng
Dietary Fiber 25g

Privacy Facts

Data Collection and Use

Data Collected by Acme, Inc.

Name

Address

Phone

Email

Medical Data

Financial Data

Political Data

Age Data

Mktg Preferences
Status Data

Purpos :- Choice

Marketing

Mo

Transfer s Opt Out

Credit Rating

atained through
ar by calling 50




Security

The Ugly Stepchild of Privacy



[ -= - [2] ) | QG S| B 2

CHMET Tech Sites: Price Comparnzons | Product Beviews | Businezs Solutions | Downloads

NEWS.COM

TECH NEWS FIRST

Front Page | Enterprise |agENEE5 Communications | Media

Persanal Technolagy | Investar

Hack at Amazon-owned service exposes
thousands

By Troy WYolverton
otaff Wiiter, CNET Mews. com
Mlarch 5, 2001, 4:50 p.m. PT

Amazon.com-owned book service Bibliofind.com restarted its Weh site Monday in the
wake of a hacker attack that compromised some 98,000 customer records and forced
the company offline.

Waltham, Mass -based Bibliofind, which links buyers and sellers of hard-to-find and out-of-print
books, discovered last week that a hacker had broken into its Web servers sometime in
Cctober and had continued to access the company's site since then, Bibliofind spokesman
Jim Courtovich said. The hacker downloaded custamer records fram the site, including
customers' names, addresses and credit card numbers, Couttovich said.

In response to the discovery, Bibliofind, a wholly owned subsidiary of Amazaon, shut down its
Web site Friday and removed customers' credit card information and addresses from its
servers, he said. Courtovich declined to say whether Bibliofind had identified a suspect in the
attack, saying only that the company notified the Federal Bureau of Investigation, which is

looking inta the matter.
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Egghead silent; customers angry

By Hobert Lemas and Troy Wolvertan

Special to CHET Mews. cam
January 2, 2001, 1:30 p.m. PT

Nearly two weeks after an intruder cracked into Egghead.com’s computer systems, the
online retailer is still mum on whether any credit card numbers were stolen from its

3.7 million-customer datahase.

Representatives for Egghead and for the San Francisco office of the FBI confirmed Tuesday
that investigations were continuing, but they would not provide details.

Custamers, howewer, were talking.

» adwvertisement - explore within this space

“Any campany that's gaing
to do =omething as stupid
as maintain a credit card
online on a wulnerable server
that lang after the
transaction, | have no
reason to trust them at all "
said John Groseclose, of
scattsdale, Ariz. "That goes
against every industry bhest
practice that's out there "

On Dec. 22 Egohead

Introducing the Sun Fire™ Midframe Server Line
Malnframe performance In a midrange server. It's a big deal.

What's a Midframe?

Sarver Line

Find Qut More
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Columbia House breach exposes customer info

By Stefanie Olsen
Staff Writer, CNET Mews. com
February 21,2001, 2:20 p.m. PT

Music company Columbia House left a hole in more than its CDs during the past week,
when a security breach on its Web site exposed thousands of customer names,
addresses and portions of credit card numbers.

A company representative confirmed the breach YWednesday, calling it "temporary” and an
unlucky outcome of routine development woark on the YWeb site.

Mlark Alway, a software developer from Seattle, discovered the breach Friday evening while
shopping for COs with a friend. He found that by eliminating part of the Columbia House Weh
address, which contains mare than 100 characters at any given time, he could reach a
directory of administrative tools normally unreachable to the average Web surfer.

This directory mapped out a treasure trave of links ta personal custamer data and sensitive
Weh files including campany coupon codes, log files, and names and passwords to Calumbia
House's main Informix database, Alway said in an interview.

“It's almost negligent to have this type of error-it's something you're trained to salve in very
basic Weh training courses, naot ta leave directary indexing on. A large business shouldn't have
such a simple mistake an their site” said Alway, who immediately sent an e-mail to technical
cantacts at the site Friday. He said he received a response YWednesday that the site had been
flwed.
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Travelocity exposes customer information

By Troy Walvertan
Staff Writer, CNET Mews. com
January 22 2001, B:30 p.m. PT

A security hreach at Travelocity exposed the personal information of thousands of the
online travel company's customers, the company confirmed Monday.

Mames, addresses, phone numbers and e-mail addresses of Travelocity customers who
participated in a promotion on its site were exposed. Travelocity executives closed the breach,
which involved an insecure directory, on Maonday afternoon after it was pointed out.

Far more than a month, up to 51 000 names could hawe been exposed by the breach, said Jim
Marzicana, executive vice president of sales and service for Travelocity. Blaming the problem
on hurman error, Marsicano stressed that no customer order information was compromised by
the security hale.

“We take this privacy thing very seriously,” Mariscano said. But he added, "In this case, we
didn't do what we were supposed to do.”

Although Travelocity is still investigating the incident, Marsicano said that it stemmed from the
transfer of the company's servers from San Francisco to Tulsa last month, As part of the mave,
same of the company's internal data fram two pramotional cantests that ran last year was
inadvertently left an a computer that is now being used as a Weh server, he said.
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Security

« Security Audit

= Quickest, easiest way to get a snapshot of your
security Issues

* Develop a “Security Portiolio”

= Internet/Acceptable use policies
= E-mall policies Defense
= Remote access policies [

= Special access policies n
= Data protection policies Depth!

= Firewall management policies
= Cost sensitive, appropriate architecture

*« Reassess, Audit, Revise



Security

* Protect Internally anad
Externally

‘ = IS Survey (2000) —
68% of attacks are
Internal

* Protect Network AND
Data

« Data is usually the
target of an attack, not
the “network™




L MRS ROSE |
Y BANCROFT |

YOU’RE PROTECTED AGAINST HACKERS, VIRUSES AND WORMS.
BUT WHAT ABOUT ROSE IN PEDIATRICS?
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CONSUMER INFORMATION
BUSINESS INFORMATION

PRESS ROOM

RESOURCES

FOR KIDS
- y
'@ HOTLINKS .

FOR KIDS: Are you a Safe Cyber
Surfer? Take our quiz to find out!

How to Stay Safe Online if You Use
High-Speed Internet Access

Dial in to Online Safety

RESOURCES: Check This Out!

‘ I'l‘.

\'.

Qur access to information and entertainment; credit and =,

financial services,; products from every corner of the world —
even to ourwark — is greater than earlier generations could ever
hawe imagined. Thanks to the Internet, we can order books,
clothes, appliances and gifts anline; book a hotel room across
the ocean; check our credit card and bank balances 24 hours a
day; or access our offices fraom an airport thousands of miles
aviay.

r

i

——

And yet, while the Inﬂernet helps make our lives richer and mare
comvenient, it also provides a gateway to our personal
information; our homes, families and worksites; our security
and safety. Viruses, hackers and worms have become the stuff
of headlines, with results that can range from mere headaches
to complete havoe.

The good news is that securing your computer is largely a matter of routine maintenance.
LIsing strong passwords, installing personal firewalls, and regularly running updated
virus software can go a long way toward protecting your computer, waur information, and
wour peace of mind from computer creeps who thy to slow down & netwark operation, ar
wirse yet, steal personal information to commit & crime.

The Federal Trade Commission has created this wehsite
for consumers and husinesses as a source of information
about computer security and safeguarding persanal
information. All over the site, you'll see Dewie the e-Turtle.
Crewie's wired, but carries his security shell no matter what
he's doing on the Internet. Even though turtles take their
time, Dewie crosses the finish line first hecause he takes
the appropriate steps to avoid a disaster. From time to time,
Dewwie will post new materials on this site with useful
information for computer users, from kids to
husinesspeople. Check it often for updates.

~ -

Inthe Resources section, you'll find links to information
security materials from ather government adencies and
non-profit arganizations, including the Hational Cyher
Security Alliance’s StaysafeOnline.nfo and the beta
version of the Internet Education Foundation's Privacy
Toolbox.




Securty — What to do?

« Standards Emerge!

=« Data encryption to the
columnlevel

s Role-based access
control to the row level
s Role-based access for
DBAS
= | ransaction
auditability

* Pay now, or Pay
Later!







Emerging Dynamics

« Data Fluidity

= Personalization
= Persistent Surveillance
= Blometrics

« Data Aggregation
« llargeted messaging

« Geo Privacy




Data Friction and Fluiaity.

< - - >
FRICTION @ <4 FLUIDITY
Digital Data
\/ Printing Press

RVZ Paper

Stone Tablets

Data Velocity



Personalization

As data becomes more
fluid, personal targeting
Pecomes possible

Privacy issues prevall
NET (Micresoft), Liberty
Alllance (Sun)

= Never entering your name,
password, address and
credit card again

Do we really want this?
The rise of GUIDs
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Personlization I'oday.

Hello John Anderton...



a Amazon.com--Earth’zs Biggest Selection - Microsoft Internet Explorer provided by Engage

J File  Edit Miew Favortez  Toolz:  Help ‘

‘<#-,=r»,@ @‘@@@‘%v%v
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WELCOME

Hello, J Trevor Hughes. Check out the new recammendations area.

Wondering when wour stuff will arrive? Track your

.. _"'-l
recent orders. Free Shipping Bg= o
Al Products j on orders over $100

@ Learm more...

f-.— Bid on exclusive props and metmorabilia from Book of
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Your Recommendations

Technology and Privacy o Visit Gifts
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amazon.com. 5 VIEW CART | WISHLIST | | YOUR ACCOUNT ) | HELP I

. Books This series of 10 scholarly essays lays a _ .
o foundation for understanding the current state | ® Try the Gift Wizard

» Electronics of technology-based privacy issues. The *» Buy a gift certificate

« Toys diverse group of contribUtors encompasses | o view a customer's

o Kitchen 13336 the fields Qf communlcatlons,_human-_ wish List or update
- computer interaction, law, political science, yOUr own

« DVD and sociology. Each contributor provides a... Read more e Find holiday music,

» Yideo décor, and more

Maore Noick Dick<-
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Data Flurdity for Healthcare

*« Smart Cards
= Genome
s Entire Medical Record

« HIPAA code sets

* CRM across all
lines/interaction
points

« Single interface
solutions for
customers




Biometrics Everywhere

* Biometric Attestations

= Faceprints, eyeprints,
fingerprints, hand
geometry, voice
recognition, vein
patterns, gait
recognition, odor...




[Face Recognition

« 2001 Superbowl
« Airports

« Urban hot spots

* Business campus




Iris/Eingerprint Recognition

« Alrports (Vancouver
and Toronto

« Signatures

* High security
puildings




Persistent SEBURE BENEATH THE

Survelillance

* “He's been idented on
the Metro...”

ITAN POLICE

ST TWO WAYS WE'RE

RNEY MORE SECUIE

is, call 020 72221234
w.tfl.gov.uk

MAYOR OF LOND'®, Buses are getting better =




Data Aggregation
Data Silos

Aggregation

<

Core Data

V

- ————

Derivative Data

\/ Meta Data

Inferred Data

Personalization
and Velocity



THE BEsST THING ABovT
THE /NTERNET /5 THEY
DON'T KNOLW YoUuRE A DOG .

You're a Faur-year-old German Shepherd - Schnavser mix, likeste shop for
rawhide chews, 213 visits to Lassia website, chatreom conversation

8-29-99 said Third Lassie «was the hattest, downlosaded phates of third
Lassie /O-12.99 e-muiled them to five other dogs whove identitiey avre. ..

rHLLE-ug Lo W fuBrfuo pecs]

i TH bruowm RE1Fdcy Tw
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Geo Privacy.

* e911
« Geo Targeted

Wireless Services

« omell that coffee?
Come in for a cup!”




Lessons to be Learned

« Data Becomes Much
More Eluid

« Data Management
Becomes Much More
Difficult

« Data Moves More Quickly

« Smart Companies will
Harness the Power of
Data Fluidity to Reduce
Costs and Improve Their
Value Propositions




International

Association of
Privacy Professionals

1app

international association of privacy professionals




« THANKS!

J. Trevor Hughes
jthughes@maine.rr.com
207 351 1500



